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CHAPTER 1

Arduino SDK

Arduino SDK is supported on the following 3 develpoment boards listed below:

1.1 Ameba RTL8722DM

Welcome to Ameba RTL8722DM Arduino online documentation.
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1.1.1 Getting Started

Ameba ARDUINO: Getting Started with RTL8722

Required Environment

AmebaD RTL8722DM board currently supports Windows OS 32-bits and 64-bits (WIN7/8/10), Linux OS (Ubuntu 18
LTS/20 LTS/latest) and macOS operating systems. Please use the latest OS version to have the best experiences. In this

documentation, please use the latest version Arduino IDE (at least version 1.8.12).

Introduction to AmebaD RTL8722CSM/RTL8722DM

Ameba is an easy-to-program platform for developing all kind of IoT applications. AmebaD is equipped with various
peripheral interfaces, including WiFi, GPIO INT, 12C, UART, SPI, PWM, ADC. Through these interfaces, AmebaD

can connect with electronic components such as LED, switches, manometer, hygrometer, PM2.5 dust sensors, ---etc.

The collected data can be uploaded via WiFi and be utilized by applications on smart devices to realize IoT implemen-

tation.
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RTL8722DM and Arduino Uno have similar size, as shown in the above figure, and the pins on RTL8722DM are

compatible with Arduino Uno.
RTL8722DM uses Micro USB to supply power, which is common in many smart devices.

Please refer to the following figure and table for the pin diagram and function of RTL8722DM.
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# PIN name | GPIO | ADC PWM UART SPI 12C
D00 | GPIOB_2 v ADCS UART3_RX(b)

D01 | GPIOB_1 v ADC4 UART3_TX(b)

D02 | GPIOB_3 v ADCo6

D03 | GPIOB_31 | v

D04 | GPIOB_30 | v

D05 | GPIOB_28 | v

D06 | GPIOB_29 | v

D07 | NC

D08 | GPIOB_22 | v PWM14

D09 | GPIOB_23 | v PWMI5

D10 | GPIOB_21 | v PWM13 | UARTO_RTS(b) | SPIO_CS
D11 | GPIOB_18 | v PWMI10 | UARTO_RX(b) SPI0_MOSI
D12 | GPIOB_19 | v PWMI11 | UARTO_TX(b) SPI0_MISO
D13 | GPIOB_20 | v PWMI12 | UARTO_CTS(b) | SPIO_CLK
D14 | GPIOA_7 v UART2_TX(log)

D15 | GPIOA_8 v UART2_RX(log)

D16 | GPIOA_ 25 | v PWM4 | UART3_RX(a) 12C0_SCL
D17 | GPIOA_26 | v PWMS5 UART3_TX(a) 12C0_SDA
D18 | GPIOB_7 v ADC3 | PWML17 SPI1_CS
D19 | GPIOB_6 v ADC2 SPI1_CLK
D20 | GPIOB_5 v ADCI1 | PWM9 SPI1_MISO
D21 | GPIOB_4 v ADCO | PWMS SPI1_MOSI
D22 | GPIOA_28 | v

D23 | GPIOA_ 24 | v PWM3 UARTO_CTS(a) | I2C1_SDA
D24 | GPIOA_ 23 | v PWM2 | UARTO_RTS(a) | I2C1_SCL
D25 | GPIOA_ 22 | v UARTO0_RX(a)

D26 | GPIOA_21 | v UARTO_TX(a)

D27 | GPIOA_20 | v

D28 | GPIOA_19 | v

Chapter 1. Arduino SDK
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RTL8722CSM/RTL8722DM

Power
PIN name
GPIO interrupt pin

Analog ADC pin

PWM pin
UART pin .
3
o
SPIpin 2
12C pin
°
2
g GPIOA'S o INT UART2_RX(log)}
Y’ GPIOA_7 =¥ INT UART2_TX(10g)
INT gy GPIOA 19 “
INT GPIOA_20
UARTO_TX(a) INT GPIOA_21
UARTO_RX(a) INT S GPIOA 22 o—{EI
12C1_SCL UARTO_RTS(a) gy PWM2! INT 2 GPIOA 23 o—CTm
e )i (GPIOB_20 g INT PWMI2 g UARTO_CTS(b) gy SPI0_CLK
- GPIOB_ 1998 INT PWML1 g UARTO_TX(b) gt SPIO_MISO
12C1_SDA UARTO_CTS (a) g PWM3 INT g GPIOA 24
o | GPIOB_183 INT PWM10 B UARTO_RX(b) et SPIO_MOST
(e GPIOB.21 3 INT PWM13 B UARTO_RTS (b) B SPI0_CS
m_. N GPIOB_23 INT PWM15
G — ] GPIOB.22 3 INT PWM14.
INT BUGPIOA 28 o—
E GPIOB.29 3 INT
SPI1_MOSI PWM8 22 ADC_CHO z¢ INT gl GPIOB 4 2 c .
SPI1_MISO PWMO ADC_CH1 ¥ INT & GPIOB_S < « g
SPI1_CLK ADC_CH2 INT GPIOB_6 2N
SPI1_CS PWM17 g2 ADC_CH3 z¢ INT of GPIOB_7 g GPIOB_3 g INT gt ADC_CHG
12C0_SDA UART3_RX(a) XPWMS INT MUGPIOA 26 < orios 1 W M ADC Gt 7
12C0_SCL UART3_TX(a) PWM4: INT BUGPIOA 25! GPioB.2 W 7 0T o5

Setting up Development Environment

Step 1. Installing the Driver

First, connect RTL8722DM to the computer via Micro USB:

Micro USB

4
. S Y : gl_‘l—l

e W

UART DOWMLCAD.

(o flc S

If this is the first time you connect RTL8722DM to your computer, the USB driver for RTL8722DM will be automatic

installed.

If you have driver issue of connect board to your computer please go to here for USB driver.

1.1. Ameba RTL8722DM 7
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You can check the COM port number in Device Manager of your computer:

-

4 Device Manager

File Action View Help

&= | E|E| HE

| B %15

=

4= 5G5D279634-PC
b 1M Computer
> i Disk drives
- Display adapters
> Eﬁ Human Interface Devices
> g IDE ATAJATAPI controllers
-} Jungo Connectivity
<Z= Keyboards
. ..ﬂ Mice and other pointing devices
» I Monitors
» &P Network adapters
477 Ports (COM & LPT)
T Cornmunications Port (COM1)
o LI'ET USB Serial Port (COMST)
b 2 Processors
b -% Sound, video and game controllers
78 System devices
b a Universal Serial Bus controllers

Step 2. Set up Arduino IDE

From version 1.6.5, Arduino IDE supports third-party hardware. Therefore, we can use Arduino IDE to develop appli-
cations on RTL8722DM, and the examples of Arduino can run on RTL8722DM too. Arduino IDE can be downloaded

in the Arduino website.

When the installation is finished, open Arduino IDE. To set up RTL8722DM correctly in Arduino IDE, go to “File” ->

“Preferences” .

Chapter 1. Arduino SDK
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@ sketch_dec23a | Arduino 1.8.10

=R X

Mew

Open...
Open Recent
Sketchbook
Exarnples
Close

Save

Save As...

Page Setup
Print

Preferences

Quit

Edit Sketch Tools Help

Ctrl+M
Ctrl+0

Ctrl+W
Ctrl+5
Ctrl+5hift+5

Ctrl+5hift+P
Ctrl+P

k

4

k

here, to run repeatedly:

Ctrl+Comma

Ctrl+Q

here, to run once:

Ameba RTLET21D on COMET

And paste the following URL into “Additional Boards Manager URLs” field:

https://github.com/ambiot/ambd_arduino/raw/master/Arduino_package/package_realtek.com_

—amebad_index. json

Next, go to  “Tools”

-> “Board”

-> “Boards Manager” :

1.1. Ameba RTL8722DM
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F 5

&% sketch_dec23a | Arduino 1810 =NNCN X
File Edit Sketch [Tools| Help

Auto Format Ctrl+T E
[~

Archive Sketch
sketch_dec23; Fix Encoding & Reload
1 woid setup Manage Libraries... Ctrl+Shift+] i
© /EEE N serial Monitor Ctrl+ Shift+ M
1 Serial Plotter Ctrl+5Shift+L

WIF101 /7 WiFiMNIMA Firrnware Updater

S O R S

void loop(

g A Board: "Arduino ¥in" ! Boards Manager...
g3 Port: "COMST" L Arduino AVR Boards
Get Board Info @ Arduino Yin

Programmer: "AVRISP midI | Arduino/Genuino Uno

Arduino Duemilanove or Diecimila

Burn Bootloader

Arduino Mano

Arduino/Genuino Mega or Mega 2560
Arduino Mega ADK

Arduino Leonardo

Arduino Leonardo ETH

Arduino/Genuino Micro

Arduino Esplora
Arduino Mini

Arduino Ethernet
Arduino Fio

Arduino BT

LilyPad Arduino USE
LilyPad Arduino
Arduino Pro or Pro Mini
Arduino NG or older
Arduino Robot Control
Arduino Robot Motor

Arduino Gemma

Adafruit Circuit Playground
Arduino Yin Mini

Arduino Industrial 101
Linino One

Arduino Uno WiFi

The “Boards Manager” requires about 10~20 seconds to refresh all hardware files (if the network is in bad condition,
it may take longer). Every time the new hardware is connected, we need to reopen the Board Manager. So, we close the
“Boards Manager” , and then open it again. Find “Realtek AmebaD Boards (32-bits ARM Cortex-M4 @200MHz)” in
the list, click “Install” , then the Arduino IDE starts to download required files for RTL8722DM.

10 Chapter 1. Arduino SDK
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®

Type Al ~ | |FAiter your seardh...

Online HE|E
Maore Info

Industruino SAMD Boards (32-bits ARM Cortex-M0+)

by Industruine

Boards included in this package:
Industruing D21G.

Cnline Help

Mare Info

Realtek Ameba Boards (32-bits ARM Cortex-M4 @200MHz)

by Realtek version 2.0.1-build20200506 INSTALLED
Boards included in this package:
RTLB722DM, RTLETF22CSM.

Cnline Healp
More Info

Select version w Install Remove

Close

If you are facing GitHub downloading issue, please refer to the following link at Download/Software Development Kit.

There are 3 sections:

1. “AmebaD_Arduino_patchl_SDK” , please select at least 1 of the SDKs. There are 5 latest released SDK options.

2. “AmebaD_Arduino_patch2_Tools” , please select according to your operation system. There are Windows, Linux
and MacOS.

3. “AmebaD_Arduino_Source_Code” , this section is optional download only wants to refer the latest source code.

Download the files selected, then unzip (patchl and patch2 are compulsory). There are “Install.doc” /
“Install.pdf” for you to refer installation steps. According to your system, please run the installation tool in
the “Offline_SDK installation_tool” folder.

After the installation tool running successfully, you may open Arduino IDE and proceed to “Tools” -> “Board
“-> “Boards Manager---” . Try to find “Realtek AmebaD Boards (32-bits ARM Cortex-M4 @200MHz)”
in the list, click “Install” , then the Arduino IDE starts to download required files for RTL8722DM.

Finally, we select RTL8722DM as current connected board in “Tools” -> “Board” -> “Ameba ARM (32-bits) Boards”
->” RTL8722DM”:

1.1. Ameba RTL8722DM 11
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€9 sketch_may14a | Arduino 1.8.12
File Edit Sketch Tools Help

sketch_mayt 4

1l |wvoid setup

- '}

2 f/ put ¢

6 |void loop (]
__."__." ]_:'th 1:

Auto Format

Archive Sketch

Fix Encoding & Reload
Manage Libraries...
Serial Monitor

Serial Plotter
W01/ WiRINIMA Firmware Updater

Board: "RTLET22DM/RTLET22CSM"
Port
Get Board Info

Programmer: "AVRISP mkll"

Burn Bootloader

Ctrl+T

Ctrl+Shift+]
Ctrl+5Shift+M
Crl+5Shift+L

Boards Manager...

&
Arduino Mega or Mega 2560

Arduino Mega ADK
Arduino Lecnardo
Arduino Lecnarde ETH
Arduino Micro
Arduino Esplora
Arduino Mini

Arduino Ethernet
Arduino Fio

Arduino BT

LilyPad Arduino USE
LilyPad Arduinc
Arduino Pro or Pro Mini
Arduino NG or older
Arduino Robot Control
Arduino Robot Motor
Arduino Gemma
Adafruit Circuit Playground
Arduino Yan Mini
Arduino Industrial 101
Lininc One

Arduino Uno WiFi
Armeba ARM (32-bits) Boards

RTLE722DM/RTLE722C5M
W

12
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Try the First Example

Step 1. Compile & Upload

Arduino IDE provides many built-in examples, which can be compiled, uploaded and run directly on the boards. Here,

we take the “Blink” example as the first try.
Open “File” -> “Examples” -> “01.Basics” -> “Blink” :

1.1. Ameba RTL8722DM 13
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@ sketch_dec23a | Arduino 1.8.10 l = | =] th
Edit Sketch Tools Help

Mew Ctrl+M
Open... Ctrl+0
Open Recent
Sketchbook r i
Exarnples ' Built-in Examples
Close Ctrl+W 01.Basics ! AnalogReadSerial
Save Ctrl+5 02.Digital ! BareMinimurn
Save As... Ctrl+5hift+5 03.Analog ! Blink
) 04.Communication ' DigitalReadSerial
Page Setup  Ctrl+5Shift+P
) 05.Control ! Fade
Print Ctrl+P
06.5ensors ! ReadAnalogVoltage
Preferences Ctrl+Cormma 07.Display 3
i 3
Quit Ctrl+Q 08.5trings
09.UsSE »
10.5tarterkit_Basickit ¥
11.Arduinol5P *

Exarnples for any board
Adafruit Circuit Playground r
Bridge

Ethernet

Firrnata
LiquidCrystal
sD

Stepper in COMST
Temboo
RETIRED r

Exarnples from Customn Libraries

5¥1509 10 Expander r

Arduino IDE opens a new window with the complete sample code.
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-
E9 Blink | Arduino 1.8.10

= | B ] |

File Edit Sketch Tools Help

o b = L )

[ L T o Y =

A e e e e e
o 1

»

m

4 L

L5

Ameba RTLET21D on COMET

Next, we compile the sample code directly; click

“Sketch”

->  “Verify/Compile”

1.1. Ameba RTL8722DM
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(= o o 1, 1\
File Edit Tools Help

Verify/Compile Ctrl+R
Upload Ctrl+U
Upload Using Programmer  Ctrl+Shift+ U

Elink

1 Export compiled Binary Ctrl+Alt+5 Iy
3 Show Sketch Folder Ctrl+K

f Include Library »

B Add File...

m

[N I w +]

[ T o TR S L TR L B T |

A e e e R e e e R e e
o

] L} | 3

Ameba RTLET21D on COMET

Arduino IDE prints the compiling messages in the bottom area of the IDE window. When the compilation is finished,

you will get the message similar to the following figure:

16 Chapter 1. Arduino SDK
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—— ~—— ™
& Blink | Arduino 1.8.10 SR
L

| File Edit Sketch Tools Help

1 + -~
2 Bli

4 Turns an LED on for one second, then off for one second, re

5

[ n0st Arduinos have an on-board LED you can control the E
g9 If wvo ant to 10 at pin the on-board LED is connecte

10 model, check the Technical Specs of your board at

11 LLTES gr 1N0. S/ E 31 Pro CLS3

12

Ameba RTLET21D on COMET

Afterwards, we will upload the compiled code to RTL8722DM.
Please make sure RTL8722DM is connected to your computer, then click “Sketch” -> “Upload” .

The Arduino IDE will compile first then upload. During the uploading process, users are required to enter the upload
mode of the board. Arduino IDE will wait 5s for DEV board to enter the upload mode.

1.1. Ameba RTL8722DM 17
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To enter the upload mode, first press and hold the UART_DOWNLOAD button, then press the RESET button. If success,
you should see the LED flashing on the DEV board.

Green LED
RESET button
UART_DOWNLOAD button

It is optional for users to check if the board entered the upload mode. Open serial monitor/terminal and look for “#Flash

Download Start” . Note, it is normal that some serial terminals may show unknown characters as following picture.

18 Chapter 1. Arduino SDK
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Send
#calibration ok:[2:19:11]
#Flash Download Start
Autoscroll [] Show timestamp Newline ~ | |115200baud ~ Clear output

Again, during the uploading procedure the IDE prints messages. Uploading procedure takes considerably longer time

(about 30 seconds to 1 minute). When upload completed, the “Done uploading” message is printed.

Sketch us 17 2 b ) of program = ge space. MaXimum is 2097152 by

1.1. Ameba RTL8722DM 19
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Step 2.Run the Blink example

In each example, Arduino not only provides sample code, but also detailed documentation, including wiring diagram,

sample code explanation, technical details, ‘--etc. These examples can be directly used on RTL8722DM.

So, we find the detailed information of the Blink example.

In short, this example makes LED blinks, and it uses GPIO pin 08 (refer to the pin diagram D08). Then we connect the
LED and resistance as the following figure:
(NOTE: In an LED, the longer pin is the positive pole, and shorter pin is the negative pole. So we connect the longer pin

to D08, and connect the shorter pin to GND. In addition, please use a resister with suitable resistance in series between
LED and GND to protect LED)

UART
DOWNLOAD

“ SWCLK

1
=4
H
a
2
%]

1

e e 9o o 0
e @ o o o

* & & & & 0 0 0
* @ o ° 0 0 @ 0 0
* & & ¢ 0 0 0 0 0
e @ o ° 0 0 @ 0 0
T @ o ¢ o o 0o 0 0
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Finally, press the RESET button, and you can see the LED blinking.

(End)

{Ef#: If you face any issue, please refer to the FAQ and Trouble shooting sections on ../../support/index page.

1.1.2 Download

Release History

Version 3.1.1 - 2021/12/25

¢ Feature:

Add BLE HID and examples

BLEHIDGamepad, BLEHIDKeyboard, and BLEHIDMouse
Update PowerSave examples

Support RTL8722DM MINI and RTL8720DN/BW 16

Enable LwIP hostname edit

¢ API Updates:

Update API for PowerSave

Update ameba_d_tools 1.0.7 for all 3 platforms

Support RTL8720DN/BW 16 and RTL8722DM MINI

Add more Aon wake up pins

Update API for IR

Removed requirement to define both IR TX and RX pins in IRDevice::begin
Removed previous limit on number of time durations IRDevice::send can accept
Update GPIO Int

Enable INPUT_IRQ_CHANGE

Add definition inside wiring_constants.h and wiring_digital.c, also complete the TODO part for attachInter-

rupt() as well
Update UART, for RTL8720DN/BW 16 not showing log issue

Fix wrong attribute permissions for characteristic CCCD descriptor. Remove unused variable warnings

1.1. Ameba RTL8722DM 21
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Update GTimer, for the internal timer ID validation test

Updated SPI connection for RTL8720DN/BW 16

Update Google_Cloud_IoT example with new Google TLS cert

Update Analog Pin remove A0 and Al

Update Platform.txt for Windows OS with User Name having a space in between

Update all libs

e Misc:
— Update AmebaFEink.zip, SPI connection for RTL8720DN/BW 16
— Add Autoflash_patch folder

— Update the Fritzing of RTL8720DN/BW 16, remove A0 and A1

Version 3.1.0 - 2021/11/05

¢ Feature:

Support board RTL8720DN(BW16)

Add WiFiControlCar example

Add Arduboy zip library

Add WPA3 support

Add Amebad_HMI_MQTT zip library

Add support for IPV6 wiht 4 examples

WLAN lib update

Minor bug fix

* API Updates:

Support Microsoft Azure IoT cloud

Enable “strnlen” from rom

Add ‘“#define yield” for compilation

Update PubSubClient lib

Update APIs for RTL8720DN(BW16) (SPI, 12C, Fatfs, Audiocodec and UART

Update jtag enable functions

Update wifi security option

Remove the unused libs lib_wifi_fw.a lib_wifi_ucps_fw.a

22 Chapter 1. Arduino SDK
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Update watchdog

Update AudioCodec

Pin mapping updates

Remove unused marcos

RTL8720DN(BW16) related naming update for all examples

Update PowerSave
* Misc
— Add RTL8720DN_BW16 frizting folder
— Move RTL8720DN_BW 16 frizting files to correct folder
— Rename folder name to short the length of path
— Add Offline_SDK__installation_tool (Windows, Linux and MacOS)
— Update linux tools for compatibility issue
— Update RTL8722DM MINI and RTL8720DN(BW16) Fritzing and Pinmux
— Update ameba_d_tools V1.0.6
— Add Image_Releated folder

— Correct the core from Cortex-M4 to Cortex-M33

Version 3.0.11 - 2021/10/26
* Feature:
— Add example, FatfsSDIO - Read and open HTML file from SD card
» API Updates:
— RTL8720DN/BW16 related compatibility update for all examples
* Misc

— Update RTL8722DM MINI and RTL8720DN Fritzing and Pinmux

Version 3.0.10 - 2021/09/22
* Feature:
— Add AudioCodec wav examples
* API Updates:
— Pin mapping updates for RTL8722DM MINI

— Remove unused marcos

1.1. Ameba RTL8722DM
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— Update platform.txt for bin files process
— rollback for “wifi.h” update

— Minor bug fix patch

Version 3.0.9 - 2021/09/13
¢ API Updates:
— Pin mapping updates
— Remove unused marcos

— “wifi.h” related files change to “Amebawifi.h”

Version 3.0.8 - 2021/05/06
¢ Feature:

Add RTL8722DM_mini board

Add fatfs for SD card

Add AudioCodec

Add TensorFlow lite support with examples

Add zip libraries for TensorFlow lite support

Update SDK for supporting Arduino IDE 2.0

Update wlan lib
¢ API Updates:
— Update zip libraries of Eink

— ADC updates, Change calculation method to use EFUSE calibration parameters and SDK formula to improve

accuracy
— writing_analog updates, minor bug fix and support for mini board
— SPI updates, minor bug fix and support for mini board
— I2S updates, minor bug fix and support for mini board

— IRDevice updates, minor bug fix

Version 3.0.7 - 2020/11/19
¢ Feature:

— Add AmebalRDevice example IRSendSONY

24 Chapter 1. Arduino SDK
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— Update Ameba Arduino IRDevice API
— Update Ameba Arduino SSL related API

— Update Ameba Arduino Wlan API to support static IP function

Version 3.0.6 - 2020/10/28

e Feature:

Add Ameba RTC support

Add AmebaRTC example RTC and RTCAlarm

Add Ameba Watchdog support

Add AmebaWatchdog example WatchdogTimer

Update Ameba BLE support

Add AmebaBLE example BLEUartService, DHT_over_ BLEUart

Update Ameba Wlan library

Update Ameba Wlan SDK structure, add AP mode hidden SSID support

Version 3.0.5 - 2020/09/09

e Feature:

Build in tool updates V1.0.4

Add zip lib AmebaEink

Add AmebaEink example EinkDisplaylmage, EinkDisplayQR, and EinkDisplayText

Add google cloud examples

Update Amazon AWS related examples

Add power save support

Add AmebaPowerSave example TicklessMode, DeepSleepMode, DeepSleep_ DHT_LCD_Example, and
DeepSleep_DHT_Eink_Example

Version 3.0.4 - 2020/07/27
* Feature:
— Update BLE library. Add example BLEBatteryClient and BLEWIfiConfig

— Update from polarssl to mbedtls 2.4.0

Version 3.0.3 - 2020/07/03

1.1. Ameba RTL8722DM 25
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* Feature:
— Build in Image tool updates V1.0.3

— Upload log clean up

Version 3.0.2 - 2020/06/30
» Feature:
— Windows, Linux and macOS X support

— Build in Image tool updates

Version 3.0.1 - 2020/05/15
 Feature:
— Official release of AmebaD Arduino SDK
— warning cleaning

— I2C lib updates

Version 3.0.0 - 2020/05/01
* Feature:

— Support Boards Manager and Arduino IDE development
— WiFi scan AP, connect to AP, TCP Server/Client, including 5G
— Bluetooth, BLE
— GPIO digital in/out and interrupt
— ADC analog in/out (0 ~ 3.3V)
— PWM getting analog results with digital means
— SPI master and slave mode
— UART 1 for log, 2 for customize usage

— 12C master mode

26
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1.1.3 Peripherals & Examples

Basic Examples

Ameba ARDUINO: [RTL8722CSM][RTL8722DM] Supported ARDUINO built-in example list

There are many built-in examples in Arduino. In the table below, we list all examples that are compatible with Ameba.

Category Name Comment
01.Basics AnalogReadSerial Connect potentiometer to 3.3V
BareMinimum
Blink Connect LED to pin 8
DigitalReadSerial
Fade
ReadAnalogVoltage ADC can read a maximum of 3.3V.
02.Digital BlinkWithoutDelay Connect LED to pin 8
Button Connect LED to pin 13
Debounce Connect LED to pin 13
DigitallnputPullup Connect LED to pin 13
StateChangeDetection Connect LED to pin 13
toneKeyboard
toneMelody
toneMultiple
tonePitchFollower
03.Analog AnalogInOutSerial
Analoglnput Connect LED to pin 13
Analog Write Mega
Calibration Connect another LED to pin 13
Fading
Smoothing
04.Communication | ASCIITable
Dimmer Use serial baud rate 115200
Graph Use serial baud rate 115200, Connect potentiometer to 3.3V
Midi Please use Seriall and pin 26, or use Serial2 and pin 17
MultiSerial
PhysicalPixel Use serial baud rate 115200
Read ASCIIString
SerialCallResponse Use serial baud rate 115200

To4ks:

1.1. Ameba RTL8722DM
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R1-8EW
Category Name Comment
Serial CallResponse ASCII Use serial baud rate 115200
SerialEvent
SerialPassthrough
VirtualColorMixer Use serial baud rate 115200
05.Control Arrays Usepins 1,2,3,4,5,6
ForLooplteration Use pins 1,2,3,4,5,6
IfStatementConditional
switchCase
switchCase2

While StatementConditional | Connect another LED to pin 13

06.Display barGraph Use another pin to replace pin 7

RowColumnScanning

07.Strings CharacterAnalysis

String AdditionOperator

StringAppendOperator

StringCaseChanges

StringCharacters

String ComparisonOperators
StringIndexOf
StringLength

StringLengthTrim

StringReplace
String StartsWithEndsWith
StringSubstring

StringTolnt

Network Examples

Connect to WiFi

Materials

* AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Procedure

There three common encryption type in WiFi connection. The first one is “OPEN” , which means there is no password
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needed to connect to this network. The second type of encryption is WPA, which requires the correct password to access.

The third type is WEP, which requires a hexadecimal password and a keyindex.

In the following, we will give a brief introduction on how to establish WiFi connection with these three types of encryption

on Ameba.
First, make sure the correct Ameba development board is selected in  “Tools” -> “Board” .
* Open (WiFi connection without password)

Open the “ConnectNoEncryption” example in “File” -> “Examples” —->

“AmebaWiFi” -> “ConnectWithWiFi” -> “ConnectNoEncryption”

©@ ConnectNoEncryption | Arduino

File Edit Sketch Tools Help

0 BEH

ConnectioEncryption

1 &

nclude <WiFi.h>

ssid[] = "yourNetwork":
atus = WL_IDLE_STATUS;

wait for serial port to connect. Needed for native USB port only

In the sample code, modify “ssid” to be the same as the WiFi SSID to be connected to.

Next, upload the sample code, and press the reset button on Ameba. Then you will
see a message “You’ re connected to the networkSSID: XXXXX” , and the in-

formation of this WiFi connection is printed in the serial monitor every 10 seconds.
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28 COMB

BSSID: EE:CO:E7:86:9E:E
signal strength (RSSI):-55
Encryption Type:0

IP Address: 192.168.43.32
192.168.43.32

NetMask: 255.255.255.0
Gateway: 192.188.43.235
SSID: Test network

BSSID: EE:CO:E7:86:9E:E
signal strength (RSSI):-55
Encryption Type:0

55ID: Test network

BS5ID: EE:CO:E7:86:9E:E
signal strength (RSSI):-58
Encryption Type:0

SSID: Test network

BSSID: EE:CO:E7:86:9E:E
signal strength (RSSI):-57
Encryption Type:0

Interface 0 IP address : 192.168.

MAC address: 70:1D:8:4:55:32

You're connected to the networkSSID: Test network

Autoscroll [] Show timestamp

¢ WiFi connection with WPA encryption

Open the
->  “AmebaWiFi” —>

88 ConnectWithWPA | Arduino

File Edit Sketch Tools Help

ConnectWithWPA

"yourNetwork";
"secretPasswor
s = WL_IDLE_STATUS:

f/ wait for serial

Send
43.32 "
Newline ~ | 115200 baud Clear output
“ConnectWithWPA” example in “File” -> “Examples”
“ConnectWithWiFi” —>

da":

/ the Wifi

wait for

port to

port to

CONNECT.

network 55ID (name)
etwork password

radio's status

open:

Needed for native USB port only

“ConnectWithWPA”

In the sample code, modify “ssid” to the WiFi SSID to be connected to and “pass” to the network password.

Next, upload the sample code, and press the reset button on Ameba. Then you will see a message “You’ re

connected to the networkSSID: XXXXX” , and the information of this WiFi connection is printed in the serial

monitor every 10 seconds.
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* WiFi connection with WEP encryption

Open the “ConnectWithWEP” example in “File” -> “Examples”

-> “AmebaWiFi” -> “ConnectWithWiFi” ->

@@ ConnectWithWEP | Arduino

File Edit Sketch Tools Help
o0 BEAa

ConnectWVithWeEP

#include <WiFi.h>

ssid[] = "yourNetwork": network S5ID (name)
key[] = "DODODEADFOODABBADEAFBEADED":
keyIndex = 0:

status = WL_IDLE STATUS;

lex numk
adio's status

32B8 woid setup () {
33 tialize serial and wait for port to open:
n (115200} ;

rial) {
// wait for serial port to connect. Needed for mative USB port only
nce of the shield:
=] if (W L_NO_SHIELD) {

WiFi shield not present”);

“ConnectWithWEP”

In the sample code, modify “ssid” to the SSID to be connected, “key” to the hexadecimal password,

“keyIndex” to your key index number.

Next, upload the sample code, and press the reset button on Ameba. Then you will see a message “You

)

re connected to the networkSSID: XXXXX” , and the information of this WiFi connection is printed

in the IDE every 10 seconds.

Code Reference

https://www.arduino.cc/en/Reference/WiFiBegin

To get the information of a WiFi connection:

Use WiFi.SSID () to get SSID of the current connected network.
https://www.arduino.cc/en/Reference/ WiFiSSID

Use WiFi.RSSTI () to get the signal strength of the connection.

https://www.arduino.cc/en/Reference/WiFiRSSI

Use WiFi.encryptionType () to get the encryption type of the WiFi connection.

1.1. Ameba RTL8722DM
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https://www.arduino.cc/en/Reference/WiFiEncryptionType

Use WiF1i.BSSID () to get the MAC address of the router you are connected to.
https://www.arduino.cc/en/Reference/WiFiBSSID

To get the information of Ameba:

Use WiFi.macAddress () to get the MAC address of Ameba.
https://www.arduino.cc/en/Reference/ WiFIMACAddress

Use WiFi.localIP () to getthe IP address of Ameba.
https://www.arduino.cc/en/Reference/WiFiLocallP

Use WiFi.subnetMask () to get the subnet mask.
https://www.arduino.cc/en/Reference/WiFiSubnetMask

Use WiFi.gatewayIP () to get the WiFi shield’ s gateway IP address.

https://www.arduino.cc/en/Reference/ WiFiGatewayIP

Comparison with Arduino

In the Arduino platform, we need to add an extra WiFi shield to be the WiFi module to realize the WiFi connection.

And we must #include to use SPI to communicate with WiFi module.

However, Ameba is already equipped with WiFi module. Therefore, # include is not needed.

Use Ameba as Server to communicate with Client

Materials
e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

 Laptop (Make sure it is connected to the same network domain as Ameba, and tcp tools are installed. )

Example
In this example, we first connect Ameba to WiFi, then we use Ameba as server to communicate with client.
First, we make sure the correct Ameba development board is set in “Tools” -> “Board”

Then, open the Simple WiFi Server example in “File” -> “Examples” -> “AmebaWiFi” ->

“SimpleServerWiFi”
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SimpleServerWiFi | Arduino

File Edit Sketc

00 H

h Tools Help

SimpleSenverWiFi

£5m =T

1 #ilnciu

char

ar p
5 |int ke

10E void s
11 Se

15H if

In the sample code, modify the highlighted parameters and enter the ssid and password for your WiFi connection.

s51d[] = "vourHetwork":

de <WiFi.h>

your network S5ID (name)

ass[] = "secretPassword"; our network password

vIndex = 0;

= WL_IDLE STATUS:
- server (5000) ;

etup () {
rial.begin(115200); S/ initialize serial communication
nMode (9, OUTEUT) // set the LED pin mode

check for the presence of the sh d:
) == WL_NO SHIELD) {
In("WiFi shield not present™);

don't continue

on();

)1

24 attempt to connect to Wifi network:
25H while status != WL _CONNECTED) {

1t ("Attempting to connect to Network named: ");

Serial.println(ssid):; S/ print the network name (S5ID):
Connect to WPA/WPA2 network. Chanoge this line if using open or WEP neti ¥
>

M an COME

sour network key Index number (needed only £

1.1. Ameba RTL8722DM
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Next, upload the code, then press the reset button on Ameba. At this moment, you will see the connection information is

28 COMBe

Send

RTLE721D[Driwver]: auth success, start assoc ~

RTLE721D[Driver]: assoclation success(res=4)

RTLET721D[Driver]: ClientSendEAPOL[1522]: no use cache pmksa

RTLET721D[Driver]: set pairwise key to hw: alg:4 (WEP40-1 WEPl04-5 TEIP-2 AES-4)

RTLET721D[Driver]: set group key to hw: alg:4(WEP40-1 WEP1l04-5 TEIP-2 AES-4) keyid:2

Interface 0 IP address :@ 152.168.1.167

IP Address: 192.168.1.1&7
signal strength (R55T):-72 dBm

Autoscroll [] Show timestamp Newline + | |115200baud - Clear output

displayed in the console.

Next, we use the socket tool in the laptop to be the client and connect to the IP address of the Ameba board shown in the

connection information at port 5000. (Note: The socket tool we used in this example is “sokit” )

Click on the “Client” tab to choose the client mode, specify the IP and port of the server, then click “TCP Connect” .

If the connection is established successfully, the server shows a message:

“5% sokit -- F1 for help

Server I Transfer  Client | Notepad I

Network Setup

Server IP: I 192,168, 1. 167 j Port: I 5000 j I TCP Connect UDP Channel |
Buf0: | Hello Ameba Send |
Buf 1: I Send |
Buf 2: I Send |
Buf 3: I Send |
Cutput:  Recv 11 ,Send 11 [~ write log Clear |

10:01:35 MSG TCP connection to 192.168.1.167:3000 cpened!
10:02:10 DAT <--- <11> Hello Ameba
(- 10:02:10 DAT ---= <11> Hello Ameba

10:02: 10 DAT —> < 11> Hello Ameba

34
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IP and port of the connected client.

In this example, when the client and server are connected and the client sends a string to Ameba server, the Ameba server

returns the identical string back to the client.

28 COMBe

Send

RTLET721D[Driver]: set pairwise key to hw: alg:4 (WEP40-1 WEP104-5 TEIP-2 AES-4)
RTLET721D[Driver]: set group keyv to hw: alg:4(WEP40-1 WEP104-5 TEIP-2 AES5-4) keyid:2
Interface 0 IP address : 1592.168.1.167

IP Address: 192.165.1.1&7

signal strength (R55T):-72 dBm

4 client connected to this server

[BCRT]: €31%0

[IP]:1592.168.1.10

Hello Amelka

Autoscroll [] Show timestamp Newline + | |115200baud - Clear output

The string sent to server is returned and showed at the client side.

Code Reference

Use WiFi.begin () to establish WiFi connection;
https://www.arduino.cc/en/Reference/WiFiBegin

To get the information of a WiFi connection:

Use WiFi.SSID () to get SSID of the current connected network.
https://www.arduino.cc/en/Reference/WiFiSSID

Use WiFi.RSSI () to get the signal strength of the connection.
https://www.arduino.cc/en/Reference/WiFiRSSI

Use WiFi.localIP () to get the Ameba WiFi shield’ s IP address.
https://www.arduino.cc/en/Reference/WiFiLocallP

Create server and transmitting data:

Use Server (port) to create a server that listens on the specified port.
https://www.arduino.cc/en/Reference/WiFiServer

Use server.begin () to tell the server to begin listening for incoming connections.

https://www.arduino.cc/en/Reference/WiFiServerBegin

Use server.available () to get a client that is connected to the server and has data available for reading.

https://www.arduino.cc/en/Reference/WiFiServerAvailable

1.1. Ameba RTL8722DM
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Use client.read () toread the next byte received from the server.
https://www.arduino.cc/en/Reference/WiFiClientRead

Use client.write () to write data to the server.
https://www.arduino.cc/en/Reference/WiFiClientWrite

Use client.stop () to disconnect from the server.

https://www.arduino.cc/en/Reference/WiFIClientStop

Use Ameba to retrieve HTTP websites from the internet

Materials

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

In this example, the HttpClient library is used to retrieve a webpage using the HTTP protocol.
First, make sure that the correct Ameba development board is selected in  “Tools” -> “Board”

Thenopen “File” -> “Examples” -> “AmebaHttp” -> “SimpleHttpExample”
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80 SimpleHttpExample | Arduino
File Edit Sketch Tools Help

New Ctrl+N

Open... Ctrl+0

Open Recent

Sketchbook

Examples i
Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

PageSetup  Ctrl+Shift+P
Print Ctrl-P

Preferences  Ctrl+Comma

Quit Ctrl+Q

kPath[]
of mi i
kNetwork
of milli
kNetwark
19 |int status = WL_IL

Built-in Examples
01.Basics

02.Digital

03.Analog
04.Communication
05.Control
06.Sensors
07.Display
02.5trings

09.USB
10.5tarterkit_BasicKit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

SD

Stepper

Temboo

RETIRED

Examples for RTL8722DM/RTLET22CSM

Amebahnalog
AmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDNS
AmebaMQTTClient
AmebaSoftwareSerial
AmebaSPl
AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

ot.com"

3| (name)

(use for WEA,

ex number

up

She my;

SimpleHttpExample

In the sample code, modify the highlighted section to enter the information required (ssid, password, key index) to

connect to your WiFi network.

SimpleHttpExample | Arduino

File Edit Sketch Tools Help

1.1. Ameba RTL8722DM
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Upload the code and press the reset button on Ameba once the upload is finished. Open the serial monitor in the

Arduino IDE and you can see the information retrieved from the website.

e COM

| Send

Interface 0 IP address : 172.25.24.188Connected to wifi
551D: RealfZ

1P Address: 172.25.24.188

3ignal strength (RSSI):-5¢ dim

Connect to Server successful!
startedRequest ok

Got status code: 200

Content length is: 0

Body returned follows:

!doctype htmlx<heml itemscope="" itemtype="http://schema.org/WebPage” lang="en-5G"»<head><meta content=
document. documentElenent ., addEventListener ("submic”, function (b) [var &;if (a=b.target){var c=a.getAttribute
var a=window.location, b=a.href.indexOf ("§") ;1f(0<=h) {var c=a.href.substring(b+l);/(*|c)q=/.test (c)se-1==i
</stylex{stylebody, td, a,p, .n{font-family:arial, sans-serif|body{margin: 0;overflow-y: scroll}4gog{padding::
if (!iesq) [document. fesdocument. £.q. focus () ; document. ghgfesdocurent . gbgf. 4. focus() ;)

!
1 {)i</acripts<div id="mngh"> <div id=gbar>{nobr><b class=gbl>5earch</b> <& class=ghl href="http://wwi.q
elae top. location="/dondles/";}s}) () </script<input value="ARP1EIEARAARY]AA2CY4] LwkhgibGTof SMoLOnLORN2G
setTimeout (function() {var b=document;var a="SCRIPI";"application/xhtml+sml"===h,contentIypess (a=a.tolowe:
function F_inatallCsa(c){}

(function() {google.spjs=falsz;qoogle. snet=true;google.en=[] ;qoogle.emw=false; |) () ; (function() [var pme='{v
{ 1

v Autoscrol ] Show timestamp Nofneendng + %00baud | | Clearoutput

Code Reference

Use WiFi.begin () to establish WiFi connection:
https://www.arduino.cc/en/Reference/WiFiBegin

To get the information of a WiFi connection:

Use WiFi.SSID () to get SSID of the current connected network.
https://www.arduino.cc/en/Reference/WiFiSSID

Use WiFi.RSSTI () to get the signal strength of the connection.
https://www.arduino.cc/en/Reference/WiFiRSSI

Use WiFi.localIP () to getthe IP address of Ameba.
https://www.arduino.cc/en/Reference/WiFiLocallP

Use WiFiClient to create a client to handle the WiFi connection.

https://www.arduino.cc/en/Reference/WiFiClient
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Use HTTPClient to create a client to handle the HTTP connection.

Use http.get () tosend a GET request to the website.

Use Ameba to retrieve information from the Internet

Materials

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

In this example, we use Ameba to be a web client to retrieve information from the Internet.

First, make sure the correct Ameba development board is selected in  “Tools” -> “Board”

Thenopen “File” -> “Examples” -> “AmebaWiFi” -> “WiFiWebClient”

1.1. Ameba RTL8722DM
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File Edit Sketch Tools Help

New Ctrl+N

Open... Ctrl+0

Open Recent >
Sketchbook 2
Examples i
Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5
PageSetup  Ctrl+Shift+P
Print Ctrl+P
Preferences  Ctrl+Comma
Quit Ctrl+Q

88 WiFiWebClient | Arduine

attempt to g
[status

Built-in Examples
01.Basics

02.Digital

03.Analog
04.Communication
05.Control
06.5ensors
07.Display
02.5trings

09.USB
10.5tarterkit_BasicKit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

SD

Stepper

Temboo

RETIRED

Examples for RTLB722DM/RTLB722CSM
AmebaAnalog
AmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDMS
AmebaMQOTTClient
AmebaSoftwareSerial
AmebaSPl
AmebaSys
ArmebaWiFi
AmebaWire
INCOMPATIBLE

(names)

’Hex number (needed on

,pT Google (no DNS)

£ for Google (us

{(use for WPA, or use as ki

ConnectWithWiFi
Firebase
HTTP_IFTTT_Post
ScanMetworks
SimpleServerWiFi
SimpleWebServerWiFi
UDP_Calculation
WiFiAPMode
WiFiSSLClient
WiFiUdpNtpClient
WiFildpSendReceiveString
WiFiWebClient
WiFiWebServer

In the sample code, modify the highlighted snippet and enter the required information (ssid, password, key index) required

to connect to your WiFi network.
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88 WiFiWebClient | Arduine — ]

le Edit Sketch Tools Help

WiFiWehClient
3 char ssid[] = "yourNetwork": your network SSID (name)
4 r pass[] = "password"; twork passy (use for WPA,
5 keyIndex = 0; twork key jex number
IP for Google (no DNS)
@ r server[] = "www.google.com"; address for Google (us. DNS)
1 wait for port to open:
1 n(115200);
1 (1Serial) {
1 ce of the st
WL_NO_SHIELD) {
n("WiFi shield not present"):
on () ;
("Please upgrade the firmware"):
attempt to connect to Wifi network:
WL CONNECTED) { v

Upload the code and press the reset button on Ameba. Then you can see the information retrieved from Google is shown

in the Arduino serial monitor.

COM13 =

RILE195SA[Driver]: set group key to hw: alg:4(WEP40-1 WEP104-5 TKIP-2 RAES-4) keyid:1l

IP address : 172.25.23.47Connected to wifi
SSID: RealKungFu

IP Address: 172.25.23.47

signal strength (RSSI):-70 dBm

Starting connection to Server...

StartClient start_client with IP:64.233.188.103

Connect te Server successful!

connected to server

HTTP/1.1 302 Found

Location: http://www.geogle.com.sg/search?g-amebasgws_rd=creei=E6xyVrXqKaGMmgRQqyv

Cache-Control: private

Content-Type: text/html; charset=UIF-&

P3P: CP="This is not a P3P policy! See https://www.google.com/support/accounts/answer/1516572hl=en for more info.
Date: Thu, 17 Dec 2015 12:35:31 GMI

Server: gws

Content-Length: 278

¥-X55-Protection: 1; mode=block

X-Frame-Opticns: SAMEORIGIN

Set-Cookie: NID=74=Tji70ZuX55kjVIVSVBEcgebnRIdzCHiSygbMhHFNER3DMFMQUMZukDgscnirwiMEADWY cEczA355¥wAUSLI0TI0355xGFNZ jKc2WEleeEueJE
Connection: close

<HTML><HEAD><metz http-equiv="content-type” content="text/html;charset=uti-2">
<TIITLE>302 Moved</TITLE></HERD><BODY>

<H1»302 Moved</H1>

The document has moved

(]

<A HREF="htrp://www.google.com. sg/searchoq=amebazanp;gws_rd=craamp; ei=EaxyVriqaGHmgOqHVu " >here</A>.
</BODY></HTML>

disconnecting from server.

n r

MNolineending +  9600baud -
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Code Reference

https://www.arduino.cc/en/Reference/WiFiBegin

To get the information of a WiFi connection: Use WiFi.SSID () to get SSID of the current connected network.

https://www.arduino.cc/en/Reference/WiFiSSID

Use WiFi.RSSI () to get the signal strength of the connection.
https://www.arduino.cc/en/Reference/WiFiRSSI

Use WiFi.localIP () to getthe IP address of Ameba.
https://www.arduino.cc/en/Reference/WiFiLocallP

Use WiFiClient () to create a client.
https://www.arduino.cc/en/Reference/WiFiClient

Use client.connect () to connect to the IP address and port specified.
https://www.arduino.cc/en/Reference/WiFiClientConnect

Use client.println () to print data followed by a carriage return and newline.
https://www.arduino.cc/en/Reference/WiFiClientPrintln

Use client.available () to return the number of bytes available for reading.
https://www.arduino.cc/en/Reference/WiFiClientAvailable

Use client.read () to read the next byte received from the server the client is connected to.
https://www.arduino.cc/en/Reference/WiFiClientRead

Use client.stop () to disconnect from the server the client is connected to.

https://www.arduino.cc/en/Reference/WiFIClientStop

Use Ameba as Server to control LED

Materials
¢ AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1
¢ Breadboard x 1

* LEDx 1

1KQ Resistor x 1

Procedure
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In this example, we connect Ameba to WiFi and use Ameba as server, the user can control the LED on/off through a
webpage.

First, connect Ameba with the LED.

In a LED, the longer pin is the positive pole, and the shorter pin is the negative pole. So, we connect the shorter pin to
GND and connect the longer pin to D13. Additionally, to avoid the electric current exceeds the tolerance of the LED

and causes damage, we connect a resistance on the positive pole.

RTLS8722DM / RTL8722CSM Wiring Diagram:

e o o 0 0 e o o o 0
e o e o o 0 0 e o o 0 0 e o
e o e o o 0 0 e o o 0 0 e o
e o e o o 0 0 e o o 0 0 e o
L e o o 0 0 e o o 0 0 e o
LA e o o 0 0 e o o o 0 e o
® o 0o 0 0 o o o 0 0
Ty oo 0 00 o0 0 00 L)
CIY oo 0 00 o0 0 00 O
LY oo 0 00 oo 0 00 ()
e o e o o 0 0 e o o o 0 e o
e o e o o 0 0 e o o o 0 e o
e o o 0 0 e o o o 0
CGEEEEENED ¢ o ] L)
e o ..' . . e o
e o e o e o e o o 0 0 e o
e o e o e o e o o 0 0 o o
L] LN e o e o o 0 0 e o
. o o0 0 00
Ty oo 0 00 o0 0 00 L)
CIY oo 0 00 o0 0 00 D)
e o e o o 0 0 e o o 0 0 e o
e o e o o 0 0 e o o 0 0 e o
e o e o o 0 0 e o o 0 0 e o
e o o 0 0 e o o 0 0
e o e o o 0 0 e o o 0 0 o o
e o e o o 0 0 e o o 0 0 o o
e o e o o 0 0 e o o 0 0 e o
e o e o o 0 0 e o o 0 0 e o
Ty oo 0 00 o0 0 00 T
oo 0 00 o0 0 00
oo 0 00 o0 0 00

RTLS8722DM MINI Wiring Diagram:
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“SimpleWebServerWiFi”

“AmebaWiFi” —>

“Examples” ->

Then open “File” —>
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a@ SimpleWebServerWiFi | Arduino
Edit Sketch Tools Help

Mew Ctrl+M
Open... Ctrl+0
Open Recent ¥
Sketchbook >
Examples 3
Clase Ctrl+W
Save Ctrl+5
Save As... Ctrl+Shift+5
Page Setup  Ctrl+Shift+P
Print Ctrl+P
Preferences  Ctrl+ Comma
Quit Ctrl+ 0

14 if (WiFi.staty

15 Serial.pri

1 }
String fv = W
if (v = "1.(
Seria kb
}

attcempt to
while (status
Serial.pri
Serial.pri

Connect

Built-in Examples
01.Basics

02.Digital
03.Analog

4. Communication
05.Control

06.5ensors
07.Display

08.5trings

09.USB
10.5tarterkit_Basickit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

sD

Stepper

Temboo

RETIRED

Examples for RTLE722DM/RTLET22CSM

Amebafnalog
AmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDNS
AmebaMOTTClient
AmebaSoftwareSerial
AmebasPl
AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

-
>:k 55ID (name)
£ password
>-: key Index number (needed onl:
b ]
]
]
]
*rial communication
> | mode
>
>
]
]
»
>
»
>
b ]
»work namesd: ")
» | Print the network name (55ID),
>3 line if using open or WEP nel ™
>
E ConnectWithWiFi
: Firebase
E HTTP_IFTTT_Post
3 ScanMetworks
; SimpleServerWiFi
3 SimpleWebServerWiFi
3 UDP_Calculation
E WiFiAPMode
E WiFiSSLClient o (EIZALE
: WiFildpMtpClient
3 WiFildpSendReceiveString
; WiFiWebClient
: WiFiWebServer
]
»

In the sample code, modify the highlighted snippet to corresponding information.

1.1. Ameba RTL8722DM
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SimpleWebSenverWiFi | Arduino

File Edit Sketch Tools Help
OO0 BHA

SimpleWehServerWiFi

1 #include <WiFi.h> 2
char ssid[] = "yourNetwork": S/ wour network S55ID (name)
4 char pass[] = "Password"; ur network password
5 |int keyIndex = 0:; your network key Index number (needed onl:
7 = WL_IDLE STATUS:
B r serwver (80);
11 in (115200); f/ initialize serial communication
12 (13, COUTPUT): // set the LED pin mode
1 // check for the presence of the shield:
14E if (WiFi.status() == WL _NO SHIELD) {
15 Serial.p tln("WiFi shield not present");
1€ while H // don't continue
18 String fv = WiFi.firmwareVersion|():
208 if (£w '= "1.0.0") {
21 Serial..println("Please upgrade the firmware™):
24 [/ attempt to conmnect to Wifi network:
25H != WL CONNECTED) {
26 nt ("Attempting to connect to Network named: ")
27 Serial.prx ln(ssid); /f print the network name (55ID).
25 // Connect to WPA/WPAZ2 network. Chance this line if usino open or WEP net™
£ >

M on COME

Upload the code and press the reset button on Ameba. When the connection is established, you will see the message:

“To see this page in action, open a browser to http://xXX.xXX.xXX.xXx'

in the Arduino IDE as shown in the figure:
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e@ COMEe
| Send

A
RTLE721D[Driver]: association success (res=4)
RTLETZ21D[Driver]: ClientSendEAPCOL[1522]: no use cache pmksa
RTLET721D[Driver]: set pairwise key to hw: alg:4(WEP40-1 WEPl04-5 TEIP-Z AES-4)
RTLE721D[Driver]: set group key to hw: alg:4(WEP40-1 WEP104-5 TEIP-2 AES5-4) keyid:2
Interface 0 IP address : 192.168.1.1&7
IP RAddress: 192.16€8.1.1&67
signal strength (RS5I):-74 dBm
To see this page in action, open a browser to http://192.168.1.167

W
Autoscroll [] Show timestamp Mewline w | 115200 baud -~ Clear output

Next, open the browser of a computer or a cell phone under the same WiFi domain, enter the address in the message.

F & £ 1921681167 X

192.168.1.167,

To see favorites here, select ¥= then ¥, and drag to the Favorites Bar folder. Or import from another browser.

Click here turn the LED on pin 13 on
Click here turn the LED on pin 13 off

In the webpage, you can turn on/off the LED.
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Code Reference

Use WiFi.begin () to establish WiFi connection.
https://www.arduino.cc/en/Reference/WiFiBegin

To get the information of a WiFi connection:

Use WiF1i.SSID () to get SSID of the current connected network.
https://www.arduino.cc/en/Reference/WiFiSSID

Use WiFi.RSSI() to get the signal strength of the connection.
https://www.arduino.cc/en/Reference/WiFiRSSI

Use WiFi.localIP () to getthe IP address of Ameba.
https://www.arduino.cc/en/Reference/WiFiLocallP

Use WiFiServer server () to create a server that listens on the specified port.
https://www.arduino.cc/en/Reference/WiFiServer

Use server.begin () to tell the server to begin listening for incoming connections.

https://www.arduino.cc/en/Reference/WiFiServerBegin

Use server.available () to get a client that is connected to the server and has data available for reading.

https://www.arduino.cc/en/Reference/WiFiServerAvailable

Use client.connected () to get whether or not the client is connected.
https://www.arduino.cc/en/Reference/WiFiClientConnected

Use client.println () to print data followed by a carriage return and newline.
https://www.arduino.cc/en/Reference/WiFiClientPrintln

Use client.print () to print data to the server that a client is connected to.
https://www.arduino.cc/en/Reference/WiFiClientPrint

Use client.available () toreturn the number of bytes available for reading.
https://www.arduino.cc/en/Reference/WiFiClientAvailable

Use client.read () toread the next byte received from the server the client is connected to.
https://www.arduino.cc/en/Reference/WiFiClientRead

Use client.stop () to disconnect from the server the client is connected to.

https://www.arduino.cc/en/Reference/WiFIClientStop

48 Chapter 1

. Arduino SDK


https://www.arduino.cc/en/Reference/WiFiBegin
https://www.arduino.cc/en/Reference/WiFiSSID
https://www.arduino.cc/en/Reference/WiFiRSSI
https://www.arduino.cc/en/Reference/WiFiLocalIP
https://www.arduino.cc/en/Reference/WiFiServer
https://www.arduino.cc/en/Reference/WiFiServerBegin
https://www.arduino.cc/en/Reference/WiFiServerAvailable
https://www.arduino.cc/en/Reference/WiFiClientConnected
https://www.arduino.cc/en/Reference/WiFiClientPrintln
https://www.arduino.cc/en/Reference/WiFiClientPrint
https://www.arduino.cc/en/Reference/WiFiClientAvailable
https://www.arduino.cc/en/Reference/WiFiClientRead
https://www.arduino.cc/en/Reference/WiFIClientStop

AmebaDocs, 475 0.0.1

Use Ameba as Server to send Ameba status

Materials

* AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

In this example, we connect Ameba to WiFi and use Ameba as server to send message to connected client.

First,open “File” -> “Examples” -> “AmebaWiFi” -> “WiFiWebServer”
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28 WiFiWebServer | Arduino

File Edit Sketch Tocols Help
Mew Ctrl+M
Open... Ctrl+0
Open Recent »
Sketchbook >
Examples 5
Close Ctrl+W
Save Ctrl+5S
Save As... Ctrl+5hift+5
Page Setup  Ctrl+Shift+P
Print Ctrl+P
Preferences  Ctrl+Comma
Cuit Ctrl+C
14 ;S walc
16 // check for g
17 if (WiFi.=ztatu
18 Serial.pri
19 f/ don't d

Built-in Examples
01.Basics
02.Digital
03.Analog

04.Communication
05.Control
D6.5ensors
07.Display
08.5trings

09.USB
10.5tarterkit_Basickit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

sD

Stepper

Temboo

RETIRED

Examples for RTLT22DM/RTLET22C5M
Amebalnalog
ArmebaBLE
AmebaFlashMemory
AmebaGPIO
ArmebaGTimer
AmebaHttp
ArmebalRDevice
ArmebaMDNS
AmebaMOTTClient
AmebaSoftwareSerial
ArmebaSP|
Armebabys
ArnebaWiFi
ArnebaWire
INCOMPATIBLE

LD (name
- ( )
BSWOId

)a:l for native USE port only

ZEmy

B

Index number

(needed only fo:

")

M an COME

ConnectWithWiFi »
Firebase

HTTP_IFTTT_Post
SeanMetworks
SimpleServerWiFi
SimpleWebServerWiFi
UDP_Calculation *
WiFiAPMode

WiFiS5LClient
WiFiUdpNtpClient
WiFiUdpSendReceiveString
WiFiWebClient
WiFiWebServer
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In the sample code, modify the highlighted snippet and enter the required information (ssid, password, key index)

required to connect to your WiFi network.

WiFiWebServer | Arduino

File Edit Sketch Tools Help

WiFiWehServer

1 #include <WiFi.h> =
char ssid[] = "yourMHetwork": /f your network S55ID (name)
4 char pass[] = "Password": your network password
5 int keyIndex = 0; yvour network key Index number (needed only fo
7 |int status = WL_IDLE STATUS:
] ~ver serwver (80);
108 wvoid setup() {
11 S fInitialize serial and wait for port to open:
12 Serial.begin(115200):;
138 while (!Serial) {
14 : ff walt for serial port to connect. Heeded for mative USB port only
1l /f check for the presence of the shield:
170G if (WiFi.status() == WL_NO SHTIELD) {
18 Serial.println("WiFi shield not present™):
19 /f don't continue:
20 while ({true):
22 String fv = WiFi.firmwareVersion():
z3d if (fw '= "1.0.0") {
24 Serial.println("Please upgrade the firmware™):
26 /S attempt to connect to Wifi metwork:
2708 while (status != WL _CONNECTED) {
28 Serial.print ("ARttempting to connect to S55ID: ")
25 Serial.printlnissid): w
£ >

A on COME

Upload the code and press the reset button on Ameba. After connecting to WiFi, Ameba starts to run as server. The IP

of the server is shown in the serial monitor, and port is 80.
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22 COME

Send

RTLETZ21D[Driver]: auth success, start assoc
RTL8721D[Driver]: association success (res=4)

RTL8721D[Driver]: ClientSendEAPOL[1522]: no use cache pmksa

Interface 0 IP address : 15%2.168.1.1&7
IP Address: 152.168.1.167
signal strength (R55I):-851 dEBm

RTL8721D[Driver]: set palrwise key to hw: alg:4 (WEP40-1 WEPl04-5 TEIP-Z2 AES-4)

RTLETZ21D[Driver]: set group key to hw: alg:4 (WEP40-1 WEPlO4-5 TEIP-2 AES-4) kevyid:Z2

Autoscroll [] Show timestamp Mewline W

115200 baud Clear output

‘We connect to the server in a browser, and we can see the data sent from the server.
B & [ 192.168.1.167 x .

& & p 192.168.1.167,

To see favorites here, select ¥= then . and drag to the Favorites Bar folder. Or import from another browser.

analog mput 0 1s 1023
analog input 115 0
analog input 2 15 1023
analog mput 3 1s 0
analog mnput 4 15 1023
analog input 5 15 1023
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Code Reference

Use WiFi.begin () to establish WiFi connection.
https://www.arduino.cc/en/Reference/WiFiBegin

To get the information of a WiFi connection:

Use WiF1i.SSID () to get SSID of the current connected network.
https://www.arduino.cc/en/Reference/WiFiSSID

Use WiFi.RSSI () to get the signal strength of the connection.
https://www.arduino.cc/en/Reference/WiFiRSSI

se WiFi.localIP () to get the IP address of Ameba.
https://www.arduino.cc/en/Reference/WiFiLocallP

Use WiFiServer server () to create a server that listens on the specified port.
https://www.arduino.cc/en/Reference/WiFiServer

Use server.begin () to tell the server to begin listening for incoming connections.

https://www.arduino.cc/en/Reference/WiFiServerBegin

Use server.available () to get a client that is connected to the server and has data available for reading.

https://www.arduino.cc/en/Reference/WiFiServerAvailable

Use client.connected () to check whether or not the client is connected.
https://www.arduino.cc/en/Reference/WiFiClientConnected

Use client.println () to print data followed by a carriage return and newline.
https://www.arduino.cc/en/Reference/WiFiClientPrintln

Use client.print () to print data to the server that a client is connected to.
https://www.arduino.cc/en/Reference/WiFiClientPrint

Use client.available () toreturn the number of bytes available for reading.

https://www.arduino.cc/en/Reference/WiFiClientAvailable

Use client.read () toread the next byte received from the server the client is connected to.

https://www.arduino.cc/en/Reference/WiFiClientRead
Use client.stop () to disconnect from the server the client is connected to.

https://www.arduino.cc/en/Reference/WiFIClientStop

1.1. Ameba RTL8722DM
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Use Ameba as UDP server

Preparation

* AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

In this example, we connect Ameba to WiFi and use Ameba to be an UDP server. When Ameba receives a message

from UDP client, it replies “acknowledged” message to client.

Open the WiFi Web Server example.
“WiFiUdpSendReceiveString”

©® WiFiUdpSendReceiveString | Arduino
File Edit Sketch Tools Help

New Ctrl+N

Open... Ctrl+0

Open Recent >

Sketchbook >

Examples : Built-in Examples

Close Ctrl+W 01.Basics

Save Ctrl+5 02.Digital

Save As... Ctrl+Shift+5 03.Analog
04.Communication

Page Setup  Ctrl+Shift«P

) 05.Control

Print Ctrl+P
06.5ensors

Preferences  Ctrl+Comma 07.Display

Quit Cirl+Q (8 Strings

- 09.USB

10.5tarterkit_BasicKit
11.ArduinolSP

WiFiUDP Udp:;

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

sD

Stepper

Temboo

RETIRED

Examples for RTLB722DM/RTL8722CSM
Amebahnalog
AmebaBLE
AmebaFlashMemary
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDNS
ArmebaMQTTClient
AmebaSoftwareSerial
AmebaSPl

AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

“File” ->

>
5
>
>
>
>
>
>

yExi

5

>

tk SSID (name)
k password (use for WPA, or use
k key Index number (needed onl
Fo listen on

packet

gpd for nmative USB port only

ConnectWithWiFi
Firebase
HTTP_IFTTT_Post
ScanMNetworks
SimpleServerWiFi
SimpleWebServerWiFi
UDP_Calculation
WiFiAPMode
WiFisSLClient
WiFiUdpNtpClient
WiFiUdpSendReceiveString
WiFiwWebClient
WiFiWebServer

“Examples” —>

“AmebaWiFi” —>

Modify the highlighted code section (ssid, password, keyindex) to connect to your WiFi network.
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2@ WiFilldpSendReceiveString | Arduinoc

File Edit Sketch Tools Help

WIFiLdpSendReceive String

16 ~
7 #include «<WiFi.h>

18 #include <WiFiUOdp.h>

20 WL_IDLE STATUS:

21 "yvourNetwork™: ur network S55ID (nams)

22 T"secretPassword™: your network password (use for WPA, or us

23 = 0O yvour network key Index number (needed onl

25 unsigned int localPort = 2390; local port to listen on

2 packetBuffer [255]: S/ buffer to hold incoming packet

28 char ReplyvBuffer[] = "acknowledged™: a string to send kback

30 WiFiUDF Udp:

328 woid setup() {

33 A Initialize serial and wait for port to open:

34 Serial.begin(ll5200)

35 while (!Serial) {

36 s SY wait for serial port to connect Meeded for matiwve USB port only

39 i heck for the presence of the shield:

40E if (WiFi.status() == WL_NC SHIELD) {

41 Serial.println ("WiFi shield not present™);

42 ! don't comntinue:

43 while {(trus):

a4 T he

Compile the code and upload it to Ameba. After pressing the Reset button, Ameba connects to WiFi and starts the UDP

server with port 2390. After the UDP server starts service, Ameba prints the “Starting connection to server” message

and waits for client connection.

1.1. Ameba RTL8722DM
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RTLE1954 [Driver]: =et pairwize kev to hw: alg:4{WEP40-1 WEP104-5 TEIP-Z AEZ-4)

RTLE1954 [Driver]: =et group kew to hw: alg:4({WEF40-1 WEF104-5 TEIP-Z2 AER-4) kevid:Z

IF address : 192_168_1 _Z206Conmected to wifi
SaIl: RealEungFu

IP Addres=: 192_168.1.206

zignal strength (R331):-54 dBm

Starting conmection to server. ..
Received packet of size 1

From 212.39_.4 .16, port 81a
Contents:

Hello World

7] Autozcrall Noline ending ~ 9500 bamd

As to the UDP client, we use “sokit” program in the computer to connect to UDP server.

Choose client mode and fill in the IP of UDP server (which is the IP of Ameba) and port 2390, then click “UDP

Connect” .

After the connection is established, fill in “Hello World” in the Buf O field in sokit and click “Send” . Then you can

see the Ameba UDP server replies “acknowledged” .
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... sokit -- F1 for help

ol

Chent | Hoteped

Hetwork Setup

Server IP: | 192.1658.1 206 Port: | 2390

TCP Comnect | | UDF Channel

Buf 0:  Hello World|
Buf 1:
Buf 2

Buf 3

Output:  Reev 12, Send 11

Hend

r

Fend

Fend

Hend

[ Write Ing Clear

> 15:11:48 DAT =--- <11> Hello World
» 15:11:48 DAT ---» <12> acknowledged

15:11:36 M5G UDP channel to 192,168 1.206:2390 opened!

15:11:48 DAT ---» <12+ acknowled ged

Code Reference

Refer to the Arduino tutorial for detailed information about this example.

https://www.arduino.cc/en/Tutorial/ WiFiSendReceiveUDPString

First, use begin () to open an UDP port on Ameba.

https://www.arduino.cc/en/Reference/ WiFiUDPBegin

Use parsePacket () to wait for data from client.

https://www.arduino.cc/en/Reference/ WiFiUDPParsePacket

When a connection is established, use remoteIP () and remotePort () to get the IP and port of the client.

https://www.arduino.cc/en/Reference/ WiFiUDPRemotelP

1.1. Ameba RTL8722DM
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Then use read () to read the data sent by client.

https://www.arduino.cc/en/Reference/WiFiUDPRead

To send reply, use beginPacket (), write (), end ().
https://www.arduino.cc/en/Reference/ WiFiUDPBeginPacket
https://www.arduino.cc/en/Reference/ WiFiUDPWrite
https://www.arduino.cc/en/Reference/WiFiUDPEndPacket

Retrieve Universal Time (UTC) By Ameba

Preparation

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

In this example, we connect Ameba to WiFi. Then send NTP (Network Time Protocol, RFC 1305) request to NTP
server using UDP. After receiving the NTP request, the NTP server replies current UTC (Coordinated Universal Time)

packet. We will parse the UTC packet to show current UTC time in the serial monitor.

Open the example: “File” -> “Examples” -> “AmebaWiFi” -> “WiFiUdpNtpClient”
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86 WiFiUdpNtpClient | Arduine
File Edit Sketch Tools Help

New Ctrl+N

Open... Ctrl+O

Open Recent >

Sketchbook 2

Examples : Built-in Examples
Close Ctrl+W 01.Basics

Save Ctrl+5 02.Digital

Save As... Ctrl+Shift+5 03.Analog

04.Communication
Page Setup  Ctrl+5Shift+P

) 05.Control
Print Ctrl+P
06.5ensors
Preferences  Ctrl+Comma 07.Display
Quit Cirl+Q e
09.USB

10.5tarterkit_BasicKit
11.ArduinolSP

Examples for any board

Adafruit Circuit Playground

Bridge
Ethernet

Firmata
LiquidCrystal

ssid[]
pass[] = "myy
keyIndex = 0; D

Stepper

d

Temboo
RETIRED

9 IPAddress timeSery
<

Examples for RTLE722DM/RTL8722CSM
Amebahnalog
AmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDNS
ArmebaMQTTClient
AmebaSoftwareSerial
AmebaSP|

AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

BID (name)

ssword

¥ Index number (nesded only

fo listen for UDP packsts

>
toov NTP server

ConnectWithWiFi
Firebase
HTTP_IFTTT_Post
ScanMNetworks
SimpleServerWiFi
SimpleWebServerWiFi
UDP_Calculation
WiFiAPMode
WiFisSLClient
WiFiUdpNtpClient
WiFiUdpSendReceiveString
WiFiwWebClient
WiFiWebServer

Modify the highlighted code section (ssid, password, keyindex) to connect to your WiFi network.
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86 WiFiUdpNtpClient | Arduine
File Edit Sketch Tools Help

WiFiUdphtpClient

.h>
‘WiFiUdp.h>

status = WL_IDLE_STATUS:

ssid[] = "mynetwork"; twork SSID (name)

pass[] = "mypassword";

int keyIndex = O;

v Index number (needed only fo:

/ local port to listen for UDP packets

IPAddress timeServer (129, €, 15, 28): // time.nist.gov NIP server

st int NTP_PACKET SIZE = 48; // NIP time stamp 1s in the first 48 bytes of the

pyte packetBuffer[ NTP_PACKET SIZE]:; //buffer to hold incoming and outgoing pack:

// B UDP stance to let us send and rec
iUDP Udp:

e packets over UDP

d setup () {

Ooen_se

ications and wait for port to open:

Compile the code and upload it to Ameba. After pressing the Reset button, Ameba connects to WiFi and sends NTP

request packet to NTP server “129.6.15.28” .

We parse the replied packet and show UTC time in serial monitor:

28 COM6

| Send

Interface 0 IP address : 192.168.1.167Connected to wifi

IP Address: 192.168.1.167
signal strength (RSSI):-80 dBm

Starting connection to server...

1

packet received

Seconds since Jan 1 1900 = 3798154620
Unix time = 1589165820

The UTC time is 2:57:00

1

packet received

Seconds since Jan 1 1800 = 3798154631
Unix time = 1589165831

The UIC time is 2:57:11

1

Autoscroll [] Show timestamp Newline ~ | |115200baud | | Clear output
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Use MQTT To Upload And Listen To Data

Intro to MQTT

MQTT (Message Queuing Telemetry Transport) is a protocol proposed by IBM and Eurotech. The introduction in MQTT
Official Website: MQTT is a machine-to-machine (M2M)/” Internet of Things” connectivity protocol. It was designed
as an extremely lightweight publish/subscribe messaging transport. We can say MQTT is a protocol designed for IoT.
MQTT is based on TCP/IP and transmits/receives data via publish/subscribe. Please refer to the figure below:

Publish
PM 2.5=17 ug/m3 1. Subscribe topic
=PM2.5

2. Publish
PM 2.5 =17 ug/m3

Ameba with
PM2.5 sensor

1. Subscribe topic
= Temperature

MQTT-Broker

2. Publish
Temperature =25 C’

Publish
Temperature = 25 C’

Ameba with
Temperature sensor

In the operation of MQTT, there are several roles:

 Publisher: Usually publishers are the devices equipped with sensors (ex. Ameba). Publishers uploads the data of
the sensors to MQTT-Broker, which serves as a database with MQTT service.

* Subscriber: Subscribers are referred to the devices which receive and observe messages, such as a laptop or a

mobile phone.

» Topic: Topic is used to categorized the messages, for example the topic of a message can be “PM2.5” or

“Temperature” . Subscribers can choose messages of which topics they want to receive.

Preparation

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1
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Example

In this example, we connect Ameba to MQTT-Broker. Then send messages as publisher and receive messages from
MQTT-Broker as subscriber.

Open the MQTT example “File” -> “Examples” -> “AmebaMQTTClient” -> “MQTT_Basic”
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2@ MOTT_Basic | Arduino
File Edit Sketch Tools Help

MNew Ctrl+N

Open... Ctrl+0

Open Recent b
Sketchbook >
Examples :
Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+5Shift+5
Page Setup  Ctrl+5Shift+P
Print Ctrl+P
Preferences  Ctrl+Comma

Quit Ctrl+Q

1 <WiFi.h>
17 #include <PuobSubCli

19 f/ Update these widg

21 r ss5id[] = "vyouxn
22 |char pass[] = "secy
23 int status = WL_IL

- mottServer[]
- clientId[]
r publishTopic[]

- publishPayload

G ~har anhacriheTondo

Built-in Examples
01.Basics
02.Digital
03.Analog
04.Communication

05.Control

06.5ensors
07.Display

08,5trings

09.USE
10.5tarterkit_Basickit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

SD

Stepper

Temboo

RETIRED

Examples for RTL8T22DM/RTLET22C5M
Amebafnalog
AmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDNS
AmebaMOTTClient
AmebaSoftwareSerial
AmebasPl
AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

LS
rk.
D (name)
N Baword
B status
W
>

IBM_Watson_loT_Cuickstart
L&SS Basic

MOTT_Auth

MOTT_Basic
MOTT_Publish_In_Callback
MOTT_Reconnect_MNonblocking
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Please modify some WiFi-related parameters.

And some information related to MQTT:

28 MOTT_Basic | Arduino

File Edit Sketch Tools Help

OO HEH

MQTT_Basic

g )

& #include <WiFi.h>
T #include <PubSubClient.h>

- publishTopic|[]

Serial.print (topic);

4 Serial .nrint (™1 7Yy .

19 |f/ Update these with wvalues suitable for your network.

21 char ssid[] = "yourNetwork"™; your network S55ID (name)
22 |char pass[] = "secretPassword"; your network password

2 int status = WL_IDLE STATUS; the Wifi radio's status
25 char mgttServer|[] = "pest.mosguitto.org®:

26 |char clientId[] = "amekaClient™;

28 r publishPayload[] = "hello world™;
29 char subscribeTopic[] = "inTopic™:
31Ewvoid callback(char® topic, byvte* payload, unsigned int length) {

Serial .print ("Message arrived

"outToplic™;

(") ;

Wl on COME
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The “mgttServer” refers to the MQTT-Broker, we use the free MQTT sandbox “test.mosquitto.org” for testing.
¢ “clientld” is an identifier for MQTT-Broker to identify the connected device.

¢ “publishTopic” is the topic of the published message, we use “outTopic” in the example. The devices subscribe

to “outTopic” will receive the message.
¢ “publishPayload” is the content to be published.

e “subscribeTopic” is to tell MQTT-broker which topic we want to subscribe to.

Next, compile the code and upload it to Ameba. Press the reset button, then open the serial monitor

22 COME

| Send

RTLE721D[Driver] : auth success, start assoc ™

RTLE721D[Driver] : association success (res=4)

RTLETZ21D[Driver]: ClientSendEAPCL[1522]: no use cache pmksa

RTLET721D[Driver]: set pairwisc key to hw: alg:4(WEP40-1 WEPl(04-5 TEIP-2 RAES-4)

RTLE721D[Driver]: set group key to hw: alg:4(WEP40-1 WEP104-5 TEIP-2 AES5-4) keyid:2

Interface 0 IP address : 19%2.1€8.1.le7Attempting MOTT conmnection...

Connect to Server successfully!
connected

Autoscroll [_] Show timestamp Newline w | 115200 baud - Clear output

After Ameba is connected to MQTT server, it sends the message “hello world” to “outTopic” .
To see the message, we need another MQTT client.

Here we use a chrome plugin  “MQTTLens” to be the MQTT client. You can find it in google webstore.
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e | =B )

& MQTTLens - Chrome £+ X WY

o

L C f £ https://chrome.google.com/webstore/detail/mqttlens/hemojaaeigabkbcookmlgmdigohjobjm?hl=zh-TW

P| MQTTLens |+ pumms | <]

Fedededkde (19)
&% B HIE iErmEE G| 28
L ]
P MQTTlens A Google Chrome application, which
5 connects to a MQTT broker and is able
=i - to subscribe and publish to MQTT
o == topics.
oy .

0.0.5

4: 20153H29H
h BMIB

== : English

Install and open the MQTTLens, click “+” nextto “Connection” on the left, and fill in the required information
* Connection Name: Used to identify the connection, you can choose a name you like.
* Hostname: The MQTT-Broker server, here we use “iot.eclipse.org”

¢ Client ID: We use the default randomly generated ID.

Then click “CREATE CONNECTION” .
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Add a new Connection

Connection Details

Connection name Connection color scheme

| testmard I

Hostname

tepy// Y| testmosquitto.org

Client ID

lens_WTrmfoD39BaUle6n17eD8pknfla Generate a random ID

Session Automatic Connection Keep Alive

(¢ Clean Session ¢ Automatic Connection 120
Credentials
Username Password

Enter username

Last-Will

Since we have not registered the topic we want to listen to, we would not receive any messages now.
Fillin “outTopic” inthe “Topic” field and click “Subscribe”

Wait for Ameba to send next message (or you can press the reset button). Then you can see the “hello world” message

show up.
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O MQTTlens

— Connection: iot.eclipse.or
# [ ] P g

ioteclipse.org
Subscribe ~
Topic OoS
outTopic 0 - at most once v m
Publish ~
Topic 0OoS

0 - at most once AN Publish

Message

Subscriptions

Topicj ”Ou[Topic” Shawing the last 5 messages — 4

]
>

#Time Topic QoS o
0 10074 QT @

Message: ni

#Time Topic QoS o
1 10102 QDD @

MESSEQE: hello world

Use Amazon AWS loT Shadow Service

Preparation

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

Introduction
Amazon AWS IoT is a cloud IoT service platform:

Amazon AWS IoT is a platform that enables you to connect devices to AWS Services and other devices, secure data and
interactions, process and act upon device data, and enable applications to interact with devices even when they are

offline. (https://aws.amazon.com/iot/how-it-works/)

The service architecture of AWS IoT:
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Things Thing
Message Shadows Rules Amazon Kinesis
| Broker Engine
Thing SDK Thing AWS Lambda
Registry

A A A

Y ¥ ¥

| Security and Identity | Amazon SNS
IoT
Applications Amazon 505

AWS SDK

fir

(Picture from http://docs.aws.amazon.com/iot/latest/developerguide/aws-iot-how-it-works.html )

In the architecture, Ameba belongs to the upper-left “Things” block. A TLS secure channel will be established
between “Things” and the MQTT Message Broker. Afterwards, “Things” and ‘“Message Broker” communicate
using MQTT Protocol via this secure channel. Behind the “Message Broker” , the “Thing Shadows” keeps messages
temporarily when Ameba is offline, and sends the control message to Ameba next time it is connected. The “Rules

Engine” allows you to place restrictions to the behavior of Things or to connect Things to other services of Amazon.

AWS Management Console

First, create an account and sign up for AWS IoT service:https://aws.amazon.com/

Afterwards, log in to the Amazon Management Console and click “IoT Core” found under services -> Internet of

Things.

Then you will enter the home page of AWS IoT. To offer the best service quality, Amazon offers servers in different

regions for users to choose from.

Click the region dropdown menu at the upper-right:
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! 52 Ameba Arduinc: [RTLEIC. X Y G AWS LoT x

&« C | & Secure https://us-east-2.console.aws.amazon.com/iot/horm

aws Services v  Resource Groups v L} testteam ~  Ohio ~  Support ~

AWS loT

AWS loT is a managed cloud platform that lets connected devices - cars,
light bulbs, sensor grids, and more - easily and securely interact with
cloud applications and other devices.

= Voo - , WY
\n\t\-s' / ) J s
¢ ~
Yy ~
|\ ({12 ) ]
O : =
- =||o
) ST EESA =
Connect and manage your Process and act upon Read and set device state
devices device data at any time
Connect devices to the cloud using the Filter, transform, and act upon data from AWS loT stores the latest state of a device so
protocol that best fits your requirements - devices on the fly, based on business rules. that it can be read or set anytime, even when
HTTP, MQTT, or WebSocket. Devices can AWS loT can be easily integrated with AWS the device is offline.
communicate with each other even if they services like Amazon DynamoDB, Amazon
are using different protocols. Kinesis, Amazon Machine Learning, and AWS
Lambda.

@ Feedback Terms of Use

@ English (Us)

Privacy Policy

Choose a nearby region.
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! 52 Ameba Arduinc: [RTLEIC. X Y G AWS LoT x

&« C | & Secure | https://us-east-2.console.aws.amazon.com/iot/home?region=us-east-2#/home

aws

Services ~ Resource Groups ~

AWS loT

US East (N. Virginia)
US East (Ohio)

US West (Qregon)
Asia Pacific (Mumbai)

Asia Pacific (Seoul)

AWS loT is a managed cloud platform that lets connected devic
light bulbs, sensor grids, and more - easily and securely interg A2 Paciic (Sydney)

'@ F)
\. n‘\- &

N
4

Connect and manage your
devices

Connect devices to the cloud using the
protocol that best fits your requirements -
HTTP, MQTT, or WebSocket. Devices can
communicate with each other even if they
are using different protocols.

@ Feedback (@ English (US)

cloud applications and other devices.

i@y

Process and act upon
device data

Filter, transform, and act upon data from
devices on the fly, based on business rules.
AWS loT can be easily integrated with AWS
services like Amazon DynamoDB, Amazon

Kinesis, Amazon Machine Learning, and AWS
Lambda.

Then from Services, go to Onboard then Get Started.

Asia Pacific (Tokyo)

EU (Frankfurt)

EU (Ireland)
EU (London)
-
,
U
? -
'f -~ -
1
]
s =
R = |[°
=

Read and set device state
at any time

AWS loT stores the latest state of a device so
that it can be read or set anytime, even when
the device is offline.

Privacy Policy ~ Terms of Use
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@ AWSIoT L W

& C | & Secure | https;//ap-southeast-1.console. aws.amazon.com/

Resource Groups ~

& aws i1
Connect to AWS loT @
Manitar
I Onboard
Manage
Securs
Act
o
Test
Configuring a device AWS loT Button AWS loT Starter Kit
Connect a device or your computer to AWS The AWS loT Button is a single-purpase Browse AWS loT Starter Kits that were made
loT using the connection wizard for AWS loT device that sends 2 message to AWS loT with for connecting to AWS loT and getting
Device SDKs a press of a button. started with the service.
“ Srowsesareriis
Don't have a button? Buy one
Did you know you can use the AWS SDK to work with data coming from your devices? View the AWS SDKs
Software

Feedback (@ En

{us) Terms of Use

Enter the main page of AWS IoT. Under the Onboard a device, click Get started.

Services ¥ £ ohweiling v gapore v Support v

AWS loT X AWSIoT > Connect to AWS loT
Monitor Connect to AWS loT
Activity

v Onboard

Get started

Fleet provisioning templates
» Manage
» Fleet Hub

» Greengrass

» Secure . .
Onboard a device Onboard many devices
» Defend Connect a device or your computer to AWS Start by creating a template that defines
IoT using the connection wizard for AWS loT security policies and registry settings for your
> Act Device SDKs. devices.
Test
Software
Settings
Leam Did you know you can use the AWS SDK to work with data coming from your devices? View the AWS SDKs

Feedback  Engl
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Click Create single thing

Services ¥

apore v Support v

AWS loT Manage Things Create things

Create things e

Athing resource is a digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing
resource in the registry to use AWS [oT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

O Create single thing

Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

Create many things

Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to AWS loT.

Feedback  English (US) v

rits affiliates. All rights reserve Privacy Policy ~ Termsof Use  Cookie preference

Fillin “ameba” on the name field. Attributes represent the status of Ameba.

aWs  services v

£ ohweiling v  Singapore w  Support v

AWS 10T > Manage > Things > Createthings > Createsingle thing

o Specify thing properties

Specify thing properties P y g prop L
A thing resource is a digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing
resource in the registry to use AWS IoT features such as Device Shadows, events, jobs, and device management features.

Step 2 - optional

Thing properties info
Step 3 - optional

Thing name

[[amebd

Enter a unique name containing only: letters, numbers, hyphens, colons, o underscores. A thing name can't contain any spaces

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional

» Searchable thing attributes - optional

» Thing groups - optional

» Billing group - optional

edback

Termsof Use  Cookie preference:

Under the searchable thing attributes. The value of the attributes can be updated directly by Ameba or by the control
side and control side can request Ameba to set the attribute to desired value.

Here we add an attribute named “led” with value “0” and click “Next”
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aws

Services v japore w  Support v

resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.
Step 2 - optional

Thing properties info
Step 3 - optional

Thing name
ameba

Enter a unique name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces,

Additional configurations
You can use these configurations to add detail that can help you to organize, manage, and search your things.

» Thing type - optional
¥ Searchable thing attributes - optional
Add searchable attributes to allow your thing to be grouped and searched without using fleet indexing

Searchable attribute Value - optional

led 0

Add new attribute

You can add up to 2 more attributes

» Thing groups - optional

» Billing group - optional

Feedback  English (US) ¥ © 200 or its affiliates. All rights

PrivacyPolicy ~ Termsof Use  Cookie preference:

Click Skip creating a certificate at this time and then Create thing

Services ¥ s i 4 ohweilng v Singapore v  Support v

AWS loT Manage Things Create things Create single thing

Step 1 q . . pe .
Configure device certificate - optional v

A device requires a certificate to connect to AWS IoT. You can choose how you to register a certificate for your device now, or
you can create and register a certificate for your device later. Your device won't be able to connect to AWS IoT until it has an
active certificate with an appropriate policy.

Specify thing properties

Step 2 - optional
Configure device certificate

Device certificate

Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS IoT's certificate authority.

Use my certificate
Use a certificate signed by your own certificate authority

Upload CSR
Register your CA and use your own certificates on one or many devices.

o

Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.

Cancel

Feedback

Termsof Use  Cookie preference:

Next, click Policy, and create a policy. Policy is used to restrict the functions that a “thing” can do, it can limit the

MQTT actions or specific topic that can be performed. Learn more about policy:
http://docs.aws.amazon.com/iot/latest/developerguide/authorization.html

Here we do not place policy on Ameba. Fill in “amebaPolicy” in the Name field, “iot:” in Action field and ‘" in

resources field. Then “Allow” . Finally, click “Create” .
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Name -

amebaPolicy

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

effece

B2 Atow | | peny

Next, we have to setup the TLS certificate. You can choose to user-defined or generate a certificate by AWS IoT. In this

example we click Create Certificate to generate a TLS certificate.

aws
AWS loT

Monitor

Activity

Onboard

v

4

Manage
Overview
Things

Types

Thing groups
Billing groups
Jobs

Job templates

Tunnels

v

Fleet Hub

v

Greengrass

4

Secure
Certificates
Policies

CAs

3 Services ¥

Q L&

AWS loT Certificates Create a certificate

Create a certificate

A certificate is used to authenticate your device's connection to AWS laT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS IoT's certificate Create certificate
authority.

Create with CSR
& Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate

Register your CA certificate and use your own certificates for one or many devices.

You can see 4 Links. Please download each of the link, “public key” , “private key” , “Certificate” and “rootCA”

. After downloading the 4 files, click Done and go back to the certificate main page.
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source Groups ~

Certificate created!

Successfully generated certificate. Please download certificate %

files.

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In arder to connect a device, you need to download the following:

A certificate for this thing  €7472c746d cert. pem Download
A public key e7472c746d publickey Download
A private key e7472c746d private key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel

Click Attach a policy in the Actions dropdown menu.

aws

Thing groups

Billing groups
Jobs

Job templates

Tunnels

v

Fleet Hub

v

Greengrass

v Secure
Certificates
Policies
CAs
Role Aliases

Authorizers

Defend

v

» Act

Test

Software

Settings

Feedback

Services ¥

AWS loT Certificates

Certificates

Search certificates

Name

abec165df7dd106087423d5a965e14ac085129445573ebad0271b42f05cdd 1c

Choose amebaPolicy and click attach.

Status

Inactive

gapore v Support ¥

Activate
Deactivate
Revoke

Accept transfer
Reject transfer
Revoke transfer
Start transfer
Attach policy
Attach thing
Download

Delete
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Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

abec1f65df7dd106087423d5a965e 14ac085129445573ebad0271b42f05cdd 1c

Choose one or more policies
Search policies

B amebaPolicy

Tpolieysetected m

Then go back to the “Actions” drop-down menu at the top right of the certificates homepage, click on “Attach thing”

, select the thing “ameba” you just created when the window below appears, then click on “Attach”

Attach things to certificate(s)

Things will be attached to the following certificate(s):

abec1f65df7dd106087423d5a965e14ac085129445573ebad0271b42f05cdd 1c
Choose one or more things
Search things

2 ameba

1 thing setecied m

Go back to certificate main page and click Certificate and click Activate in the Actions drop down menu.
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Services ~ Resource Groups ~ * N testteam v  Singapore v  Support ¥

& aws 1T Certificates G Search certificates n @

e7472c746db1dd56a...
NACTIVE

Secure
Certificates

Palicies

Next, click Manage, and click Things, then click “ameba” the thing we created just now.

Click on Interact and View settings.

AWS loT X AWS 10T > Manage Things ameba
ameba e
Activity
» Onboard Thing details
v Manage
Name Type
Overview
ameba -
Things
ARN Billing group
Types heast-1:502935204009:th b -
Thing groups
Billing groups
dobs Attributes Certificates Thing groups Device Shadows Interact Activity Jobs Alarms Defender metrics

Job templates

MQTT topic prefixes and HTTP URLS are created for each Device Shadow and you can find them in the Device Shadows tab.

Tunnels
@ The device data endpoint has moved to Settings.
» Fleet Hub Your device data endpoint can be found under Settings. HTTP prefixes for Device Shadow interactions that use this endpoint can be found on the Device Shadows tab.
» Greengrass
‘ MQTT and HTTP prefixes have moved to Device Shadows. View Device Shadows tab ‘
v Secure

Certificates

Policies

cAs

Find out the information of Rest API Endpoint to set Amazon Alexa:

¢ REST API endpoint: In the value “https://ala7oo4baosgyy.iot.us-east- 1.amazonaws.com/things/ameba/shadow”

, the part “ala7o04baosgyy.iot.us-east-1.amazonaws.com” is the MQTT Broker server address.

e MQTT topic: The value “$aws/things/ameba/shadow/update” represents the MQTT topic we will use in the AWS
IoT Shadow service (if we use MQTT only, without AWS IoT Shadow service, then we can specify other topic

name). It is recommended to use “$aws/things/ameba/shadow/update” here.

Ameba setting

Open “File” -> “Examples” -> “AmebaMQTTClient” -> “Amazon_AWS_IoT_Basic”

In the sample code, modify the highlighted snippet to reflect your WiFi network settings.
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- A rraE oo ic

| Arduino

File Ed Sketch Toocls Help

Amazon_AWS_loT_Basic &

#includs <WiFi.h>
#Finclude <PubSubl

-

mgttServer[]

T"Faws/Sthingss™
TFaws/Sthingss™
Traws/sthingss ™
TFaws/schingss ™
=2 THFaws,/things/s ™

Then fill in the “thing” name “ameba” .

lient.h>

A4 Update these with wvalues suitable for your network.
char ssid[] = "yourNetwork™:
pass[] = "yvourPassword™:s S wour network password {(use for WPRA, or ase @
11 imt status = WL_IDLE STATUS? LS the Wifi radio'™s status

WiFiSSLOlient wifiClientr
PubSulClient client{wifiClient) s

THING MNAME "amsla™

= TadadrtgyExovdIZ—ats.iot.ap—scutheast—1.amazonaws.com™ 7

clientIdl[] = TamebaClient™;:

puklishTopicl|[] = "Faws,/things,"™ THING MNMME " /shadow,uapdate™;
publishPayload [MOTT MARY PRCKET SIZE]:

*subscrilbeTopic[S5] = {

THING_MNAME
THING MNAME
THING IMNMAME
THING MNAME
THING MLAME

A wour network SSID [(nams)

" fshadows update faccepted™,
™S shadow/ apdate//rejected™,
=S shadow/ update,/delta™,

™S shadow/get/accepoed™,

" Sshadow/ gec/ rejected™

COMS

1.1. Ameba RTL8722DM
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o Amazon_AWS loT_Basic | Arduino

File Edit Sketch Tools Help

Amazon_AWS_loT_Basic §

5 #include <WiFi.h>
¢ #include <PubSubClient.h>

5 /S Update these with values suitable for your network.

49 char s3id[] = "vourNetwork™; S S your network S55ID (name)
10 char pasa[] = "vyourPasaword™; S/ your network password {use for WPA, or use :
11 int status = WL_IDLE STATUS; ff the Wifi radio's status

13 WiFiS5LClient wifiClient;
14 PubSubClient client{wifiClient):;

lg #defins THING NAME "ameha™

12 char mgttServer[] "adadrtgyzxovil-ats.iot.ap-southeast-l.amazonaws.com";
19 char clientId[] "amebalClient™;

20 char publishTopic[] = "Faw3/things,/" THING NAME "/shadow/update”;

21 char publishPayload [MOTT MARX PACEET SIZE];

22 char *subscribkeTopic[5] = {

"saws/things/" THING NAME "/shadow/update/accepted”,

"saws/things/" THING NAME "/shadow/update/rejected”,

"saws/things/" THING NAME "/shadow/update/delta”™,

"Faws/things/" THING NAME "/shadow/get/accepted”,

"Faws/things,/" THING NAME "/shadow/get/rejected”

[ SR 3 B M Y

[ai}
o
s

[ T T N % N S N % I i |

5]

(1]

SM on COMS
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And the MQTT Broker server address we found earlier in AWS IoT.

o Amazon_AWS_|loT_Basic | Arduing

File Edit Sketch Tools Help

Amazon_AWS_loT_Basic §

5 #include <WiFi.h>
¢ #include <PubSubClient.h>

3 f/ Update these with values suitable for your network.

4 char s=sid[] = "yourlNetwork™: S/ your network S55ID (name)
10 char passa[] = "yourPasaword™; S/ wour network password {(use for WPA, or use i
11 int status = WL_IDLE STATUS; ff the Wifi radio's status

13 WiFiS5LClient wifiClient;
14 PubSubClient client{wifiClient):;

1o #define THING HAME "amelka"™

12 char mgttServer([] "adadrtgyzxovdid-ats.iot.ap-southeast-1l.amazonaws.com”;
4 char clientId[] = "amekbaClient™;

J char publishTopicl] = "Faws/things/" THING NRME "/shadow/update”;

1 char publishPayload[MQTT MR¥ PACEET SIZE]:

2 char *subscribeTopic[3] = |

3 "saws/things/" THING NAME "/shadow/update/accepted”,

4 "Faws/things/" THING NAME "/shadow/update/rejected”,

5 "Faws/things,/" THING NAME "/shadow/update/delta”,

i "Fawa/things,/" THING NAME "/shadow/get/accepted”,

"Fawa/things,/" THING NAME "/shadow/get/rejected”

| T Y % T N N o N R o T o8 R % L

(1]

SM on COMS
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Next, fill in the root CA used in TLS. Download and make sure the downloaded root CA contents conforms to the root
CA used in the sketch.

82 Chapter 1. Arduino SDK



AmebaDocs, 475 0.0.1

o Amazon_AWS loT_Basic | Arduino

File Edit Sketch Tocls Help

Amazon_AWS_loT_Basic §

26 "saws/things/" THING NAME ™/shadow/get/accepted”™, 2

2 "saws/things/" THING NAME "/shadow/get/rejected”

28 1;

33 char* rootCABuff = %
34 |f/ Bmazon Boot CR 1 RSL 2048
35 |"———— BEGIN CERTIFICATE-———- L% Y
3 | "MITDOTCCRAIimgAWwIBRAgITEBmyf=5m/ jAoS54vB4ikPml jZbyjANBgkghki GOwlBROsF ™
37 | "ADASMOswCOYDVOOGEWwIVIzEPMAOGR 1 UEChMGOW L hem9uMR kwFwYDWVOQDEXxBREWF &\ ™
38 | "b24gUmSwvdCBDOSAxMBAXDTE IMDUYN ) AwMDAWMF o X DTMAMDE x Nz AwMDAWMF 0wl TEL\ ™
39 | "MRRGRIUEBhMCVVMxDz ANBgHVBRACTEKFtYXpvhjEZMBoGRAIUEARMOOW  hemSu I FJvhn™
40 | "b30gQ0EgMTCCASIWDOY JEo Z ThweNAOEBROADggE PADCC A CggEBAL J4gHHENE ™
41 "cafHgFBOfWTY14h29J1091ghYP10hAEvrATthtOgQ3p0agqT Ol roBvo3bSMgHF=zZM\n"
42 "906II8c+ezf1tRndSWiwiteddjgdY¥icek/ ol 2peVEVURF4 fnStBhedNgecmzUSL/ qwhan™
43 | " IFAGEHrOgLEm+a/ sExmPUDgHIEEHIV] dutWp+ThnMIbul HhebdmjUcAwhmahBWagn™
44 |"VOujwSHS5Nz /0egwlE0tdHR11 4gkS5TEWNWETc4cX8j IGKLh D+ redgsg08pskDilLin™
S "S3FcEmn/ epUlyziKrl1Rdbav T L IbxcceVOF34GEIDSvHISY /QCB/ I IDEGEW+Ov0m\n™
48 "jgSubJrIiqgiCAwERARaNCMEAWDWYDVEOTAOH,/ BAUWAWER /zA0BgNVHOEBAT SEBAMC ™
47 "AYYWwHOYDVROCBBYEFIOY=IU0 7 LwM1 JOuCFmex 7 IQTgo IMAOGCSqESTh 3DOERCWIA D™
3 "RATBROCYSjdaliChEsVaUsSggNiMOruYouerd IKSIpDR/ G/ wkjTulvEGESrbxenDI\n™
4 "USPMCC) jmCXPI6TS3iHTEIUIr U6 adTrCC2qleHZERXh1 BT 1Bj jt/mav0tad0lwls\n™
"N+gDSe3pYahChvEyiMWy V33 PqUEHesE6V/ Ug2VEwviTOSE LEFvEW LILYREUS 0w n™
1 "o /ufQIVEMVT 80t PHEhE jrdkPSHCa 2XV4 cdFy0zR1b1dZwgJednip=yMZFo 6 IQEET\ D™
2 "SMsI+yMRO+hDEXJicaldEgjUkEe4 2M4TwtBVEckb2xdNDd 2 ZhwlnoldeXeGADBkpy ™
3 "rgiRfhoQnoZsGAgSHTP46850wvE5\n" N
4 M END CERTIFICATE-————- \n";

P

T T T T T T
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Next, fill in the certificate we created in the AWS IoT Console (i.e., client certificate), usually its file name ends with

“-certificate.pem.crt” (e.g., “efae24a533-certificate.pem.crt” ). Open the certificate with a text editor, and adjust its

format as follows to use in the sketch:

—Add the new line character “n” at the end of each line.

—Add double-quote at the beginning and the end of each line.

—To concatenate each line as a string, add “” at the end of each line.

—The last line ends with semicolon.

Adjust the format of the private key in the same way and add it to privateKeyBuff.

84
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o Amazon_AWS loT_Basic | Arduino

File Edit Sketch Tools Help

Amazon_AWS_loT_Basic §

C& A

57 |char¥ certificateBuff = \

58 | "———- BEGIN CERTIFICATE-———-— Wt

59 "MIIDWJCCAKEgAWIBRAgIVAPsRFvhrpgoxvEwyMECzZL/eeehbcMAOGCSgESILID0ERB\R"™ A\

g0 | "CWURMEOxS=RJBgNVEASMOkFtYXpwhi BEZWIgU2Vydml § Z¥Mg Tz 1BbHF6b24uY259t\n™ \

61 | "IEluYy4gTDlTZWFOdGx1 IFNUPVdhe2hpbmd0b24g0z 1V zAe FwlvMDASMDYWN JUvhn™ A\

§2 "MzZaFwl00TEyMzEyM=zUSNT 1aMB4xHDRaBgNVBAMME O FEUvBJL10gR2VydGlmaWih\n™

63 | "dEUwggEiMAOGCSgESIL3DOERAQUAL L TBDwAWggEERc IBAODEcYAHMF ZwzGadgT 1 EAn™ A\

£4 "™4LE4uCs9vx9iHisn¥18pClDeBExKt00B2 InvTtEGahjmUSLgnOBthabAxNTu+mo3\n™ A\

65 "H9eEpQlmEdBldkFfJtMG+2b0aFzj0Eqe0k3gFNgldaMa J0kg+dv2Vkh FoXVernwH \n"™ \

g6  "WEcWWCgWjexmbShVEYEmEAl aNdvh+yHsvoJO0xgokPR 2ThWgVEE Sk / ssei+kwhDywn™ \

g7 | "9pKTghGpldszMikwS1wdTHoQJ] 1b3UC+22 300 LCICEqmOxMVERQT ST SENEF 1+T0END™ N\

62 | "yneF3olYgwnDOtESkxHg3CwlcUteag¥meYKITIUYBxEgSB2CRZJ3rNG46FE4 SZNWV 0" A\

69 |"3TR/AgMBRAG)YDBeMBEGRAIUTdTwOYMBaAFFIEAI St+0JLn05x8h TkEmC SWaOpMBOG\ D™ A\

70 "R1U4ADgOWBETQuDCO6walAD3éMEMOCz 9T tECP1 =AMBEgNVHEMBATSELJARMRB AGRI A \n™

71 "IWEBR/wlERWwIHgDANBgkghkiGoOwiBROsFAROCRQFATTzoSiviZyzayeltWlcMkgs4in™ A\

72 "EXg3eXIHohXfkkxgEINN4nUrpThMYF1I/HPE/ 6+JLS/ 1 tvEthe)vWaxEEFprivdhn™ \

73 "EvgIMy]gzILVpiShUxMSewdQJFEOb+w 1/ VEXEHvgEYAHTceDOVC38b 12/ WTmJ EW\n™ A\

74 "wWDEBE&9ESHhp4 /8YPOBs+E0vAMApnxJrVoNnCHpjerDFDSjmiog33iaNtPws S FChain™ N\

75 "Dd65aHrDlcyRSYp+1C20vwgiwaveECWWLUZDZ0PPuyRcdcRAR LI AJY LakjESG/nBwi\n™ \

76 "NbOjhga3h0r43SWbU0zunJbJfpbWEEBMDEB2gke 2adCy D+ 1 FauwT yODb+n¥XrSHA=="n"

77 | END CERTIFICATE———— W'

50 char* privateKeyBuff = %

21 |™———— BEGIN RSA PRIVATE EEY-———— Wt oh

22 "MIIEowIBRRKCAROERynGAFphWeMxmrmYEST+oyulgrPhefYh4 rJ1SEROC03gVESEdE\R™ \

33 | "RAiJT0TVEMCYS1EL 6pzghTHIWMI U Tvpglz feiqUNZRAQZXZBXybTBvtmOGhed zhEN D™ A

24 "ntINehTakHWjPCUJIPnk91ZIRaFlcaS8BlinMFnKlo3sZn/ YWVEHCpvAIWIR3ofsh\n™ \

35 "TL+5dMYPS5]/ 9k4VglBvEIMETLHovpMDYQ/ aSud IRqdELMzJLOtcHURIECY 9WS 1AW\ n™ A\ b
< >
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Compile and run

Upload the code and press the reset button on Ameba once the upload is finished.

Open the serial monitor in the Arduino IDE and observe as Ameba connects to the AWS IoT server and sends updates
on the LED state variable.

& COMI

| Send
A

RIL3721D([Driver]: rtw_set wpa_ie[l113€]: AuthKeyMgmt = 0x2

RIL3721D([Driver]: rtw_restruct_sec_ie[3763]: no pmksa cached

RIL8721D[Driver]: start auth to bl:ée:bf:3c:lf:04

RIL§721D[Driver]: auth alg = 2

RTL8721D[Driver]:

OnAuthClient:algthm = 0, seq = 2, status = 0, sae_msg_len = 11

RILZ721D([Driver]: auth success, STart assoc

RIL8721D[Driwver]: association success(res=9)

RTL$721D[Driver]: ClientSendEAPOL[1527]: no use cache pmksa

RTL8721D[Driver]: set pairwise key to hw: alg:4 (WEP40-1 WEP104-5 TKIP-2 RAES-4)

RTL8721D[Driver]: set group key to hw: alg:4(WEP40-1 WEP104-5 TKIP-2 RES-4) keyid:l

Interface 0 IP address : 192.168.1.134

Attempting MQTT connection...connected

Publish [$aws/things/amebaDevBoard/shadow/update] {"state™:{"reported”:["led":1l}},"clientToken":"amebaClient"}
v

[] Autoscroll [[] Show timestamp Newline ~ | |115200baud Clear output

Alternatives

Ameba can also retrieve the current LED status variable from the AWS shadow. This is done by sending a message to

the ‘“shadow/get” topic. Refer to the Amazon_AWS_IoT_with_ ACK example code for more information.

Code Reference

Change led state:

In this example, we use GPIO interface to control the led. We set led_pin to 10 and led_state to 1 by default in the

sample code.

pinMode (led_pin, OUTPUT);
digitalWrite (led_pin, led_state);

Set up certificate:

Note that we use the WiFiSSLClient type of wifiClient.
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WiFiSSLClient wifiClient;

WiFiSSLClient inherits Client, so it can be passed as the parameter of PubSubClient constructor.

Next, set up TLS certificate required in connection.

wifiClient.setRootCA ( (unsigned char*)rootCABuff);

wifiClient.setClientCertificate ((unsigned char*)certificateBuff, (unsigned.

—char*)privateKeyBuff);

Configure MQTT Broker server

Then MQTT PubClient set MQTT Broker server to connect

client.setServer (mgttServer, 8883);

client.setCallback (callback);

Connect to MQTT Broker server:

In loop (), call reconnect () function and try to connect to MQTT Broker server and do the certificate verification.

while (!client.connected()) {

Subscribe & Publish

Next, subscribe to topics.

for (int i=0; 1i<5; i++) {

client.subscribe (subscribeTopic([i]);

There are some common topics:
“$aws/things/ameba/shadow/update/accepted” ,

“$aws/things/ameba/shadow/update/rejected” ,

1.1. Ameba RTL8722DM
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“$aws/things/ameba/shadow/update/delta” ,
“$aws/things/ameba/shadow/get/accepted” ,
“$aws/things/ameba/shadow/get/rejected”
Related documentation:

http://docs.aws.amazon.com/iot/latest/developerguide/thing-shadow-data-flow.html

Then publish current status::

sprintf (publishPayload,
"{\"state\":{\"reported\":{\"1led\":%d}}, \"clientToken\":\"%s\"}",
led_state, clientId);

client.publish (publishTopic, publishPayload);

Listen to topic and make response:

In the callback function, we listen to the 5 subscribed topics and check if there are messages of “/shadow/get/accepted”

if (strstr(topic, "/shadow/get/accepted") != NULL) {

If there is, the message is from the control side. If the attribute state in the message is different from current state, publish

the new state.

updatelLedState (desired_led_state);

Use MQTT over TLS

Preparation

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

In this example, we connect Ameba to a MQTT broker using TLS authentication. Then send messages as a publisher

88 Chapter 1. Arduino SDK



http://docs.aws.amazon.com/iot/latest/developerguide/thing-shadow-data-flow.html

AmebaDocs, 475 0.0.1

and receive messages from as a subscriber. Open the MQTT example “File” ->
“AmebaMQTTClient” -> “MQTT_TLS”

“Examples” ->

1.1. Ameba RTL8722DM
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e MOTT_TLS | Arduino
File Edit Sketch Tools Help

Mew Ctrl+MN
Open... Ctrl+ O
Open Recent >
Sketchbook >
Examples : Built-in Examples
Close Ctrl+W 01.Basics »
Save Ctrl+S 02.Digital > pme )
SaveAs..  Ctrl+Shift+S 03.Analog yP fuse for WPR, or use a
5]
. 4. Communication ¥
Page Setup  Ctrl+Shift+P
. 05.Control >
Print Ctrl+P
06.5ensors »
Preferences  Ctrl+ Comma 07.Display b
i ¥
Quit Cirl+Q 08 Strings
T 09.UsSB ’
15 WiFi55LClient wifiClie 10.StarterKit_BasicKit 5
1é PubSubClient client (wi
11.ArduinclSP »

Examples for any board

53 o - Adafruit Circuit Playground ¥

21 char* rootCABuff = Bridge ¥

22 |7 BEGIN CERTIFICAT Ethernct 5

23 "MIIEZ=CCRAuugiwIBAgIUR ] cHAQEL\n™ \

24 "BORwgZRxCzAJBgNVEAYTH Firmata ? EOMEwWE D™ \

25 "A1UEBWWFRGVyYnkxEjAQR LiquidCrystal > ExFJATAD" A

26 "BgNVBAMMDW1lvc3FlaXROk 5D s FOYZ2hvhn™ N\

27 "bySvemcwHhcHM]AwNjASH , CGRIUENR™ N\

25 "BhMCROIxFzAVBgNVBAGMD Stepper TieTES\n" \

2% "MBAGRIUECgWIIWSzcEvpd Temboo *BzcEVpAD™ A\

30 "dHRvLmSvZzEfMBOGCSgGS RETIRED s TWDQYI\n™ \

31 "EoZIhvcHRQEBBOADggEPH izamPgin™ \

32 "UimDe4TL3zJdNeYGYn4CE Examples for RTL8722DM/RTLET22CSM BTULFWAR™ A\

33 "Te3xda/Im3JFfaHjkWwT] AmebaAnalog >‘flquA'\n \

34 "s06pkEFiMw+gDELo/sxFE UBTzPH\R™ \ b

< AmebaBLE » »
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
ArmebaMDNS
AmebaMOTTClient Amazon_AWS loT Basic
AmebaSoftwareSerial IBM_Watson_loT_Quickstart
Ameba5PI LASS Basic
AmebaSys MOTT_Auth
AmebaWiFi MOTT_Basic
AmebaWire MOTT_Publish_In_Callback
INCOMPATIBLE MOTT_Reconnect_Monblocking
MOTT_TLS
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Please modify the WiFi-related parameters to connect to your WiFi network.

Modify the MQTT parameters to fit your application:

o MOTT_TLS | Arduing

File Edit Sketch Tools Help

MQTT_TLS
1l #include <WiFi.h> S

2 #include <PubSubllient.h>

S/ Update these with walues suitable for your network.
char s3id[] = "vyourNetwork™: // your network 55ID (name)

LA B =

=11

char paas[] = "yourPasaword™: S/ vyour network password {use for WPA, or use a
WL_IDLE STATUS; /f the Wifi radio's status

=1

int status

[T

char mgttServer|[] = "test.mosquitto.org”;
10 char clientId[] = "amebaClient™;

11 char publishTopic[]
char publishPayload[]
13 char subscribeTopic[]

"outTopic™;
"hello world™;
"inTopic™:

%]

LA B =

WiFiS55LClient wifiClient;
PubSubflient client({wifiClient);

= I
. -

[T v

————— wo" N
"MITER=zCCAuugAwIBRgIUBY 1h1CGwd  4NhBXEZ fauLUZNI LiwwDOY JEoZ ThveNA0EL\n™
"BOAwgZAxCzAJBgNVBAY TAKdCHRowEFOYDVOROIDASVEm] 0ZW0g52 1uZ 2Rvh TECMAWE\ 0™
"Rl UEBwwFRGVyYnkxEjAQBgNVBACMIT 1 ve3F1 aXRObzEIMA KGR UECwWCQOEXF AT 0™
"BgiVEAMMDW1ve3FlaXR0bySvemcxHzhdBgkghki GOwOBCOEWEHIVZ 2VyDGFOY 2hvn™
"Ly SvemewHh oM Bwl j ASMTEwWN jMSWh Mz AWl ASMTEWN jMSWj CEKDELMAKGRIUE\ ™
"BhMCROIxFzAVBgNVBAGMD1Vua¥R1 ZCBLaWSnZ GO tMO4AwDAYDVOOHDAVEZE JieTES\n™
"MBAGRIUECgWwJTWSzcEVpdHRvMOswC QY DVROLDAJDOTENMBOGA] UEAWWNLW 92XV n ™
1 "dHBvLmSyZzEfMBOGCSgES IR DOEJARY QeminZEJAYER jaG9vimdyZ eCCAS IWDOY 0"
31 "EoZIhvcNAQEBBOADGGEPADCCAO0CggEBAMEOHEMT 2 fTOWKELT 3THHe+0bdizamPgin™
32 "UZImDE4ATE3zJdNeYGYndCEXbyPEfy3tlcES2boWedzrH85dFf9uc320GJASBTULFW "
33 "Tel3xda/Lm3JFfalHjkWwTjBwcaulZjpGINHapHRl1piCZaqulthOgxWe5gDgY1GzER\n"
34 "a0epkEFiMw+gDiLo/ sxFEBEev01 FekMeCymj LCENWwEIJygyhFmPRwic,/ PDMruBT=FH\R"
£ >

I I VR VI
[EE

5]

™

]

)

=

]

™ 0

m

[

]

L]

=

]

=

H

=

LA I =

o

| I ST S T U T % N |
-1

[N =]

L

P
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The “mgqttServer” refers to the MQTT-Broker, we use the free MQTT sandbox “test.mosquitto.org” for testing.
“clientld” is an identifier for MQTT-Broker to identify the connected device.

“publishTopic” is the topic of the published message, we use “outTopic” in the example. The devices subscribe to

“outTopic” will receive the message.
“publishPayload” is the content to be published.

“subscribeTopic” is to tell MQTT-broker which topic we want to subscribe to.

Next, compile the code and upload it to Ameba. Press the reset button, then open the serial monitor

e COMI

Send

RIL3721D[Driwver]: rtw_reatruct sec ie[3763]: no pmksa cached L
BETLE721D[Driwver]: start auth to bkO:ge:bf:3c:lf:04
RTL2721D[Driwver]: auth alg = 2

RTLET721D[Driver]:
OnfuthClient:algthm = 0, seq = 2, status = 0, sas_msg len = 11

RTLE721D[Driwver]: auth success, start asaoc

RTLET21D[Driwver]: association success (res=3)

RILE7210[Driwver]: ClientSendEAPOL[1527]: no use cache pmksa

RTLET7210[Driwver]: set palrwise key to hw: alg:4 (WEF40-1 WEF104-5 TEIP-2 RES-4)
RTL2721D[Driwver]: set group key to hw: alg:4 (WEP40-1 WEP1l04-5 TEIP-2 RES-4) keyid:1

Interface 0 IP address : 19%2.1c8.1.134Attempting MOTT connection...
connected

Autoscroll [ ] Show timestamp Mewline ~ | [115200 baud - Clear output

After Ameba is connected to MQTT server, it sends the message “hello world” to “outTopic” . To see the message,
use another MQTT client. Refer to the MQTT_Basic example guide on how to setup a PC-based MQTT client.

If you wish to use TLS client authentication in addition to server authentication, you will need to generate an OpenSSL
private key and obtain a signed certificate from the server. For testing purposes, signed certificates can be obtained from

test.mosquitto.org by following the guide at https://test.mosquitto.org/ssl/.
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Replace the character strings “certificateBuft” and “privateKeyBuff” with your signed certificate and OpenSSL
private key, ensuring that they are formatted the same way as the shown in the example code. Also uncomment the

highlighted code to enable client authentication, and to change the MQTT port number.
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e MOTT_TLS | Arduing

File Edit Sketch Tools Help

MOTT_TLS

15 | M————- END CERTIFICATE--——- W' S

47 |char* certificateBuff = %

15 | "———— BEGIN CERTIFICATE-———- W os

449 "MIID]JTCCANWgRAWIBAQIBADANEBgkghkiG9wIBAQsFADCEEKDELMAKGRIUEBRMCEOIX\R"

50 "FzAVBgNVBAgGMDIVuaXR1ZCBLaWSnZGotMO4wDAYDVOOHDAVEZX JieTESMBAGRITE\R" &

51 "CogwlIW9zcEVpdHRvMOswCOYDVOQLDAJDOTENMBOGA] UEAWWNLW Sz cEVpdHRVIMASy i n™

52 "ZzEfMBOGCSgGSILIDOEJARY QomanZEJAYER ] aGovimSyE zAe FwlyMDASMT cxMDMON ™

53 "MjBaFwiyMDEWMTIUxMDMOMiRaMGexCzRJBgNVBAY TRINHMRTWERYDVOOTIDAI TaWsnhn™

54 "YEBwvcmUxE]jAQBgNVBACMCOVNpbmdhoGoyZ TEQMRAGRITECgWHINVhEHR1 a=EMMACG ™ A\

55 "RIUECWwDUOQzMRAWDgYDVOODDAdhdX JpY 2FsMITBT jANBgkghkiGOw0BAOEFRAOC\ ™

56 "RQSAMIIBCgECRAOERAmMoglckTTyHADW/ 94 3tEGLvwY/ re6DCZkos0RCYEZRMSJE4M\n" &

57 "BHcCU/ rhwmiBEP+1uYZfHrdsi jalMuSUGT0i Y1 t+5qzY LvwgLi 8+h3LIGiGrgghatn™ A\

58 "97iyWNulWiWEMgBxiEVAI 7/ +u3k/1Ztk=9UBNT+/v4jGLT3aW4 IRQSgOwE S 3ow+0hn™ A

55 "QU2PY58gqM1CRTxackX0iLlnBkxs0Tg+akLtDl1xEnHjESNCnOPjzzcdpg7eMjGyzg5hn™ A\

60 "edr0/pXo9yFiD+wIGysadnhTBgLexTaxTmiDipgdT / Bk TwIHQyELossadYLEgqUeMI\n™

51 "BwIl3wmgBymHAeFkihMBf4kD1gkWLYZu=ziBWSwWIDAQABoxowSDAJBgNVHEMEL JAR\ D™

o2 "MAsSGRIUADWQEAWIF4DANBgkghki GowiBAQsFAROCAQEASqd/ fR1pulgeh M) =BNOAD™ A

53 "BADV/giX/UkWhlue 6 HbWhFDTuuSNesms T SbR7 IbnPlumd t £ 8nYdrW/ ersTTFYKEw\n™ A\

gd |"TrVex1ATpjXhuzlbwYeRSgloG+3c)ivFmMr2tlaVHMpEz fTHEREWDvhalonBPOnEeShn™

65 "EE0]/10xEMdsvECES0pRgl fDAd41 99MEet1 TJigqaZ 60VAGR I/ galLlulMNHPuss68Xhn™ \

o6 "ODZRBGWIOlkQUxUkrma¥Ymth3R443ulYfs4ff9u71TgT SwtnwlFtacHhVAMF+hOpHhn™

&7 |"luJgKtHI fOx0MyalY1laONZavT IWgtxnBmEdRvegnaWNf koegqr98hgGi JE2VIRIRE\D™ A\

65 "oQ==\n" \

659 | M————— END CERTIFICATE———- wn";

71 char* privateBeyBuff = %

72 |"——— BEGIN RSA PRIVATE EEY-———- Wt

73 "MIIEpAIBARKCRAOERAMoglckTTyHADW, 94 3tEGLvwY/re6DCZkos0RCYEZRjMSJE4AM\n" &

74 "BHcCU/rhwmBEP+1uYZfHrdsi jalMuSUET0i9Y1t+5gzY LvwgLi 8+h3LIGiGwgghain™ A\ W
£ >

M on COMS
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® MQTT_TLS | Arduine

File Edit Sketch Tools Help

MGTT_TLS §

id setup() {
Serial.begin(115200) r

tatus != WL_CONNECTED) {

int ("\r\n Attempting to connect to SSID: ");

d);

A2 network. Change this line if using open or WEP network:
status = WiF gin(ssid, pass);
s == WL_CONNECTED) break:
// retry after 1 second
delay(1000);

14z| }
wifiClient.setRootCA{ (unsigned char*)rootCABuff);

wifiClient.setClientCertificate ((unsigned char*)certificateBuff, (unsigned char*)privateKeyBuff):
client.s=tServer (mgttServer, 88584);

client.setCallback (callback);

// Rllow the hardware to sort itself ocut
delay(1500)z
¥

id loop()

if (!client.co

Upload PM2.5 Data to LASS System

Intro to LASS

The LASS stands for “Location Aware Sensor System” . It is an open project and was started only for the interest of

public welfare. Find detailed introduction here.

Practically, LASS is based on MQTT protocol to collect all kinds of uploaded data, and for those who need these data

can subscribe top as well.

Find more LASS information at their official hackpad.

Preparation
e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

¢ PlanTower PMS3003 or PMS5003 x1

1.1. Ameba RTL8722DM
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Example
In this example, we use applications mentioned at our website, including:

e MQTT: a MQTT-Broker to connect to LASS. The Clientis “FT1_0XXXX” , the XXXX are the four last digits
of Ameba’ s Wi-Fi MAC, and the outTopic is “LASS/Test/Pm25Ameba/clientID “, where clientID is the actual
Ameba’ s MQTT client ID.

e NTP: uploaded data must have time notation

e PM2.5: uploaded data includes PM2.5 information

Open the example. “File” -> “Examples” -> “AmebaMQTTClient” -> “lass_basic”

@8 sketch_may10a | Arduino

File Edit Sketch Tools Help

10.5tarterkit_BasicKit
11.ArduinolSP

New Ctrl+N
Open... Ctrl+Q
Open Recent »
Sketchbook > -
Examples 3 Built-in Examples
Close Ctrl+W 01 Basics ?
Save Ctrl+S 02 Digital b
Save As... Ctrl+Shift+5 03.Analog 4
04.Communication H
Page Setup  Ctrl+Shift+P
) 05.Control ¥
Print Ctrl+P
06.5ensors ?
Preferences  Ctrl+Comma 07.Display ?
i >
Quit Ctrl+Q (B.5trings
09.USB b
>
>

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

sD

Stepper

Temboo
RETIRED

Examples for RTL8722DM/RTLE722CSM
Amebahnalog

AmebaBLE

AmebaFlashMemory

AmebaGPIO on COME
AmebaGTimer
AmebaHttp
AmebalRDevice
ArmebaMDNS
AmebaMQTTClient 3 IBM_Watson_loT_Quickstart
AmebaSoftwareSerial b LASS Basic

AmebaSP| 3 MQTT_Auth

AmebaSys b MQTT_Basic

AmebaWiFi 3 MQTT_Publish_In_Callback
AmebaWire b MQTT_Reconnect_Menblocking
INCOMPATIBLE b

This example requires internet connection, so make sure you fill in SSID and PASS into AP information that you wish to

connect.
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Also, LASS requires GPS information. There is no GPS sensor included in this example, so you must manually provide

GPS information. Use Google Map to find the coordinates you plan to place your Ameba. You can see in this example

that the latitude is 24.7814033, and the longitude is 120.9933676
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Fill in GPS info at gps_lat and gps_lon.

1.1. Ameba RTL8722DM
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2@ LASS_Basic | Arduino 1.8.12

File Edit Sketch Tocols Help

LASS _Basic
1E 2
15 #include <WiFi.h>
16 #include <PubSubClient.h>
17 |#in = <WiFiUdp.h>
12 #include <PMS3003.h>
20 char ssid[] = "vourNetwork"™: vour network S5ID (name)
21 char pass[] = "secretPassword™: vour network password
22 int keyIndex = 0; yvour network key Index number (needed onl
24 char gps_lat[] = "24.7814033": /) device's gps latitude
25 |char gps_lomn[] = "120.5%93367e"; // device's gps longituds
27 char server[] = "gpssensor.ddns.net™; ff the MOQTT server of LASS
2 1 clientId[17] = ""; S/ client id for MQTT
2% |char outTopic[20] = "LASS/Test/PM25/1liwve"; // MOTT publish topic
W
£ >

COME

Then connect sensors according to UART-PlanTower PMS3003 wiring example.

RTL8722DM / RTL8722CSM:

98 Chapter 1. Arduino SDK



AmebaDocs, 475 0.0.1

PMS5003
Connector

5V
GND

SET
RX
X

RESET

00000000

RTLS8722DM MINI:

1.1. Ameba RTL8722DM
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UART
DOWNLOAD N

PMS3003
Connector

5V

GND
SET

Rx

Tx
RESET

00000000

Compile the code and upload it to Ameba. After pressing the Reset button, Ameba will attempt to read PM2.5 data

every minute and upload it to LASS MQTT-Broker. Open Serial Monitor to see the uploaded data, including client id,

topic, and current PM2.5 status.
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RIL2195A4 [Driver]: set pairwize kew to hw: alg:4{WEP40-1 WEPIO04-5 TEIP-2 AEZE-4)

RTLB195A[Driver]: =et group kev to hw: alg-4(WEP40-1 WEP104-5 TEIP-2 AEZ-41 kevid:l

Interface O IF address @ 192_168 .83 _86Connected to wifl
Bend NTP packet

NP packet receiwved

MOTT client id:FT_LIVE_OE4E7S0D

MOTT topic:La33/ Test /PM25/1ive

2 50 14 ugim3

Sttempting MOQTT conwnection

m

Comnmect to Server successfull
2 50 12 ugim3

2 50 12 ugfm3

2 50 12 ugim3

2 50 12 ugim3

m2.5: 15 ugim3

2. 52 15 ugim3

4 | 1T} | 3
[¥] Auntossrall Mewline - | 36400 band |

We can also use MQTTlens to verify if the data is properly uploaded.

Enter “gpssensor.ddns.net” as the MQTT-Broker server and “LASS/Test/PM25/live” as the subscribe topic to

receive data.

The time uses UTC format, and the PM2.5 data stores in s-dO. In the figure, s_d0 = 9 represents that the PM2.5 is 9,

meaning that the entire publish/subscribe process is working successfully.
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B s s e

O MQTTlens

Version 0.0.13

Connections + A|
0 = o3 |

<

Connection: lass

Subscribe

LASS/Test/PM25/live

Publizh

A~

0 - at most ence v | BSILwN:!S

A

0-at mostonce ¥ D Retained

Subscriptions

Topic: "LASS/Test/PM25/live" showing the last 5 messages — +

# Time Topic QoS
20 40230 o

Message: |ver_format=3|FAKE_GPS=1[app=PM25|ver_app=live|device_id=FT_LIVE_OE4E750D|date=2017-03-
ge: 4[time=08:02:27|s_d0=10|gps_lon=120.9933676|gps_lat=24 7814033

# Time Topic QoS
0 4023 o

Message: |ver_format=3|FAKE_GPS=1|app=PM25|ver_app=live|device_id=FT_LIVE_0E4E7500|date=2017-03-
g * 14|time=08:02:28|s_d0=9|gps_lon=120.9933676|gps_lat=24.7814033

# Time Topic QoS

i Messages: 034 PN

D

D

Ameba AP Mode

In AP mode, Ameba can accept at most 3 station connections, and can be set to open mode or WPA2 mode.

Preparation

* AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

In this example, we turn on the AP mode of Ameba and connect station to Ameba.

Open the WiFi AP example, “File” -> “Examples” -> “AmebaWiFi” -> “WiFiAPMode”
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&8 WiFiAPMode | Arduino

File Edit Sketch Tools Help

55ID

char ssid[] = "yourNetwork":

z pass[] — "Passwozd";

password
channel[] = "1"; z
status = WL_IDLE_STATUS;

adio's status

8E v

b Pport to open:

11E

12 connect. Weeded for native USE port only
15 nce of the shield:

160 WL_NO_SHIELD) {

17 "WiFi shield not present”);

20 firmware

218 RS

/ attempt to start AP:
(status != WL_CONNECTED) {
1 ("Attempting to start AP with SSID: "):
(s=id) :

apbegin (ssid, pass, channel);
s f1annn

In the highlighted code snippet, fill in your SSID, PASSWORD and CHANNEL.
The code highlighted in green is the API we used to turn on the AP mode in security mode.

If you want to turn on the AP mode in open mode, please modify the code to

status = WiFi.apbegin(ssid, channel);

Then upload the sample code and press reset, and you can see related information shown in serial monitor.
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28 COMb

Send

LwIPF_DHCF: dhcp stop.
Deinitializing WIFT
WIFI deinitialized
Initializing WIFI
WIFI initialized

Starting AP
yourletwork started
AP mode already started

IP RAddress: 192.163.1.1
NetMask: 255.255.255.0
Gateway: 152.168.1.1

55ID: yourNetwork
BS5ID: T0:1D:8:4:55:32
Encryption Type:4

55ID: yourNetwork
BS5ID: T0:1D:8:4:55:32
Encryption Type:4

Autoscroll [] Show timestamp

Mewline

o

115200 baud -~ Clear output

In the figure below, we show the messages shown in serial monitor when two stations connect to Ameba AP in open mode:
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r COM5

B5S5ID: 0:E0:4C:87:0:0
Encryption Type:0

RTILE195A[Driver]: +0nfuth: 70:18:8b:dd:bl:da

BRTLE8195A[Driwer]: +0mhAssccReqg
SS5ID: REmekalP

B5S5ID: 0:E0:4C:87:0:0
Encryption Type:0

35ID: REmekahP
BS5ID: 0:E0:4C:87:0:0
Encryption Type:0

33ID: AmekbahP
BS5ID: 0:E0:4C:87:0:0
Encrypticon Type:0

33ID: AmekbahP
BS5ID: 0:E0:4C:87:0:0
Encrypticon Type:0

RTLE195A[Driwver]: +0nAuth: cc:20:e8:ad:92:27

RTL2195E[Driwver]: +0nkssccReq
55ID: AmebalP

B5S5ID: 0:E0:4C:87:0:0
Encrypticon Type:0

m

Autoscroll iNo line ending vj jQGUU baud

In the figure below, we show the messages shown in serial monitor when a station connects to Ameba AP

mode:

in security

1.1. Ameba RTL8722DM
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. .
COMS > | E ]
|
55ID: AmebakP -~

B5SID: 0:E0:4C:87:0:0
Encryption Type:4

S5ID: RmebaRP

B55ID: 0:E0:4C:87:0:0
Encryption Iype:4
35ID: AmebahP

BS5ID: 0:E0:4C:87:0:0
Encryption Type:4

RTIL&195A[Driver]: +0nAuth: 70:18:8b:dd:bl:da

RIL819SA[Driver]: +OnAssocReq

RTLE195A[Driver]: ap mode 4-1

RTL2195A[Driver]: ap mode 4-2

RTL2195A[Driver]: ap mode 4-3

RTL2195A[Driver]: ap mode 4-4

RTILE195A[Driver]: set pairwise key to hw: alg:4 (WEP40-1 WEF104-5 TKIP-2 RE3-4) for 70:18:8b:dd:bl:da

m

RTL8195A[Driver]: set group key to hw: alg:d (NEP40-1 WEP104-5 TKIP-2 RES-4) keyid:l
S5ID: AmebakP

BS5ID: 0:E0:4C:87:0:0

Encryption Iype:4

|¥] Autoscrol Mo line ending :9600 baud -

Use mDNS To Let Arduino IDE Find Ameba

Preparation

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

mDNS (Multicast DNS) is a protocol used in the local area network. It delivers the network information like IP address
and provided services to others. mDNS is based on the UDP protocol, and it sends packets to 224.0.0.251 with port 5353
under IPv4 address. The naming style for the service follows the format: {Instance Name}.{Protocol Name}.{Domain}

* Instance Name: used to identify the name of the service

* Protocol Name: Divided into two parts, the front end is in regard to the name of the service, and it adds baseline

as a prefix. The rear end is in regard to the transport protocol name it used, and it also adds baseline as a prefix

¢ Domain: Local area network in normal cases

For example, Arduino IDE adopts the naming for the mDNS service which is used in OTA as
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following: MyAmeba._arduino._tcp.local

Among the naming example, “MyAmeba” can identify the Ameba device name and the name “MyAmeba” is

“

changeable. “_arduino._tcp” is the protocol that Arduino IDE adopts, and the Domain is set as local in common.
Open the example, “File” -> “Examples” -> “AmebaMDNS” -> “mdns_on_arduino_ide”
You need to input ssid and password of the AP because the example will use WiFi connection.

And you can find out the naming of the service at the place where it declares MDNS Service. The example uses the
default name “MyAmeba” and the name is changeable.

28 mDMN5_On_Arduine_|DE | Arduing

File Edit Sketch Tools Help

mMOMNS_0on_Arduino_IDE

1= &

1 &

W

h>
10 #include <AmebaMDNS.h>
12 char ssid[] = "yourNetwork™; f4 wour nmetwork S55ID (name)
13 char pass|[] = "secretPassword": S/ vour network password
15 HDWNSService service ("MyAmeba", " arduino. tep", "local", 5000);
178 woid setup () {
18 printf("Trv to connect to %shr\n". ss=sidl: w7
£ >

M on COME

Next, go to ( “Tools” -> “Port” ), and you can find out at least one Serial Port. This port

is simulated by Ameba board via USB. Choose this port and wupload the compiled code to
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Ameba.

28 mDMNS_On_Arduino_|DE | Arduino

File Edit Sketch Tools Help

mONS_0On_Ar

1E

15 MDNS

Bl

T~ ]

Auto Format Ctrl+T
Archive Sketch

Fix Encoding & Reload

Manage Libraries... Ctrl+Shift+|
Serial Monitor Ctrl+5Shift+M
Serial Plotter Ctrl+Shift+L

WiF101 S WiFiNIMNA Firrnware Updater

Board: "RTL&722DM/RTLET22CSM" *
Port: "COME" ; Serial ports
Get Board Info ~  COME
Programmer: "AVRISP mkll" *

s3] £ 55ID (name)

Burn Bootloader
pail password

Service service ("Myhmeba", " arduino. tep", "local", 5000):

17Evoid setup() {

printf("Try to connect to %shr\n", =ssid):;

while (WiFi.begin(ssid, pass) != WL _CCNNECTED) {
printf ("Failed. Wait 1s and retry...\r\n"):;

v (1000 »

dela
printf ("\n\rConnected to %s'r\n", ssid):
.addTxtRecord ("board", strlen("ameba rtlg8721d"), "ameba rtlg721d")

-addTxtRecord ("auth _upload", strlen("no"), "no"):
-addTxtRecord ("tcp_check", strlen("no"), "no");

.addTxtRecord ("s2sh _upload"”, strlen("no"), "no"):

printf ("Start mDHS servicehrin™);

WMOS Tomrdim £ .

an COME

uploading the code, press the reset button on Ameba and waiting for Ameba to connect with AP and activate the mDNS

service after a while. You can see the Log at the bottom of the Serial Monitor.
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22 COME

Send

RTLET21D[Driver]: association success(res=4) ~
RTLET21D[Driver]: ClientSendEAPOL[1522]: no use cache pmksa

RILE721D[Driver]: set palirwise key to hw: alg:4 (WEP40-1 WEP1l04-5 TEIP-2 RAES-4)
RTLETZ1D[Driwver]: set group key to hw: alg:4 (WEP40-1 WEPl04-5 TEIP-Z AES-4) kewid:2
Interface 0 IP address : 152.168.1.1&7

Connected to

Start mDHNS service

register mDNS service

< >

Autoscroll [] Show timestamp Mewline w | 115200 baud - Clear output

Then you can find out the added item  “Network Ports” “MyAmeba at 192.168.1.167 (Ameba
RTL8722DM/RTLS8722CSM)” , “MyAmeba” is the device name we set up, and “IP” is the
IP address that AP assigned to Ameba, the IP address should be the same with the IP shown in
the Serial Monitor. Last, “Ameba RTL8722DM/RTL8722CSM” is the type name of the board,
and it means that Ameba can let Arduino IDE identify the mDNS service successfully.(We still

can not use the Internet to wupload the code, and we will explain this part in the OTA exam-
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28 mDMNS_On_Arduino_|DE | Arduing

File Edit Sketch Teols Help

Auto Format

Archive Sketch
MDNS_On_Ar Fix Encoding & Reload
1= Manage Libraries... Ctrl+Shift+]
. Serial Manitor Ctrl+ Shift+ M
Serial Plotter Ctrl+Shift+L

WIiFi101 / WiFiNIMA Firmware Updater

1 &

178 void setup() {
B printf ("Try to connect to $shrin", ssid):

ple.)

If you cannot find the Network ports on your Arduino IDE, please check:

* Does your computer in the same local area network with the Ameba?

 Restart the Arduino IDE, and it will find the mDNS service again

15 MDNSService service ("MyRmeba"™, " arduino. tcep”, "local”™,

19 (WiFi.begin(ssid, pass) != WL _CONNECTED) {
2 printf ("Failed. Wait 1s and retry...\r\n");
21 delay (1000)
22 }
2 printf ("\n\rConnected to %s\r\n", ssid):
25 .addTxtRecord ("board", strlen("ameba rtl87214"),
26 .addTxtRecord ("auth upload", strlen("no"),
27 .addTxtRecord ("tcp_check", strlen("no"),
28 service.addIxtRecord ("ssh upload", strlen("no"),
0 printf ("Start mDNS serwvice\ri\n"™);
MOME Tomrim ) -
£

Board: "RTLET22DM/RTLET22CSM" »
5l Port: "COMS" }  Serial ports
- I__‘:_d: Get Board Info v COME
- Ll Ll
‘;‘ ) Pregrammer: "AVRISP mkll" : MNetwork ports
N ] Burn Bootloader MyArneba at 192.168.1.167 (RTL8722DM/RTLET22CSM)

"ameba rtl8T21d4");

¢ Check the Log in Serial Monitor if the Ameba connects to the AP and activate mDNS service successfully

110

Chapter 1. Arduino SDK




AmebaDocs, 475 0.0.1

Code Reference

The program set up the mDNS service in the beginning, the first parameter is Instance Name, and it is changeable in this

“

example. The second parameter is the protocol that the service used, and it would be “_arduino._tcp” for Arduino IDE.
The third parameter is Domain, and it would be “local” in common. The fourth parameter is the port number for the

service, it is 5000 here and we doesn’ t use it in the example.

MDNSService service ("MyAmeba", "_arduino._tcp", "local", 5000);

After connected to the network, we set up some text fields for the service. For the following example, “board” is the
name of the field, “ameba_rtl8721d” is the value of the field. “board” is used to let Arduino IDE check installed SDK
to see if it exists known device or not. We will use the name of the device if there is known device, users can change

“ameba_rtl8721d” to “yun” or other names to find out what’ s the difference if interested.

service.addTxtRecord ("board", strlen("ameba_ rtl18721d"),"ameba_rt18721d");

Then we add three text fields “auth_upload” , “tcp_check” ,and “ssh_upload” , this example does not activate these

services.

service.addTxtRecord ("auth_upload", strlen("no"), "no");
service.addTxtRecord ("tcp_check", strlen("no"), "no");

service.addTxtRecord("ssh_upload", strlen("no"), "no");

Next we activate MDNS

MDNS.begin () ;

and register to the mDNS service.

MDNS.registerService (service);

Use Firebase To Push Messaging Services

Preparation
e Amebax 1
¢ Android Studio

* Smart phone with Google Play Service x 1

Example
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In the era of the popularity of smart phones, people often receive reminders from specific apps. In this example, we will

teach how to use Google Firebase to send messages from the Ameba Client to mobile phones.

First, we use Firebase Cloud Messaging (FCM) as a cross-platform messaging solution that lets you deliver messages for

free and reliably.

With FCM, you can notify your client application (App) to sync emails or other data. You can send a message to drive

user engagement. For instant messaging content, a message can transfer up to 4KB of payload to the client application.

o Admin SDK
h\/—/l/

naatll ()4 HTTP/XMPP

Notifications Console GUI Trusted Environment

N/

» | Firebase

Cloud Messaging

Android i0S Web
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The FCM implementation includes two main parts for sending and receiving:

1. A trusted environment, such as Cloud Functions for Firebase or an application server for building, locating, and
sending messages.

2. Receive i0S, Android or Web (JavaScript) client applications for messages.

You can use Admin SDK or HTTP&XMPP API to send messages.To test or send marketing or engagement messages

with powerful built-in targeting and analytics, you can also useNotifications composer
We know that Ameba can send messages to specific apps as long as it implements the http client function.

First of all, we must first set up an environment for developing Android apps. Please download Android Studio first on

Android official website.

https://developer.android.com/studio/install

Then we can use the Android example provided by Firebase to download Firebase Quickstart Samples.
https://github.com/firebase/quickstart-android

Open Android Studio and click on Import Project, select the messaging project in Firebase Quickstart Samples. Since we

won’ t use other functions, we can only choose the messaging project.

Android Studio will need to install the SDK and Google repository for the first time to start the messaging project. You

can refer to the following page for update.
https://developer.android.com/studio/intro/update

Wait until the required components for compiling the app are installed, you can open the messaging project, and Android

Studio comes with the Firebase registration function.

 messsing B e e s S T -
Fle Edt View Navigate Code Analze Refactor Buld Run [ESSH VCS Window Help

HE &S| @G W ke L ? Q

messaging
4| & Project \g =
2lv P=messaging EX\quickstart-android-master\messaging viE
” - : 2

> idea G2 App Links Assistant th ‘com_android tools build :grodle:3.1.4"
@ > app Tasks & Contexts > |th "com_google_gms:google-services:4.1.0" =
g > gradle Generate JavaDoc. - 2
= = gttignore IDE Scripting Consale | =
2 build.gradle
External Tools. >

S gradle properties

Jshell Console.

& Groowy Console.
K Kotlin

& Captures

messaging.iml s

& README.md 2

3 settings.gradle 2 google()

Il Extemal Libraries = icenter(}

allprojectsf} > repositories{)

As shown above, open the toolbar and click Tools->Select Firebase.
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File Edit View Mavigate Code Analyze Refactor Buld Run Took VCS Wi

HES ¢ * A [app v| B £ - B L ? Q
& messaging

] 0 Project - © % % 1| @app | @ messaging - | Assistant
8|+ Pz messaging E'quickstart-android-master\messaging 5 ' v z
F > mgradie o dependencies { P! Firebase 2
. > idea uJ classpath ‘cown.endroid tools.build:gxedle:3.1.4" -
® > app 1 classpath ‘com. google. gms:goo gle-sexvices:4.1.0° Firebase gives you the tools and infrastructure from Google to help you develop, @
§ > b gradle 12 grow and eam money from your app. Leam more 2
H 4 giignore E H
o (@ build gradle :z , D Analytics
. 7 gradle.properties . , Measure user activity and engagement with free, easy, and unlimited
8 gradlew " analytics. More info
% gradlewbat 15 allpmjects { 2 cloud Messaging
® 1 local.properties 13 repositories | Deliver and receive messages and notifications reliably across cloud and

% messaging.ml = Locall device. More info

& README.md 2 mavenloeal() @ Setup Firebase Cloud Messaging.

(3 settings.gradle z go0gled )

> Illli External Libraries z Jeemter() Authentication
- ! Sign in and manage users with case, accepting emails, Gaogle Sign-n
j: i Facebook and other login providers. More infa
& Realtime Database
Store and sync data in reaktime across all connected clients. More info
Storage
allprojects) ) repositories Stare ani wemew_\awg? s like images, audio, and video without writing

Open Firebase Assisant in the right pane, then see Cloud Messaging, select Set up Firebase Cloud Messaging to start the

registration process.

[¥ messaging [E\
Fle Edit View Mavigate Code Analze Refactor Build Run Tools VCS Window Help
EC + % A [Rapp v| P L3 @ 3 N =0E Q
= messaging
g| & Project - © % | B 1| @app | @messaging © | Assistant
21~ P messaging E'\quickstart-android-master\messaging s ] V| < Firebase » Cloud Messaging 3
o> begradie 3 dependencies | £
I idea 10 classpath ‘com.android tools.build:gradle:3.1.4" Set up Firebase Cloud Messaging G2
o > mapp 1 classpath ‘com.google.gms:google-services:4.1.0° @
8 > mgede 2 Firebase Cloud Messaging lets you receive and send messages from your app to 5
2 B the server and other clients. This tutorial explains how to set up FCM and enable 2
i 2 gitignore M your app to receive notifications. 5
= 2 build.gradle . )
5 gradle properties - ' Launch in browser
4 2 gradlew -
§ £ gradlewbat B allprojects { (1) Connect your app to Firebase
® 4 local.properties 1 vepositaries {
messaging.irl 5 Connect to Firebase
2 README.md 2 navenLocal( )
@ 2 1 ~
(& settings.gradle gaogle() (1) Add FCM to your app
> Il External Libraries - Jjeenter() =
Ed 1 @ Dependencies set up correctly
2 H
% N
.(3) Access the device registration token
On initial startup of your app, the FCM SDK generates a registration token for
the client app instance. [ you want to target single devices, or create device
aroups, you'l need to access this token
Bl e | Vaucan access the token's valie by creating a new: dlass which extands.
- [

Click Connect to Firebase

ck Docs

r_Y
Ijp! Developers

Save the date! Android Dev Summit is coming to Mountain View, CA on November 7-8, 2018.

Login to Android Studio

Use your Google Account to login to Android Studio and unlock the
following services for your Android app:

4 D

Firebase Google Cloud Platform

Then bring out the page, and click on Firebase on the left and log in to the Gmail account. Once you log in, you will be

taken to the Firebase homepage.
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¥ Firebase Product Pricing Docs Support Q p= u

‘ Firebase Crashlytics Prioritize and fix issues with powerful, realtime crash reporting

Firebase helps mobile app teams
succeed.

GET STARTED © WATCH THE viDEO

Let’ s keep the homepage first, we need to go to the Firebase Console and go back to Android Studio.

) messaging [E\quickstart-android: i g - Android studio JI1 . . Tk 8 &4 . - - (ST

Fle Edit View Navigate Code Anabyze Refactor Build Run Tools VCS Window Help

HE S ¢ * A |CEape V| B 5 o G Bt &7 Q
- messaging
§| O Proiect - © % | #- 1- | & appaiy (& messaging x| | Assistant
B\ bz messaging £\quickstart-android-mastenmessaging > ® Connect to Firebase Cloud Messaging i
F 2 mgradie s g
o > idea 10 P! Firebase ebase Cloud Messaging =
2 > app il @
Z 5 mgrede & i Messaging lets you receive and send messages from your app to e
E - @ Create new Firebase project  VWhot's this? Signed in as @amail.com Sign out ld other clients. This tutorial explains how to set up FCM and enable Fl
& & gitignore ™ eceive notifications. ®
) (@ build.gradle 15 messaging
4 gradle.properties . purser
= & gradlew 1 O Choose an existing Firebase or Gaogle project )
= £ gradlew.bat 0 lift your app to Firebase
® 4 local.properties -
£ README md 2
(2 settings.gradle z  to your app
> |llij External Libraries. z
z indencies set up correctly
b
2
Country/region  VWhat's this? | he device registration token
Taiwan ~ | | Bl startup of your app, the FCM SDK generates a registration token for
M app instance. If you want to target single devices, or create device
u'll need to access this token
By default, your Firebase Analytics data will enhance other Firebase features and Google [|farcess the token's value hu creatinn a new class which extends
Syne products. You can control how your Firebase Analytics data is shared in your settings at anytime. - L
=S Learn more
5| P . - o
E By proceeding and clicking the Connect button below, you agree that you are using Firebase =
HE senvices in your app and agree to the updated terms 'F =
5 o
" x B o
Concel g
k| @z
5 B
g &
g )l
el g
* E
STODO = Gilogeat | ABBuild [F Terminal Q Event Log
[ Gradle build finished in 25 689ms (2 minutes ago) 23:18 LF: UTF-8: C w8

We can see that when the webpage is successfully logged in, Android Studio also brings up the login information dialog

box, click connect to Firebase
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% messaging [E\quickstart-android ssoging] - \appercimainijsvecomigoog|etfircbaseiquickstartyfemMyFi gingService java [app] - Android Stucio I il B b BB S ST TR ool

File Edit View Nevigate Code Anabze Refactor Build Run Iools VCS

HE G| ¢ ¥ Mo * A meep v B, 7 @ b 3 WL G L 7 Q=
. messaging | - app | ({ google-senvices.json
4 B Project - D | H%- 1| Bapp | 2 messaging ‘ € MyFirck java c £ ~S2 | Assistant #- 7l (g
2 v [ com google firebase quickstart fcm o 4 Firebase > Cloud Messaging i
Py © MainActivity 3 g
- © MyFirebaseMessagingSenvice i Firebase Cloud Messaging lets you receive and send messages from your app to -
[ © MylobSenvice 68 the server and other clients. This tutorial explains how to set up FCM and enable >
E N res 6 _| yourappte receive natifications. 2
a = n 'Hand| e =
& % AndroidManifestxml = Lounchinbro =
= " handleNow( }; Launch in browser
5 screenpng - ,
app.iml - ~
8 > odaade (1) Connectyour app to Firebase
5 5 n 1
g S—— . @ Connected
@® & proguard-rules.pro % Ch oad
> P gradle = i (senotslleseage.gettotificationty 1= mill) [ (3) Add feMto your app
i gitignore % Log.a(TAG, ™50 "Mossage Notification Body: " + renoteHessage.gethiotification().ze
2 build gradle ® i @ Dependencies set up comectly
%) gradle properties : _
& gradlew w (3) Access the device registration token
2 gradlewbat - ' -
Oninitial startup of your app, the FCM SDK generates a registration token for
7 local.properties w
the client app instance. If you want to target single devices, or create device
= messaging.im| & groups, you'll need to access this token.
£ README.md .
- ‘You can access the token's value by creating a new class which extends
<+ settings.gradle a7
: 4 FirebaselnstanceldSenice . In that elass, call getToken within onTokenRefresh ,
> ||l External Libraries y e cived0 and loa the value as shown:
sync B oL

You can see Dependencies set up correctly in the right pane and see a google-service.json file in the left pane, indicating
that the app has been registered successfully.

At this point, you can connect your phone to your computer (press Shift+F10) or press the Runs App in the toolbar.
Please note here that Firebase requires a mobile phone to provide Google play service (GPS) service. An example of

not being able to use Firebase without installing Google Play.
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@ ¥ K02 2 5:14 6%

Firebase Cloud Messaging

y Firebase

Click the SUBSCRIBE TO NEWS button below to
subscribe to the news topic. Messages sent to the
news topic will be received. The LOG TOKEN button

logs the InstancelD token to logcat.

SUBSCRIBE TO NEWS

LOG TOKEN

As shown above, the messaging app is installed and executed successfully on the phone. Click LOG TOKEN at this time.
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O ¢ K= 0 5:14 %

Firebase Cloud Messaging

P\ Firebase

Click the SUBSCRIBE TO NEWS button below to
subscribe to the news topic. Messages sent to the
news topic will be received. The LOG TOKEN button

logs the InstancelD token to logcat.

SUBSCRIBE TO NEWS

LOG TOKEN

InstancelD Token: dPUeCdCIORk:APA91bF
pGQwBwKikhxe4JOUPjEbcr10pZs13WAC-
sAkCVFYJN7kWcADJuUHRh__SwchuNu

yoPkl79bb317H0icnW1UUKsMsk85zo-
d7KhYCqaFFKZKFEBT82hRP77l00WZNJWB
nmbDCGzSI7jPyHDatEdIcVVJTAXQ

There will be a Token ID, which is the Access Token required to send the message, representing the ID of the FCM service
APP installed on a particular phone. This ID is unique and will be reassigned when the app is removed and re-installed.
It means that the message can be sent to a specific phone. The FCM service can also push messages to a NEWS (Topic).

This section can be found in Firebase topic-messaging:
https://firebase.google.com/docs/cloud-messaging/android/topic-messaging

Therefore, we need to save this Access Token, return to Android Studio as shown below, select Debug at the log level of
the Logcat. When you press the LOG TOKEN button on the App, Logcat will print out the Access Token ID. We will

save the code after the InstancelD Token: in the Log message.
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il

le Edit View Navigate Code Analyze Refactor Build Run Iooks VCS Window Help

8 Jul Q * A |fEape v P & @ B A&7 Q&
Ui messaging | 3app [ src ) [ main ) 4 jave o google | 4 firchase | I quickstart | £ fom
| & Froject = © % | # 1 | ® Mamactivtyjava * | >
2|~ Bz messaging E'\quickstart-android-master\messaging T B 2
F o mgrade 15 F
& > ides n pockage con.google firebase quickstart fom;
@ v Mepp 18
] > b build W import
& ~ Mmec 35
= i
- 5 I 5 4as  public closs Hainkctivity extends AppCompatictivity [
: £l
v Bmmain i e SR
N £l privote statie final String TAG = “MoinActivity;
8 ~ B jova
3 e
B v [m com.google firebase quickstart fem - werride
® € MainActivity a1 af protected void onCreate(Bundle savedlnstanceState) {
& MyFirebaseMessagingService @ super.onreate(saved InstanceState);
€ MylobService 3 setContentView(R. layout . activity_main);
> Bres @
8 AndroidMerifestsml 43 if (Build.VERSION.SDK_INT >= Build VERSION COIES.O) {
screen.png w4 2 -
4 String chennelld = “fom_defoult_chonne
app.im
g 48 String channelNane = “News'
M SOIReS 4 Notificationllanager notificationhianager =
£ google-services,json
MainActivity * onCreate()
£ proguard-rules.ore
T L
5] LENOVO Lenovo K50-15 4nd | | com.google firebase.quickstarti ¥ | |Debug v | Q- Regex | Show only selected application
@ 08-16 21:45:43.997 3338-3838/con. zoogle.firehase .quickstart fom D/¥iew: Touch up dispatch to android.support.vi.vidget . AppConpatBution|548F842 VFED. .C.. 240,811-840,955 #7F07004F app:id/logTokenButton], event = NotionEvent { action=ACTION_IE,
£|[h 0816 21:45:43.997 3835-3938/con google Firehase quickstart.fon DiSettingsInterface: from settings cache , name = sound_ePfects_enabled , value
2 08-16 21:45:44.002 38%8-283 /con.google.f i rebase .quickstart fom Diblaindctivity: 3 i WBrb OGS
= 08-16 21:45:44.006 8%3-3838 /con.google.f i rebase .quickstart fom Dlindouclient: Add to m¥iens: andzoid.vidget Linearlayout[aebf020 V.E...... ......1. 0,0-0,0}, this = android.viev.NindonHanagerdlabal@i4iadds
E 08-16 21:45:44.007 838-3857/con. google.firshase . quickstart fon 1/0pendLRenderer: CanvasContext( ) 0xFA92091000
G| 0816 2154544007 5838-3838/con . zonele Firehose.quickstart fow I/¥ieBontlipl: herivare ssceleration is enabled, 1his = Viewkoot{1eT740e Toast,ident = 2] E
_08-16 21:45:44.03 3838-3857/con..zoogle.fi rebase . quickstart fon 1/0penGLRend J Dx79991000 initialize window-Dx7b163010, 1itle=Toast 1
%| "5 08-16 21:45:44.0% 5838-3838/con zoogle Firebase quickstart_fon DfSurface: Surface::alloca teBubfers( this=DxTbIE9E000) 8
S| UB-16 Z1:45:40.00 5838-3857/con . google Firebase.quickstart fon I/Sucface: Susface::connect( this-x7Fb1EBF0ND api=1) =
< 08-16 21 :45:44.036 333857 /con..google.firehase .quickstart fon W/IibEGL: [ANDRDID_RECORDABLE] fomnat: 1 £
e
| #0816 20.:45:44.097 3838-3857/con.google. i rebase .quickstart.fon Dinali_vineys: nen_vindow_surface returne 043000 3
L] NA-1A 21 -45-44 (46 - e firehs nickstart fom T/IMELT1Grallan ] [+ 1r hnd 0z 7f; AZ0N ) rlisati 300 sk FACS3Y
W TODO | = Gilogeat [HBuild [E Terminal @) Event Log
[C]_Gradle sync finished in 35 633ms (from cached state) (moments ago) 170chars 4:251 LF: UTF-8% a
» P se Case Pricing Docs S 1 ¥ : (-
Firebase =N H

" Firebase Crashlytics Prioritize and fix issues with powerful, realtime crash reporting.

Firebase helps mobile app teams
succeed.

m © vmenTHE VRS

Click in the upper right corner to go to the console
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Welcome to Firebase!

ls to help y
ore from you
= documentation [ suppert
messaging

A

new project

o explore Demonstration Project =

At this point, You can see that Android Studio has just built the messaging project for us in the operation.

messaging Obtain documentation

=z Overview

Development Receive updates on new Firebase features, related research and events  registered

1appinthep Add another app

data analysis &2 com.googlefirebase quickstart.fem

Click to enter the messaging project with settings page, as shown above.
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¥ Firebase messaging [T ap—

& Overview

Development Receive updates on new Firebase features, related research and events  registered

quality

Add another app

View SDK settings instructions (4
data analysis £  com.google firebase.quickstart.fem " g @
setup
e use e user " Number of crashe:
expand
0. 0. 0% 0

Select Set up

B Firebase messaging ~ Obtain documentation
f = setup

Frrrer general  Cloud Messaging  Integration  Service Account  Dataprivacy  Users and permissions

quality

Add server key

data analysis
key certificate

p— e iyt

Legacy serverkey (3 Alza rmflGBcuc fnWOm TXJpz8keW0zDJw_Sollig]
Sender ID
10S app settings

upgrade

Go to the Settings page and select the Cloud Messaging page. We will see the Legacy server key. This Server key also

needs to be used in the program. Let’ s save it and start editing the code.

Open the example “File” -> “Examples” -> “AmebaWiFi” -> “Firebase.ino”
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@ FCM | Arduino 185 R . ) T T e e T — = -

File Edit Sketch Tools Help
00 =]
]

FCMm

#include <WHFih>

#dsfine ACCESS_TOKEN "dPUGCIC10Rk :APAD1bFpB0EnE khed ] DUF jEbor WAC- SKRCVEYIN 1795h21 7HO oni L K k8503 TRHYCqaFFEE 7T loouZNI
Fdsfine SERVERKEY "AlzaSyCrnfLGBcuc] fdnTA peBkelilzDlv_Sg"
#define HOST_NAME “fou_googlespis.con”

G317 PyHDa LEd [oVVI Thx]"

I

char ssid[] = "SS10°; // wour network SSID (nene)
char pass(] = "PASSMORD";  // your network password (use for WPA, ox use s key for WEP)
int keylndex = 0; /4 your network key Tndex nunber (needed only for WEP)

int status = $L_IDLE_STATUS;
char server[] = "fom.googlespiz.con”;  // mame address for Google (using INS)

char consi* payload = "[* %
WAt W ACCESS_TOKEN "t b
"\notification'’: {* %
"Vhodyh" s 4*Hello World 14"," %
"\'Eitled : \"Frow Realtek fnehat’ * %
g
char consi* message_fut = "POST /fomfsend HTTE/1.1%nContent-Type: application/json‘mbuthorization: key=" SERVER_KEY "inHost: " HOST_MAME "nContent-Length: *;
PiFiClient client;
vaid setup() |
MfInitialize serial and wait for port to open:
Bexiel.bezin(9600);
while {1Sexisl} |
H
#f check for the presence of the shield:

As shown above, ACCESS_TOKEN and SERVER_KEY are defined in the reverse white part, that is, the ACCESS token
ID that we just saved from the APP and the Server Key saved in the Firebase console page. We fill in the two sets of IDs,
compile and upload them to Ameba. Press the Reset button and open the terminal.

Y Tera Term - [discc-nnecte.;!]'h,.fT,' | e

File Edit Setup Control Window Help

Initializing HIFI ... -
HIFI initialized
At tenpt ing to 0 :
RTL3195AID " fve i
AlDviverls start a o f2:° i

! ALDviwer]s art assoc
! ALDviwer]s at ion [rez=1]
4 CALOT zet pairuize key to huz alg=4(HEF40-1 HEP104-5 ¢ AES-4]

OSALOT e ot group key to bu: alg:diHEP40-1 HEF104-5 2 AES-41 keui
nter ad o : mected to nifi

]

ting connect ion 1

Connect to FCM Server after connecting to AP
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Connect to Serwver zuccessful!
connected to serwer

Faquaszt :

FOST ffcndzend HTTPS 1.1

Content-Type: applicat ions j=son

Authorizat ion: key=AIzaSyCrafLGAcucTfnHORTETpzEkeHOz0Iu_Sq
Host: fcn.googleapiz.con

Content - Ll—lrll:lth. 2 -Fl

{ "o "dFUeEdEIDEk:HFHQthpEUuEuHithquUUPjEhcriﬂpE&iHHH[—:HlF”F%ﬂH?kH

h__ SuchuBuyoPk179bb317H0 icnl1UUKzH= -l|—|:|T"|'=:|'|"|"|::II|E|FFHEI-::FEE- AchRP Y ToousHT
=517 jPuHDatEd Il '"'TTFI ", "not if icat ion": {"body": "Hella Horld!", "t itle"
Pealtek Ancba" } }

HTTP/1.1 200 0K

Content-Type: E||:||:|11|'E|’[ iong '_l_lr'l_: charzet=UTF-3
Date: Thu, 16 Aug 2018 10:47:30 GHT

E wpiroz: Thu, 16 Aug 2018 10:47:30 GHT
Cache-Control: private, nax<-age=[0
m—Content-Type-0pt iohs: nosniff

m—Frane-0pt ionz: SHAEOEIGIN

b

After showing Connect to Server successful, it means that the FCM connection is successful and the message will be sent.
During the process, HTTP/1.1 200 OK will be received to indicate that the message is successfully pushed. At this time,

the mobile phone screen is opened and the App receives the message from Ameba.

ey Ny
h-—]—.l 21878116

= i Q

— -

From Realtek Ameba 4
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Code Reference

Firebase.ino

This example uses the HTTP protocol to push messages. Users can learn the payload format from the Firebase

development website.

https://firebase.google.com/docs/cloud-messaging/send-message

The main payload format in the program is as follows. The user can freely change the Title and Body of the message.

Body represents the content of the message.

char const* payload = "{" \
"\"tO\"! \nu ACCESS_TOKEN H\ll,ll \
"\"notification\": {" \

"\"body\": \"Hello World!\"," \

"\"title\" : \"From Realtek Amebal\" " \
ll} }"

setup () {
if (client.connect (server, 80)) |

Serial.println("connected to server");

// Make a HTTP request:

sprintf (message, "$s%s%s%s%s%d%s%s%s", "POST /fcm/send HTTP/1.1\nContent-Type:._
—application/json\nAuthorization: key=",SERVER_KEY, "\nHost: ",HOST_NAME, "\nContent-
—Length: ",strlen (payload), "\n\n",payload, "\n");

printf ("\nRequest:\n%s \n",message) ;

client.println (message);

client.println();

The sprintf part puts the payload into the HTTP POST content and sends the message out after connecting to the FCM

Server.
loop () {
while (client.available()) {
char ¢ = client.read();

Serial.write(c);

Waiting for the response from Server and printing out the response.
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Access IFTTT Via Ameba

Introduction to IFTTT

IFTTT, known as If This Then That, is a website and mobile app and free web-based service to create the applets, or the
chains of simple conditional statements. The applet is triggered by changes that occur within other web services such as

Gmail, Facebook, Telegram, Instagram, Pinterest etc.

Preparation
¢ AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

* An account from https://ifttt.com/ , in order to access IFTTT service*

|F'|"|"|' Sign in

A world that
works for you o Z B

IFTTT is tha free way to gat all your apps and devices talking to

each other. Mot everythi i | ice, | party )
. rything on the internet plays nice, so we're ‘#_ oty
on a mission 1o bulld a more connected weorld.

5 Cantinue with Googls H Continue with Facabook

{#f#: Upon log in, there are several cloud and online services that are integrated with IFTTT platforms.

Example
* Generate Applet from IFTTT
In this example, we obtain an example of IFTTT Applet to send email to specified recipient.

To run the example, HTTP POST feature of the Ameba is used to post a simple webhook service that

is received by IFTTT platform and in turn be used to trigger a response (sending an email).

After logging in https://ifttt.com/, click Create from the top bar.
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IFTTT My Applets Explore  Developers v

Click “Add” to add the trigger.

Create your own e

Go beyond if this then that with queries, conditional logic, multiple actions, and more!

Start free trial

You're using 2 of 3 Applets

If This €

Then That

Choose Webhooks service as shown below. Alternatively, search the service by typing into the search

bar.

IETTT G MyApplets = Activity Q Search

€ Back

Choose a service

Step 1 of 6

Q  webhookd

&S

Webhooks
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After that, the available triggers will appear. Choose Receive a Web request.

Choose a trigger

&S

Webhooks

Receive a web
request

This trigger fires every
time the Maker service
receives a web request to
notify it of an event. For
information on triggering
events, go to your Maker
service settings and then
the listed URL (web) or tap
your username (mobile)

Receive a web
request with a JSON

payload

This trigger fires every
time the Maker service
receives a web request to
notify it of an event. For
information on triggering
events, go to your Maker
service settings and then
the listed URL (web) or tap
your username {mobile)

Next, an Event Name is required to identify the trigger successfully. In this example, set the Event name

as “test_event” .
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Complete trigger fields

&S

Receive a web request

This trigger fires every time the Maker service receives a web request to notify it of an event. For information on triggering events, go to your

Maker service settings and then the listed URL (web) or tap your usemame {mobile)

Event Name

test_eve nﬂ

The name of the event, like "button_pressed" or
"front_door_opened”

Create trigger

Next, click Add in Then That field to create the action service taken in response to the last trigger.

Create your own (2]

Go beyond if this then that with queries, conditional logic, multiple actions, and more! Start free trial

You're using 2 of 3 Applets

Then That ©

Choose Email as the action service.
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Choose a service (7]

Q Email

Email Digest

Click on Send me an email.

Choose an action

N~

Send me an email

This Action will send you
an HTML based email.
Images and links are
supported.

Under the template of Send me an Email, the contents of the email, such as subject and body is

editable. Click Create Action to complete the action. Take note that Email service is offered to the
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email address registered under IFTTT account.

Complete action fields

N\
Send me an email

This Action will send you an HTML based email. Images and links are supported.

Subject

The event named " EventName "
occurred on the Maker Webhooks
service

What: EventName <br>
When: OeccurredAt <br>
Extra Data: Value1 , Value2 ,
Value3 ,

Add ingredient

Create action

* Post the Trigger via Ameba

Once the Applet is ready in the IFTTT dashboard, the example program can be flashed onto the Ameba board to post
the HTTP request.

Open the example code in “File” -> “Examples” -> “AmebaWiFi” -> “HTTP_IFTTIT_Post”

In the example program, edit the following 3 items inside the code to make the program work.

1. The WiFi credentials to connect to the Wi-Fi hotspot or access point of desirable choice.
2. Under the Host name field, enter the host name of the IFTTT service ‘“maker.ifttt.com” .

3. Under the Path name field, enter the Event name and key field “/trigger/Event name/with/key/Key
Field”

* Event name: The event name should be the same as the one specified in the IFTTT applet. In this

example, the event name is “test_event” .

» Key Field: Available under webhook service in individual IFTTT account. See the next step for
the steps to obtain the Key Field.
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HTTP_IFTTT_Post | Arduino

File Edit Sketch Tools Help

HTTP_IFTTT_Fost

1 #i h> ~
2 #
#i <WiFiClient.h>
5 |f/ This example downloads the URL "http://www.amebaiot.com"
7 ar s3id[] = "network SS5ID"; your network S5ID (name)
5 'char pass[] = "password"; your network password (use for WPA, or use as k
S int keyIndex = 0 your network key Index number [(needed only for 1
11 the server wWe want to connect to
12 kHostname[] = "maker.iftctc.com”;
14 |con char kPath[] = "/trigger/test event/with/key/<IFTTT Key>";
15 4 of milliseconds to wait without receiving any data before we give up
la kNetworkTimeout = 30 1000;
17 r of milliseconds to wait if no data is available before trying again
18 kMetwoxrkDelay = 1000
19 = WL_IDLE STATUS:
21 |woid set:plj
22E {
23 Serial.begin(115200);
24E i (status != WL _CONNECTIED) {
25 Serial.print ("Attempting to connect to SSID: ")
26 Serial.println(ssid);
27 status = WiFi.begin({ssid, pass):
28 wait 10 seconds for connection:
29 2 (10000 » v
£ >

M an COME

To obtain a key from documentation tab of the Webhooks, find the webhook service in the Explore tab.
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IFTTT QS s oo o

Explore

Q, webhooks|

&S

On the Webhooks service page, click on the Documentation tab.

IFTTT New Discord servica k’gpleh Explore Developers v .

Webhooks

Integrate other services on IFTTT with your DIY projects. You can create Applets that
work with any device or app that can make or receive a web request. If you'd like to
build your own service and Applets, check out the IFTTT platform.

Documentation

The key can be found in the documentation page. Also, information on how HTTP request can be used.

&

Your key is: <IFTTT Key>

Back to service

To trigger an Event
Make a POST or GET web request to:

https://maker.ifttt.com/trigger/ {event} /with/key/cqluc3KKpvSTRmImxZfu7p
With an optional JSON body of:

{ "valuel™ : " ", "value2™ : " ", "value3" : * "}

The data is completely optional, and you can also pass valuel, value2, and value3 @s query parameters or form variables. This content will be
passed on to the Action in your Recipe.

You can also try it with cur1 from a command line.

Once the example is ready, connect to Ameba board via USB Cable.
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On the Arduino IDE, compile the code and upload the code onto Ameba and press the reset button. After the event has
been successfully fired, “Congratulations! You have fired the test_event event” can be seen on the serial monitor and

an email reminder for this event will be delivered.

(@ cowa [P
|

RTLE19SA[Driver]: set group key to hw: alg:4(WEP40-1 WEP104-5 TKIP-2 AES-4) keyid:l

Interface 0 IP address : 172.20.10.7Connected to wifi
SSID: es

IF Address: 172.20.10.7

signal strength (RSSI):-24 dBm

Connect toc Server successful!
startedRequest ok

Got status code: 200

Content length is: 50

W |

Body returned follows:
Congratulations! You've fired the test_event event
< i | §

Autoscroll No line ending « :9600 baud - Clear output.

1

Thereafter an email is sent to recipient email account registered at IFTTT Applet and email notification will be received.

Ad9 0« 9|+ The event named "test_event” occurred on the Maker Webhooks service - Message (HTML) [E=Ral™ =

File Message & e
By 1gnore x = ﬂg . *s [5) Meeting (23 Client-web Q&A (5} To Manager N3 Rules - j (¥ Mark Unread a'jﬁ 44 Find (:%

& - (34 Team E-mail « Done il W oneote = Categorize 2 Related ~
G Junk - Delete | Reply Reply Forward — 1 Move Assign Translate Zoom
Al I More | | Reply & Delete o Create New = - [ Adions = | pyliy~ ¥ Follow Up ~ - lg Select~
Delete Respond Quick Steps ] Move Tags w Editing Zoom

From: Webhooks via IFTTT <action@ifttt.com> Sent: 'Wed 8/3/2018 3:27 PM
To: <Email>
Co
Subject: The event named “test_event” occurred on the Maker Webhooks service

L5

‘What: test_event
When: August 8, 2018 at 03:26PM

i Extra Data: ., .

&

Use Ameba To Securely Retrieve Information From The Internet

Materials

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example

This example uses Ameba to securely retrieve information from the internet using SSL. SSL is an acronym for Secure
Sockets Layer. It is a cryptographic protocol designed to provide communications security over a computer network, by

encrypting the messages passed between server and client.

Open the “WiFiSSLClient” examplein “File” -> “Examples” -> “AmebaWiFi” -> “WiFiSSLClient”
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In the sample code, modify the highlighted snippet to reflect your WiFi network settings.

&0 WiFiS5LClient | Arduing

File Edit Sketch Tools Help

New Ctrl+N

Open... Ctrl+O

Open Recent >
Sketchbook 2
Examples i
Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

PageSetup  Ctrl+Shift+P
Print Ctrl-P

Preferences  Ctrl+Comma

Quit Ctrl+Q

WiFiS5LClient clig

d setup() {
1 //Initialize g

Serial.begin(l
while (!Serial
: // wait

23 // check for g

Built-in Examples
01.Basics
02.Digital
03.Analog
04.Communication

05.Control

06.5ensors
07.Display

02.5trings

09.USB
10.5tarterkit_BasicKit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

SD

Stepper

Temboo

RETIRED

Examples for RTLB722DM/RTLB722CSM
AmebaAnalog
AmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDMS
AmebaMQOTTClient
AmebaSoftwareSerial
AmebaSPl
AmebaSys
ArmebaWiFi
AmebaWire
INCOMPATIBLE

>

rk 55ID (name)

k£ password (use for WPA, or us
k key Index number (needed onl:

>
Es for Google (using DNS)

e usage of verifying client
e usage of verifying client
e usage of verifying server

ed for native USB port only

ConnectWithWiFi
Firebase
HTTP_IFTTT_Post
ScanMetworks
SimpleServerWiFi
SimpleWebServerWiFi
UDP_Calculation
WiFiAPMode
WiFiSSLClient
WiFiUdpNtpClient
WiFildpSendReceiveString
WiFiWebClient
WiFiWebServer
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WiFiS5LClient | Arduino

File Edit Sketch Tools Help

OO0 BEE

WIFiSSLClient

Upload the code and press the reset button on Ameba once the upload is finished.

1 #include <WiFi.h> 2
char ssid[] = "yourNetwork": yvour network S55ID (name)
4 char pass|[] = "secretPassword"; ur network password (use for WPA, or us:
5 nt keyIndex = 0; your network key Index number (needed onl:
7 int status = WL IDLE STATUS:
S |char server|[] = "www.google.com";
1 char test_client key[]
11 char test_client cert]]
12 char test_ca cert[] =
14 WiFiS5SLClient client;
1 sectup () {
17 ffInitialize serial and wait for port to open:
18 Serial . begin(115200);
15[ while (!Serial) {
20 H { wait for serial port to connect. Heeded for native USB port only
23 // check for the presence of the shield:
24H if (WiFi.status() == WL _NO SHIELD) {
25 Serial.println ("WiFi shield not present"});
26 /f don't continue:
27 while (true):
25 M
£ >

M on COME

Open the serial monitor in the Arduino IDE and observe as Ameba retrieves a text file from os.mbed.com.
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@ COM9

| Send

IP Rddress: 192.168.1.134 [
MAC address: T70:1D:3:6:R1:D5
3ignal strength (R55I):-53 dBm

Starting connection to Server...

connected to server

HITE/1.1 200 OK

Date: Mon, 20 Jul 2020 04:00:08 GMT
Content-Type: text/plain

Content-Length: 14

Connection: close

Last-Modified: Sat, 17 Nowv 2018 12:02:53 GMT
ETag: "Shf003ged-="

Expires: Mon, 20 Jul 2020 14:00:03 GMT
Cache-Control: max-age=36000

Accept-Ranges: bytes
Strict-Transport-Security: max-age=3153€6000; includeSubDomains; preload

Hello world!

disconnecting from server.

Autoscroll [ ] Show timestamp Newline w | 115200 baud Clear output

Code Reference

Use “WIiFiSSLClient client;” to create a client that uses SSL. After creation, the client can be used in the same way as

a regular client.

BLE -BLE Battery Service

Materials
¢ AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

¢ Android / iOS mobile phone

Example
Introduction

BLE connections use a server client model. The server contains the data of interest, while the client connects to the server

to read the data. Commonly, a Bluetooth peripheral device acts as a server, while a Bluetooth central device acts as a
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client. Servers can contain many services, with each service containing a some set of data. Clients can send requests to

read or write some data and can also subscribe to notifications so that the server can send data updates to a client.

In this example, a basic battery service is set up on the Ameba Bluetooth stack. A mobile phone is used to connect to the

Ameba peripheral device and read the battery data.
Procedure

Ensure that the following Bluetooth apps are installed on your mobile phone. These apps will show you the raw data sent

by Ameba and allow you to interact with the data.
The recommended application is nRF connect, and is available at the links below:
* Android: https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
* i0S : https://apps.apple.com/us/app/nrf-connect/id 1054362403
LightBlue is an alternative application that can also be used, but has less features:
¢ Android: https://play.google.com/store/apps/details ?id=com.punchthrough.lightblueexplorer
* i0S : https://apps.apple.com/us/app/lightblue/id557428110

Open the example, “Files” -> “Examples” -> “AmebaBLE” -> “BLEBatteryService”

@ BLEBatteryService | Arduino 1.8.15 (Windows Store 1.8.49.0) — O X
File Edit Sketch Tools Help
New Ctrl+N
Open... Ctrl+0
Open Recent >
Sketchbook > Py
Examples &
Close Ctrl+W Arduino_LSM9DS1 >
Save Ctrl+S Bridge ’
SaveAs..  Cirl+Shift+S (Eirget ’
Firmata >
Page Setup  Ctrl+Shift+P LiquidCrystal >
Print Ctrl+P sD >
Preferences  Ctrl+Comma ELenbel ’
Temboo >
Quit Ctrl+Q RETIRED >
12 bool notify = false
13 Examples for RTL8722DM_mini
14 void readCB (BLECha AmebaAnalog ’lonniD) {
15 printf ("Charact| AmebaAudioCodec >lon %d \n", chr->getUUID().str(), connID);
16 chr->writeData8 AmebaBLE BLEBatteryClient
17} AmebaFatfsSDIO BLEBatteryService
AmebaFlashMemory BLEBeacon
7old notifCB (BLECh AmebaGPIO BLEScan cced) {
i (seed & CAITL A hehaGTimer BLEUartClient )
::-r:l"xtf("Not AmebaHttp BLEUartService connection %d \n", chr->getUUID().str
notify = tr . o )
} elee | AmebalRDevice BLEWifiConfig
printf ("Not| AmebaMDNS DHT_over BLEUart connection %d \n", chr->getUUID{).st
notify = fa AmebaMQTTClient PWM_over_BLEUart
} AmebaPowerSave >
AmebaRTC >
AmebaSoftwareSerial >
roid setup(} { AmebaSPl >
Serial.begin(l1l AmebaSys >
31 AmebaWatchdog >
32 . advdata.addFlag AmebaWii 5 . 4
AmebaWire >
NTPClient >

Examples from Custom Libraries
v

1.1. Ameba RTL8722DM 137


https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://apps.apple.com/us/app/nrf-connect/id1054362403
https://play.google.com/store/apps/details?id=com.punchthrough.lightblueexplorer
https://apps.apple.com/us/app/lightblue/id557428110

AmebaDocs, %47 0.0.1

Upload the code and press the reset button on Ameba once the upload is finished.

On your mobile phone, open the Bluetooth app and scan for the Bluetooth signal broadcast by Ameba, it should appear
as a device named “AMEBA_BLE DEV” .
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2:34 ¥ O 94H854%

= Devices STOP SCANNING ¢
SCANNER BONDED ADVERTISER

No filter

5A:E9:FB:C0:37:77
NOT BONDED 4-82dBm © 270 ms

N/A
57:B3:8B:95:B3:6B
NOT BONDED 4-92dBm © 102 ms

N/A CONNECT ¢
14:99:E2:1C:BA:0D

NOT BONDED  4-93 dBm € 180 ms

AMEBA_BLE_DEV CONNECT
70:1D:08:0B:DD:DB
NOT BONDED 4-64 dBm ©203 ms

Device type: LE only

Advertising type: Legacy

Flags: LimitedDiscoverable, BrEdrNotSupported
AMEBA_BLE_DEV

Appearance: [0] Unknown

N/A CONNECT
76:29:9E:79:7B:DA

NOT BONDED 4-81dBm ©275ms

N/A CONNECT ¢
7F:7C:F8:63:F3:BB

NOT BONDED  4-98 dBm €273 ms

N/A
7D:0F:D2:74:C4:3D
NOT BONDED 4-60dBm © 102 ms

< ®
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Connect to the Ameba Bluetooth device, and a list of available services should appear. Click on the battery service to
expand it, and you can see the battery level data value. The arrows highlighted in the box on the right are used to read

data and subscribe to notifications. Click on the single arrow to read the battery level value, and a 90% value will appear.
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2:34 B $ O 94854%

= Devices DISCONNECT :

AMEBA_BLE_DEV
ANNER BONDED  ADVERTISER 70-1D:080B:DDDB X

SERVER

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Device Name
UUID: 0x2A00
Properties: READ

Appearance
UUID: 0x2A01
Properties: READ

Peripheral Preferred Connection Parameters
UUID: 0x2A04
Properties: READ

Battery Service
UUID: 0x180F
PRIMARY SERVICE

Battery Level
UUID: 0x2A19

Properties: NOTIFY, READ
Descriptors:

Client Characteristic Configuration
UUID: 0x2902
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Click on the triple arrow to subscribe to updates on the battery level value, and the battery value will start updating by
itself.
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2:34 B $ O 94854%

= Devices DISCONNECT :

ADVERTISER  AMEBA_BLE_DEV o

ANNER BONDED 70:1D:08:0B:DD:DB

SERVER

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Device Name

UUID: 0x2A00
Properties: READ

Value: AMEBA_BLE_DEV

Appearance
UUID: 0x2A01
Properties: READ

Peripheral Preferred Connection Parameters
UUID: 0x2A04
Properties: READ

Battery Service
UUID: 0x180F
PRIMARY SERVICE

Battery Level

UUID: 0x2A19

Properties: NOTIFY, READ
Descriptors:

Client Characteristic Configuration
UUID: 0x2902

Value: Notifications enabled
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The serial monitor will show the sketch increasing the battery level every second. When you click on either of the arrows,

the sketch running on the Ameba will be notified, and will print out the action taken.

2@ COMBb

| Send

23 ~
29

30

31

32

33

34

35

36

Battery value read

37

Battery value read

33

39

40

41

Notification Disabled
42

Notification Enabled
43

44

45

4¢

47 W

[] Autoscroll ] Show timestamp Newline ~ | |115200baud Clear output

Code Reference
BLEService and BLECharacteristic classes are used to create and define the battery service to run on the Bluetooth device.

BLE.configAdvert () ->setAdvType (GAP_ADTYPE_ADV_IND) is used to set the advertisement type to a

general undirected advertisement that allows for connections.

setReadCallback () and setCCCDCallback () is used to register functions that will be called when the battery

level data is read, or notification is enabled by the user.
BLE.configServer (1) is used to tell the Bluetooth stack that there will be one service running.

addService () registers the battery service to the Bluetooth stack.

BLE -BLE Beacon

Materials
¢ AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

¢ Android / i0OS mobile phone
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Example
Introduction

A BLE beacon broadcasts its identity to nearby Bluetooth devices, to enable the other devices to determine their location

relative to the beacon, and to perform actions based on information broadcasted by the beacon.
Example applications of beacons include indoor positioning system, location-based advertising and more.

From the definition of its purpose as a broadcast device, a BLE beacon thus cannot be connected to, and can only send

information in its Bluetooth advertisement packets.
There are several BLE beacon protocols. The Ameba BLEBeacon library supports the iBeacon and AltBeacon protocols.

Procedure

First, you need to install some Bluetooth apps on your mobile phone. These apps will show you the raw data sent by

Ameba and allow you to interact with the data.

The recommended application is nRF connect, and is available at the links below:

* Android : https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
* i0S :https://apps.apple.com/us/app/nrf-connect/id 1054362403
LightBlue is an alternative application that can also be used, but has less features:
¢ Android : https://play.google.com/store/apps/details?id=com.punchthrough.lightblueexplorer
* i0S :https://apps.apple.com/us/app/lightblue/id557428110

Open the example, “Files” -> “Examples” -> “AmebaBLE” -> “BLEBeacon”
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22 BLEBeacon | Arduino

File Edit Sketch Tools Help

MNew Ctrl+MN

Open... Ctrl+ O

Open Recent >
Sketchbook >
Examples

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

Page Setup  Ctrl+Shift+P
Print Ctrl+P

Preferences  Ctrl+Comma

Quit Ctrl+Q

T VOIT OCGCEE T T

16 // For all possible
17 S/ wwi.bluetooth. con
13 beacon. setManufacturn
19 beacon.setBS55I (0xBF)
beacon.setMajor (0x00
21 bkeacon.setMinor (0x01
22 bkeacon.setUUID (UUID)

BLE.init({):

BLE.confighdvert () -:
BLE.confighdvert () -:
BLE.confighdvert () —:
BLE.beginPeripheral

[E1 I S

&

[T

R S SR U (R U V)
=] 1

L
—

void loop() |

Built-in Examples
01.Basics

02.Digital
03.Analog
04.Communication
05.Control
06.5ensors
07.Display
08.5trings

09.UsB
10.5tarterkit_Basickit
11.ArduinclSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

sD

Stepper

Temboo

RETIRED

Examples for Ameba RTLE722C5M
AmebaAnalog
ArmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDMNS
AmebaMQTTClient
AmebaSoftwareSerial
ArnebasP|
ArmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

> . o
company-identifiers

eacon.advDatadize);
. beacon.scanRspSize):

BLEBatteryService

Upload the code and press the reset button on Ameba once the upload is finished.

an COME

On your mobile phone, open the Bluetooth app and scan for the beacon signal broadcast by Ameba.
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m14 # Ov4EN%

= Devices STOP SCANNING ¢

SCANNER BONDED  ADVERTISER

== N/A
00:D1:A2:98:BD:3F
NOT BONDED A-LUW ©N/A

N/A
12:87:D3:4E:3F:9F
NOT BONDED 4-104 O N/A

N/A
60:E9:A7:F8:FC:9B
NOT BONDED 4-70dBm © 102 ms

N/A (iBeacon)
70:1D:08:0B:DD:DB
NOT BONDED 4-59 dBm ¢ 201 ms

Device type: LE only
Advertising type: Legacy
Flags: GeneralDiscoverable, BrEdrNotSupported

Company: Apple, Inc. <0x004C>

Type: Beacon <0x02>

Length of data: 21 bytes

UUID: 00112233-4455-6677-8899-aabbccddeeff
Major: 123

Minor: 456

RSSI at Tm: -65 dBm

N/A
73:6B:27:CB:DA:82
NOT BONDED 4 TPT ©N/A

N/A
60:DF:00:D6:ED:BD
NOT BONDED 4-95dBm ©265ms

| ®
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If you happen to be in an environment with multiple BLE beacons, you can tap the entries to expand them, and verify

that the beacon data is identical to the data in the sketch.

Code Reference

setRssi () is used to set the received signal strength indicator (rssi) data field for a beacon. The specification states
that this should be the received signal strength from the beacon at a 1 meter distance. With no method to measure this, it

is set to -65dBm as an estimate.

setMajor () and setMinor () are used to set the two data fields. The purpose of these data are left for the manu-

facturer of the beacon to define, and can be used in any way.

setUUID () isused to give the beacon a universally unique identifier (UUID). This is a 128-bit number usually expressed

as a hexadecimal string. It is used to identify each unique beacon, and can be randomly generated for free online.

The BLEBeacon library includes both iBeacon and AltBeacon classes, replace line 6 iBeacon with altBeacon to create an
AltBeacon instead. The data fields are mostly the same, with only minor changes, please look at the header files for more

details.
BLE.init () is used to allocate memory and prepare Ameba for starting the Bluetooth stack.

BLE.configAdvert () is used to configure the Bluetooth advertisement settings, to which we pass the beacon data

and set the device as non-connectable.

BLE.beginPeripheral () starts Ameba in Bluetooth peripheral mode, after which it will begin to advertise with

the beacon data provided.

BLE -BLE Scan

Materials
¢ AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

¢ Android / iOS mobile phone

Example
Introduction

This example configures the Ameba as a Bluetooth central device, uses the scan functionality to scan for other Bluetooth

devices, and prints out the results to the serial monitor.
Procedure

Open the example, “Files” -> “Examples” -> “AmebaBLE” -> “BLEScan”
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Upload the code and press the reset button on Ameba once the upload is finished.

88 BLEScan | Arduino

File Edit Sketch Tools Help

Mew Ctrl+N

Open... Ctrl+0

Open Recent >
Sketchbook b4
Examples i
Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

PageSetup  Ctrl+Shift+P
Print Ctrl+P

Preferences  Ctrl+Comma

Quit Ctrl+Q

e
BLE.configScan()->3g
BLE.configScan () ->sq

funct:
BLE. setScanCallback |
BLE.beginCentral (0) 7

BLE.configScan()->3ty

id loop() {

Built-in Examples
01.Basics

02.Digital

03.Analog
04.Communication
05.Control
06.Sensors
07.Display
08.5trings

09.USB
10.5tarterkKit_BasicKit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

SD

Stepper

Temboo

RETIRED

Examples for Ameba RTL8722C5M

Amebanalog
ArmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
ArmebaHttp
AmebalRDevice
AmebaMDNS
AmebaMOTTClient
AmebaSoftwareSerial
AmebaSPl
AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

n lasts for 250ms

fecanl is used

5 seconds, then stop

BLEBatteryService
BLEBeacon
BLEScan

Open the Arduino serial monitor, and you should see the scan results of nearby Bluetooth devices formatted and printed

out.
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2]

Send

#calibration_ok:[2:15:11]
interface 0 is initialized
interface 1 is initialized

Initializing WIFI

WIFI initialized

local bd addr: 0x70:14:08:0b:dd:db
GAP scan Start

Scan Data 1

ADVIype | RddrType | BI_Addr | rssi
HON_CONNECTAELE | random | 79:cl:lf:ed:21:75 | -94
GAP_ADTYPE_MRANWNUFACTURER_SPECIFIC: company_id 0x6€, len 27

Scan Data 2

ADVType | RddrType | BT_Addr | ra3si
HON_CONNECTABLE | random | 4c:19:13:18:£4:b5 | -588
GAP ADTYPE MRANUFACTURER_ SPECIFIC: company_id 0xé, len 27

Scan Data 3

ATV Type | RddrType | BT_Rddr | rasi
NCON_CONNECTABLE | random | 58:aardd:87:da:83 | -82
GRAP_ADTYPE MANUFACTURER SPECIFIC: company id 0Oxé, len 27

Scan Data 4

ADVIype | RddrType | BI_Addr | rssi
CON_UNDIRECT | random | c7:b8:7f:1e:fb:28 | -9€
GAP_ADTYPE_FLAGS: 0x5

GRP_ADTYPE SERVICE DATA: UUID Oxfffe, len 4

Scan Data 5

ADVType | RddrType | BT_Addr | rssi
CON_UNDIRECT | random | 6b:37:ce:55:75:65 | -582
GAP_RDTIYPFE FLAGS: 0xla

GAP_ADTYPE_POWER_LEVEL: Oxc

GRAP_ADTYPE MANUFACTURER SPECIFIC: company id 0Oxdc, len 7

Scan Data ©

ADVType | RddrType | BT_Addr | rssi
CON_UNDIRECT | pubklic | 62:%=:1%:ch:ef:a% | -78
GAP_ADTYPE_FLAGS: 0xé

GAP_ADTYPE_128BIT_X¥X: OxlbcS5ffal020062abedlli2S4e005dbdd
GAP_RDTYPE_MRWUFACTURER_SPECIFIC: company_id 0Oxc90, len 2

Scan Data 7

ADVType | RddrType | BT_Addr | ra3si
SCAN_RSFE | pubklic | 62:%=:1%:ch:ef:a% | -78
Autoscroll [] Show timestamp Newline Clear output

If you have the Bluetooth app nRF Connect installed, you can also use it to send out Bluetooth advertisements for the

Ameba to pick up.

Code Reference

setScanMode (GAP_SCAN_MODE_ACTIVE) is used to set the scan mode. Active scanning will request for an

additional scan response data packet from a device when it is found. Passive scanning will only look at the advertisement

data, and not request for additional data.

150

Chapter 1. Arduino SDK




AmebaDocs, 475 0.0.1

setScanInterval () and setScanWindow () are used to set the frequency and duration of scans in milliseconds.
A scan will start every interval duration, and each scan will last for the scan window duration. The scan window duration
should be lesser or equal to the scan interval. Set a short interval to discover devices rapidly, set a long interval to conserve

power.

setScanCallback (scanFunction) is used to register a function to be called when scan results are received.
This can be used to set a user function for additional processing of scan data, such as looking for a specific device. If no

function is registered, the scan results are formatted and printed to the serial monitor by default.

beginCentral (0) is used to start the Bluetooth stack in Central mode. The argument O is used to indicate that no

clients will be operating in central mode.

startScan (5000) is used to start the scanning process for a specified duration of 5000 milliseconds. The scan will
repeat according to the set scan interval and scan window values. After 5000 milliseconds, the scan process will stop, and

will be ready to be started again.

BLE -Battery Client

Materials

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

Example
Introduction

BLE connections use a server client model. The server contains the data of interest, while the client connects to the server
to read the data. Commonly, a Bluetooth peripheral device acts as a server, while a Bluetooth central device acts as a
client. Servers can contain many services, with each service containing a some set of data. Clients can send requests to

read or write some data and can also subscribe to notifications so that the server can send data updates to a client.

In this example, a basic battery client is set up on the Ameba Bluetooth stack. The client connects to another Ameba

board running the corresponding BLE battery service to read the battery level data.
Procedure
On the first Ameba board, upload the BLEBatteryService example code and let it run.

For the second Ameba board, open the example “Files” -> “Examples” -> “AmebaBLE” ->

“BLEBatteryClient” .
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File Edit Sketch Tools Help

New Ctrl+N

Open... Ctrl+0

Open Recent >
Sketchbook 2
Examples

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

PageSetup  Ctrl+Shift+P
Print Ctrl-P

Preferences  Ctrl+Comma

Quit Ctrl+Q

foundDevic
Serial

1 Serial

2 Serial

iscoveryCB {uint
£ (service_found)
Serial &

@ BLEBatteryClient | Arduine 1.8.13

Built-in Examples
01.Basics
02.Digital
03.Analog
04.Communication

05.Control

06.5ensors
07.Display

02.5trings

09.USB
10.5tarterkit_BasicKit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

SD

Stepper

Temboo

RETIRED

Examples for RTL8722DM/RTLET22CSM

Amebahnalog
AmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
AmebaHttp
AmebalRDevice
AmebaMDMS
AmebaMQOTTClient
AmebaSoftwareSerial
AmebaSPl
AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

NI

BLEBatteryClient
BLEBatteryService
BLEBeacon
BLEScan
BLEWifiConfig

Upload the code and press the reset button on Ameba once the upload is finished.

Open the serial monitor and observe the log messages as the Ameba board with the battery client scans, connects, and

reads data from the Ameba board with the battery service.
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o COMY - O
Send
DOFCALIDTATION OKY [Z71971L] .
interface 0 is initialized
interface 1 is initialized
Initializing WIFI ...
WIFI initialized
[BLE Device] Local BT addr: 70:1d:08:0b:fe:d2
[BLE Device] GAP scan start
Found Ameba BLE Device at address 70:1D:08:0B:DD:DB
Found Battery Service at address 70:1D:085:0B:DD:DB
[BLE Device] GAP scan stop
[BLE Device] Connected conn id 0
BLE connected to device at 0
Battery service found on connection id: 0
Battery level read callback for connection id: O Battery level: S0
Notifications Enabled
Notification received for connection id: 0 Battery level: &
Notification received for connecticn id: 0 Battery level: 10
Notification received for connection id: 0 Battery level: 11
Notification received for connecticn id: 0 Battery level: 12
Notification received for conmection id: 0 Battery lewvel: 13
Battery level read callback for connection id: O Battery level: S0
Notification received for connection id: 0 Battery level: 14
Notification received for connection id: 0 Battery level: 15
Notification received for connecticn id: 0 Battery level: 16
Notification received for connection id: 0 Battery level: 17
Notification received for connecticn id: 0 Battery level: 18
Notifications Disabled
v
[#] Autoscroll [[] Show timestamp Newline ~| |115200 baud

Highlighted in yellow, the Ameba board with the battery client first scans for advertising BLE devices with the advertised
device name “AMEBA_BLE_DEV” and the advertised service UUID of 0x180F representing the battery service.

After finding the target device, the Ameba board with the battery client forms a BLE connection and searches for a battery

service on the connected device, highlighted in blue.

With the client connected to the service, the battery client begins to read data using both regular data reads and notifica-

tions, highlighted in green.

Code Reference
BLEClient is used to create a client object to discover services and characteristics on the connected device.

e setNotifyCallback () is used to register a function that will be called when a battery level notification is

received.
e BLE.configClient () is used to configure the Bluetooth stack for client operation.

e addClient (connID) creates a new BLEClient object that corresponds to the connected device.

BLE -WiFi Configuration Service

Materials

e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

¢ Android / i0OS mobile phone
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Example
Introduction

In this example, a WiFi configuration service is set up on the Ameba Bluetooth stack. A mobile phone with the config-
uration app connects to the Ameba device using BLE and configures the Ameba to connect to the correct WiFi access

point.
Procedure

Ensure that the Realtek WiFi configuration app is installed on your mobile phone, it is available at:

—Google Play Store: https://play.google.com/store/apps/details?id=com.rtk.btconfig
—Apple App Store: https://apps.apple.com/sg/app/easy-wifi-config/id1194919510

Open the example, “Files” -> “Examples” —-> “AmebaBLE” -> “BLEWifiConfigService”

e BLEWifiConfig | Arduino 1.8.13
File Edit Sketch Tools Help

New Ctrl+N
Open... Ctrl+0
Open Recent >
Sketchbook > ~
Examples 3 Built-in Examples
Clese Crl+W 01.Basics >
Save Ctrl+5 02.Digital ?
Save As... Ctrl+Shift+5 03.Analog >
Page Setup  Cirb+ShiftP 04 Communication ’
Print Ctrl+P 05 Control ’
06.Sensors >
Preferences  Ctrl+Comma 07 Display >
Quit Ctrl+0Q 08 Strings ’
09.UsB ke
10.5tarterKit_BasicKit >
11.ArduinolSP >
Examples for any board T N 11:?5-:?1,_,_['3#
ising to stop, then rt advertis
Adafruit Circuit Playground >
Bridge >
Ethernet b
Firmata 4
LiquidCrystal »
sD >
Stepper >
01 Temboo >
7(1000) RETIRED )

Examples for RTL8722DM/RTLA722CSM
Amebahnalog >
AmebaBLE : BLEBatteryClient

AmebaFlashMemory 3 BLEBatteryService
AmebaGPIO b BLEBeacon
AmebaGTimer 3 BLEScan
AmebaHttp BLEWifiConfig
AmebalRDevice
AmebaMDNS
AmebaMOTTClient
ArnebaSoftwareSerial
AmebaSPl

AmebaSys
AmebaWiFi
AmebaWire
INCOMPATIBLE

>
>
>
>
>
>
>
b
>

Upload the code and press the reset button on Ameba once the upload is finished.
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On your mobile phone, open the Realtek WiFiConfig app and tap the round button to scan for Ameba boards.

11:52 ¥ O 94E84%

WiFiConfig @

&

[=]
[=]

[=]

Select the correct Ameba board from the scan results. The app will connect to the Ameba board and ask the board to

scan for WiFi networks and send the scan results back to the app using BLE.
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O vd4E82%

Choose device to configure

Ameba_0BFED2

Cancel

156 Chapter 1. Arduino SDK



AmebaDocs, 475 0.0.1

O 94884%

Scan WiFi AP

Waiting...
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WiFiConfig @

iiDDDU

-2}

il

[+ 2]

il

[+

ooll]

-2}

ooll]

[+ 2]

il

[+

ooll]

[
|
|
|
|
|
|
il
|
|
[
[
[
I

-2}

[+ 2]

il

-2}

ooll]

-2}

il

[+ 2]

ol

&

il

Please choose target AP to connect

‘iDDDU

If your phone is currently connected to a WiFi network, the app will ask for the WiFi password to connect the Ameba
board to the same WiFi network. Tap “Select AP” to choose another WiFi network, or enter the password and tap

continue to connect Ameba to the selected WiFi network.
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11:53 B ¥ O 94084%

Enter the password for AP "

Select AP Continue

After the Ameba board connects to the WiFi network, the following message will be shown. Tap “Try another AP” to
connect to another WiFi network or tap “Confirm” to keep the current WiFi network and disconnect BLE from the
Ameba board.
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O Vd4E84%

Configure Success

Name:

Quality: m‘

Code Reference
BLEWifiConfigService is used to create an instance of the WiFi configuration service to run on the Bluetooth device.

BLE.configAdvert () ->setAdvType (configService.advData ()) is used to set the correct advertise-

ment data necessary for the phone app to find the Ameba Bluetooth device.
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BLE -BLE UART Client

Materials

* AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 2

Example
Introduction

In this example, two RTL8722 boards are connected using BLE. One board runs a BLE UART service, while the other

connects to the service using a client and both boards are able to communicate with text messages over the UART service.
Procedure
On the first board, upload the BLE UART service example code. Refer to the example guide for detailed instructions.

For the second board, open the example, “Files” -> “Examples” -> “AmebaBLE” -> “BLEUartClient”
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& BlEUartClient | Arduing

File Edit Sketch Tools Help
New Ctrl=N
Open... Ctrl+0

Open Recent ¥
Sketchbook >
Examples A
Close CtrleW Built-in Examples
01.Basics

02.Digital

03.Analog

Save Ctrl+5
Save As... Ctrl+Shift+5

PageSetup  Ctrl+Shift+P R

Print Ctrl+P 05.Control

Preferences  Ctrl+Comma
07.Display

08.5trings
15 BLERemoteCharacteristic 09.USB

Quit Ctrl+Q

- 10.5tarterkit_BasicKit
17 void scanCB(T_LE_CB_DAT

18 foundDevice.pa g
if (foundDevice.

>
>
>
>
b
06.5ensors >
>
>
>
>
>

11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata
LiquidCrystal
SD

Hata, uintlé_t lem) {

Stepper
Temboo

RETIRED

Examples for RTL8722DM/RTLB722CS5M
Amebanalog >

ArmebaBLE 3 BLEBatteryClient
AmebaFlashMemory | BLEBatteryService
AmebaGPIO | BLEBeacon
AmebaGTimer 3 BLEScan
ArmebaHttp | BLEUartClient
AmebalRDevice 3 BLEUartService
AmebaMDNS | BLEWifiConfig
AmebaMQOTTClient | DHT_over_BLEUart
AmebaPowerSave 3 PVWM_over_BLEUart
AmebaRTC
AmebaSoftwareSerial
AmebaSPl

M on COME

AmebaSys
AmebaWatchdog
AmebaWiFi
AmebaWire
NTPClient

Examples from Custom Libraries

Adafruit BuslO 4

Adafruit GFX Library >

Adafruit NeoPixel 4
¥

Upload the code and press the reset button on Ameba once the upload is finished.

Reset the UART service board first, wait for the BLE advertisement process to begin, and reset the UART client board.
The client board should scan, discover, and connect to the service board. After connecting, the client board will verify
that the correct UART service exists on the service board, before enabling notifications on the TX characteristic. Any

message typed in the serial terminal will be sent to the other board using the UART service.
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o COMS

| Send

#calibration ok:[2:19:11]
interface 0 is initialized
interface 1 is initialized

Initializing WIFI ...

WIFI initialized

[BLE Device] Local BT addr: 70:1d:08:0b:fe:d2

[BLE Device] GAP scan Start

Found Ameba BLE Device at address 70:1D:08:0B:DD:DB
[BLE Device] GAP scan Stop

[BLE Device] Connected conn_id 0

Discovering services of connected device...

TX characteristic found

RY characteristic found

Notification received for chr UUID: 6e400003-bSa3-£393-20a%-e50e24dccade
Received string: message from service to client

Autoscroll [] Show timestamp Newline ~  |115200baud | = Clear output

Code Reference

The BLEClient class is used to discover the services that exist on a connected BLE device. The discovery process will
create BLERemoteService, BLERemoteCharacteristic and BLERemoteDescriptor objects corresponding to the services,
characteristics and descriptors that exist on the connected device. These objects can then be used to read and write data

to the connected device.

BLE -BLE UART Service

Materials
¢ AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

* Android / iOS smartphone

Example

Introduction

With BLE, application data is sent and received using the GATT system. GATT uses services, characteristics, and
attributes to organise data and control how the data can be read from and written to. The Bluetooth SIG specification for
BLE includes several predefined services for common applications, but users are free to implement custom services and

characteristics to best fit their data structure and application needs
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In this example, the BLEService and BLECharacteristic classes are used to implement a custom service for transmitting
ASCII characters similar to regular UART. This custom service is the Nordic UART Service, which is supported in

several smartphone apps.

Procedure

Ensure that a compatible BLE UART app is installed on your smartphone, it is available at:
—Google Play Store:
https://play.google.com/store/apps/details?id=com.adafruit.bluefruit.le.connect

https://play.google.com/store/apps/details?id=de.kai_morich.serial_bluetooth_terminal

—Apple App Store:
https://apps.apple.com/us/app/bluefruit-connect/id§30125974

Open the example, “Files” -> “Examples” —-> “AmebaBLE” -> “BLEUartService” .
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@ BLEUartService | Arduino

File Edit Sketch Tools Help

New Ctrl+N
Open... Ctrl+0
Open Recent >
Sketchbook > ~
Examples i Built-in Examples
Close Ctrl+W 01.Basics
Save Ctrl+5 02.Digital
Save As... Ctrl+Shift+5 03.Analog
04.Communication >
PageSetup  Ctrl+Shift+P
05.Control 4
Print Ctrl+P
06.Sensors >
Preferences  Ctrl+Comma 07.Display >
>
— 02.5trings
- 09.USB >
- 10.5tarterkit_BasicKit >
1 TxRxStrBuf [STRING
11.ArduinolSP >

© strlength:

Examples for any board

readCB (BLECharact

£("Characteristi Adafruit Circuit Playground * 9etUUID{) .5tz (), connlD);

1 Bridge

Ethernet

id writeCB (BLECharag

. Firmata

if (chr-»getDatalen() LiquidCrystal
strlength = chr->ge 0

2 Serial. "]
Serial.
Serial.

¥ RETIRED

»getUUID() .ste(), connlID):

F_SIZE};

Stepper

Temboo

Examples for RTL8722DM/RTLET22CSM
oid notifCB (BLECharag
if (cced & GATT_CLIEN

): £("Notificatig

Amebahnalog b oeeed) |

AmebaBLE 3 BLEBatteryClient
True; ArmebaFlashMemory 3 BLEBatteryService
AmebaGPIO 3 BLEBeacon
AmebaGTimer 3 BLEScan
AmebaHttp | BLEUartService
AmebalRDevice | BLEWifiConfig
AmebaMDNS
AmebaMQTTClient
AmebaPowerSave
AmebaSoftwareSerial
AmebaSPl

Lr->getUUID ()

AmebaSys
AmebaWiFi
AmebaWire
NTPClient

>
>
>
>
>
>
>
>
>

n COME

Examples from Custom Libraries

Adafruit BuslO 4
Adafruit GFX Library >
INCOMPATIBLE >

Upload the code and press the reset button on Ameba once the upload is finished.

Open the app on your smartphone, scan and connect to the Ameba board shown as “AMEBA_BLE_DEV” and
choose the UART function in the app. Note that the BLE UART service on the Ameba board will only work with the
UART and Plotter functions in the Bluefruit Connect app, other functions (Pin I/O, Image Transfer) require other BLE

services that are not included in this example.
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3:21 * © vd4E72%

Select Device ©)

> No filter selected

> Multiple UART mode (I

1 AMEBA_BLE_DEV CONNECT

Uart capable

CONNECT

=l CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

o CONNECT
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* O v4AE72%

< Modules

DEVICE

AMEBA_BLE_DEV
il -58 dBm

MODULES

E= Info
PS, UART
-~ Plotter
%% pinl/o
-'- C

s ontroller

Thermal Camera

AN

Image Transfer

In the UART terminal section of the app, enter a message and click send. You should see the message appear in the

Arduino serial monitor.

In the Arduino serial monitor, enter a message and click send. The message will appear in the smartphone app.
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© vd4E72%

" A®

message from app to Ameba
message from Ameba to smartphone app

SEND

Sent: 26 bytes Received: 37 bytes

<4 C
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e COM9I

| Send

#calibration ok:[2:19:11]
interface 0 is initialized
interface 1 is initialized

Initializing WIFI ...

WIFI initialized

[BLE Device] Local BT addr: 70:1d:08:0b:fe:d2

[BLE Device] GAP adv start

[BLE Device] GAP adv stopped: because connection created

[BLE Device] BT Connected

Notifications enabled on Characteristic &ée400003-b5a3-f393-e0a%-e50e24dcca% for connecticn 0
Characteristic €2400002-b5a3-£393-e0a%-e50e24dccade write by connecticon 0 :

Received string: message from app to Ameba

Autoscroll [] Show timestamp Newline « | |115200baud | | Clear output

Code Reference

The BLECharacteristic class is used to create two characteristics, one for receive (Rx) and one for transmit (Tx), and
added to a service created with the BLEService class.

The required read/write/notify properties are set for each characteristic using the set___Property () methods, and
callback functions are registered using the set___Callback () methods. The required buffer size is also set for each
characteristic so that it has enough memory to store a complete string.

When data is written to the receive characteristic, the registered callback function is called, which prints out the received
data as a string to the serial monitor.

When data is received on the serial port, it is copied into the transmit characteristic buffer, and the notify () method

is used to inform the connected device of the new data.

BLE -DHT over BLE UART

Materials

* AmebaD [RTL8722DM/ RTL8722CSM/ RTL8722DM MINI] x 1
e DHT11 or DHT22 or DHT21

¢ Android / iOS smartphone
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Example
Introduction

In this example, the data obtained from a DHT temperature and humidity sensor are transmitted over a BLE UART
service to a smartphone. Refer to the other examples for detailed explanations of using the DHT sensor and the BLE
UART service.

Procedure

Connect the DHT sensor to the Ameba board following the diagram.

RTLS8722DM / RTL8722CSM:

=]
-
<
I
=
5]
<
A

RTL8722DM MINI:
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O

UART
DOWNLOAD

Ensure that a compatible BLE UART app is installed on your smartphone, it is available at:
- Google Play Store:

https://play.google.com/store/apps/details ?id=com.adafruit.bluefruit.le.connecta>https:

/Iplay.google.com/store/apps/details?id=de.kai_morich.serial_bluetooth_terminal

- Apple App Store:
https://apps.apple.com/us/app/bluefruit-connect/id§30125974

Open the example, “Files” -> “Examples” -> “AmebaBLE” -> “DHT_over_BLEUart” .
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Upload the code and press the reset button on Ameba once the upload is finished.

Open the app on your smartphone, scan and connect to the Ameba board shown as

@ DHT_over_BLEUart | Arduino = O

File Edit Sketch Tools Help

DHT_over_BLEUart

2 #include "BLEDevice.h”
#include "DHT.h"

UART_SERVICE_UUID
CHARRCTERISTIC UUID RX
CHARACTERISTIC_UUID TX "6E400003-BSA3-F393-EO0

A9-ES0E24DCCRSE™

e STRING_BUF SIZE 100

1|// The digital pin we're connected to.

type you're using!

DHTTYPE DHT22
HITYPE T21

DHET dht (DHTPIN, DHTTYPE):

BLEService UartService (UART_SERVICE_UUID) ;
BLECharacteristic Ru(CHARACTERISTIC UUID_RX):
BLECharacteristic Tx(CHARACTERISTIC UUID TX);
advdata;

scndata;

TxRxStrBuf [STRING_BUF_SIZE] = [0}:
16_t strlength;

oid writeCB (BLECharacteristic* chr, uintS_t connID) |

‘haracteristic %s write by connection %d :\n", chr->getUUID().str({}, connID):
if (chr->getDatalen{) > 0) [

strlength = chr->getData((uint_t*)TxRxStrBuf, STRING_BUF_SIZE);

Serial t("Received string: ");

Serial.write (TXRxStrBuf, strlength);

Serial tln():

d notifCB (BLECharacteristic* chr, uinté_t connID, uintlé_t cced) {
41 if (coccd & GATT CLIENT CHAR CONFIG NOTIFY) {

4 nrint£I"Narificatinna anahled nn Characteriatic %2 for connection 24 An"  chr—SaetTITRO ot

choose the UART function in the app.

“AMEBA_BLE_DEV” and
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3:21 * © vd4E72%

Select Device ©)

> No filter selected

> Multiple UART mode (I

1 AMEBA_BLE_DEV CONNECT

Uart capable

CONNECT

=l CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

o CONNECT
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* O v4AE72%

< Modules

DEVICE

AMEBA_BLE_DEV
1 | -58 dBm

MODULES

= Info

UART

L

Plotter

-
-
-

Pin 1/0

Controller

Thermal Camera

AN

Image Transfer

After starting the UART function, notifications should be received every 5 seconds containing the measured temperature

and humidity.
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© v.d4dE81%

" ©

Humidity: 59% Temperature: 27°C
Humidity: 59% Temperature: 27°C
Humidity: 62% Temperature: 27°C
Humidity: 67% Temperature: 27°C
Humidity: 69% Temperature: 27°C
Humidity: 88% Temperature: 27°C

SEND

Sent: O bytes Received: 198 bytes

< @®

BLE -PWM over BLE UART

Materials
e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

* RGB LED
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¢ Android / iOS smartphone

Example
Introduction

In this example, a smartphone app is used to transmit commands over BLE UART to control the PWM outputs and
change the color of a RGB LED. Refer to the other example guides for detailed explanations of the BLE UART service.

Procedure

Connect the RGB LED to the RTL8722 board following the diagram, the common LED pin may need to connect to 3.3V
or GND depending on the type of LED (common anode / common cathode).

RTL8722DM / RTL8722CSM:

a
<
= o
®
<=
o=
o
a

® @ ¢ & & & 0 0 0 00
® e @ °® o 0 0 0 0 0 9
® o 9o ® e 0 0 0 0
® ® o o o 0 0 0 0 00
® o o o o o o ° 0 0 0
® @ & & & 0 0 0 0 00
® @ @ & 0 0 0 0 00
o & 0 & 0 0 0 0 0 00
® e 0o o o e ° 0 0 e e
® @ ° o o o 0 0 0 0 0

RTL8722DM MINI:
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!

—

i
L

* O ° ® ° 0 ® 9 0 e
® @ o o ° 0 0 O 0 0 " 0D
* @ o ® @ O 0 O 0 0 00D
* @ o 9 @ O 9 " ° 0 " e
® @ o & o & ° ° 0 00
v e ve e v e
* O 0 e ° " e e 0 e
o O o e O " O O " 0
® @ ® @ " e e " e e

Ensure that the required app is installed on your smartphone, it is available at:
—Google Play Store:

https://play.google.com/store/apps/details?id=com.adafruit.bluefruit.le.connect

—Apple App Store:
https://apps.apple.com/us/app/bluefruit-connect/id830125974

Open the example, “Files” -> “Examples” -> “AmebaBLE” -> “PWM_over_BLEUart” .

Upload the code and press the reset button on Ameba once the upload is finished.
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File

PWM _over_BLEUart | Arduine

Edit Sketch Tools Help

Mew Ctrl+N

Open... Ctrl+0

Open Recent >
Sketchbook b4
Examples

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

PageSetup  Ctrl+Shift+P
Print Ctrl+P

Preferences  Ctrl+Comma

7 BLI

Quit Ctrl+Q

BLECharacteristic Rx(C
BLECharacteristic Tx(Q
advdata;

d readCB (BLECharacg
"Characteri

d writeCB (BLECharsy
"Characteri|
uintlé t datalen =
if (datalen > 0) [

if (chr->readD
5_t o
chr->getDa
if (comman

A
Built-in Examples
01.Basics
02.Digital
03.Analog
04.Communication
05.Control
06.Sensors
07.Display
08.5trings
09.USB
10.5tarterkKit_BasicKit
11.ArduinolSP

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiquidCrystal

SD

Stepper

Temboo

RETIRED

Examples for RTL8722DM/RTLE722CSM

Amebanalog
ArmebaBLE
AmebaFlashMemory
AmebaGPIO
AmebaGTimer
ArmebaHttp
AmebalRDevice
AmebaMDNS
AmebaMQOTTClient
AmebaPowerSave
AmebaRTC
AmebaSoftwareSerial
AmebaSPl
AmebaSys
AmebaWatchdog
AmebaWiFi
AmebaWire
NTPClient

Examples from Custom Libraries
Adafruit BuslO
Adafruit GFX Library

Adafruit NeoPixel
¥

>
5 E24DCCRSE™

E24DCCRASE™
E24DCCRASE™

Ep->getUUID() .stx(), comnID):

chr->getUUID().str(}, connID);

", command[2], command[3], com

BLEBatteryClient
BLEBatteryService
BLEBeacon
BLEScan
BLEUartClient
BLEUartService
BLEWifiConfig
DHT_over_BLEUart

coma

Open the app on your smartphone, scan and connect to the board shown as “AMEBA_BLE_DEV” and choose the

controller -> color picker function in the app.
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3:21 * © vd4E72%

Select Device ©)

> No filter selected

> Multiple UART mode (I

1 AMEBA_BLE_DEV CONNECT

Uart capable

CONNECT

=l CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

CONNECT

o CONNECT
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* O v4AE72%

< Modules

DEVICE

AMEBA_BLE_DEV
all -58 dBm

MODULES

= Info

UART

L

Plotter

-
-
-

Pin 1/0

Controller

Thermal Camera

AN

Image Transfer
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3:26 F o O V4 H66%

< Controller ©)

AVAILABLE PINS

Quaternion

Accelerometer

Gyro

Magnetometer

Location

AVAILABLE PINS

Control Pad

Color Picker

Using the color selection wheel, saturation, and brightness sliders, choose a desired color and click select to send the RGB
values to the board. You should see the RGB LED change to the matching color.
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3:28 ¥ - O ¥dE66%

TN\

< Color Picker

RGB: 1-0-255

SELECT

Code Reference

[ b

The RGB values are sent as three consecutive bytes prefixed by “!C” characters. The exclamation mark is used to
indicate that the following data is a command, and the “C” character is used to indicate that the data is RGB values. The
received UART message is checked in the callback function for “!C” first, otherwise it is treated as a regular message

and printed to the serial terminal.
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BLE - HID Gamepad

Materials
e AmebaD [RTL8722DM/RTL8722CSM/RTL8722DM MINI] x 1

* BLE capable host device [Windows / Linux / MacOS / Android

Example

Introduction

In this example, the RTL8722 board emulates a HID gamepad connected using BLE.
Procedure

Open the example, “Files” -> “Examples” -> “AmebaBLE” -> BLEHIDGamepad.
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®@ BLEHIDGamepad | Arduine
File Edit Sketch Tools Help

Mew Chrl+MN

QOpen... Ctrl+0

Open Recent »
Sketchbook ¥
Examples ;
Close Chrl+W

Save Ctrl+5

Save As... Ctrl+5Shift+5
Page Setup  Ctrl+Shift+P
Print Ctrl+P
Preferences  Ctrl+Comma
Quit Ctrl+

o T Do reIVITEYD

36 BLE. ad

41|}

43 wolid loop() {

44 if (BLE.c 5

45 Serial.println("Mow

g // Press buttons 5
£

iy
Built-in Examples
01.Basics
02.Digital
03.Analog
4.Communicaticn
03.Control
06.5ensors
07.Display
08.5trings
0%.USE
10.5tarterkit_BasicKit
11.Arduincl5P

Examples for any board
Adafruit Circuit Playground
Arduino_LSMED51
Arduino_TensorFlowLite
Bridge

Ethernet

Firmata

LiquidCrystal

5D

Stepper

Temboo

RETIRED

Examples for RTL8720DN(BW16)
AmebaAnaleg
ArmebafudicCodec
ArnebaBLE
ArnebaFatfsSDNO
AmebaFlashMemory
AmebaGPIO
ArmebaGTimer
ArmnebaHttp
ArmebalRDevice
ArnebaMDNS
AmebaMOTTClient
AmebaPowerSave
AmebaRTC
AmebaSoftwareSerial
AmebasPI
ArnebaSys
ArmebaWatchdog
ArnebaWire
NTPClient

WiFi

»

pwvide the HID Gamepad class w

ms™)
it DPAD (hat 1) to down right ¥
>

(hid_gamepad report_d

BLEBatteryClient
BLEBatteryService
BLEBeacon
BLEHIDGamepad
BLEHIDKeyboard
BLEHIDMouse
BLEScan
BLEUartClient
BLEUartService
BLEWifiConfig
DHT_over BLEUart
PWM_over_BLEUart
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Upload the code and press the reset button once the upload is finished.

Immediately after reset, the board will begin BLE advertising as “AMEBA_BLE_HID” . On your host device, go to

the Bluetooth settings menu, scan, and connect to the board.
You should ensure that the connection process is completed before proceeding.

On Windows, ensure that any driver installation is finished, and the board shows up in the Bluetooth menu under the

“Mouse, keyboard & pen” category.

0
0

0oz B8

9

Bos

FO

W

On Android, ensure that “Input device” is enabled for the board.
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5:27 B O %9V4U39%

& Device details Z QA ®

AMEBA_BLE_HID

X

Disconnect

Input device

©) Device's Bluetooth address: 70:1D:08:0B:FE:D2

After the Bluetooth connection process is completed, the board is ready to send gamepad input to the host device.

Connect digital pin 8 to 3.3V to start sending input, and connect to GND to stop.

To view the input, open a browser window and go to Gamepad Tester. The connected gamepad device should show up

here, and some of the buttons and axes should show changing values.
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o L .
Home For Developers Controllers Codes Browser Support Dataset

AMEBA_BLE_HID (Vendor: 005d Produ

INDEX  CONNECTE G TIMESTAMF
0 Yes n/a 30328.90000

; | Hand ayl
nfa nfa nfa nfa nfa

E c
0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00 0.00 0.00

14 B1
0.00 1.00

5 3 IS IS €
1.00000 1.00000 1.00000 1.00000 1.00000 1.00000 1.00000

Gamepad Tester and Debugger

On Windows, gamepad input can also be viewed by going to “Control Panel” -> “Devices and Printers” ->

B1 B1
0.00 0.00

AXI
1.00000

Top controllers

“AMEBA_BLE_HID” -> “Game Controller Settings” -> “Properties” . The buttons and axes should also show

changing values here.
Wt Devices and Printers

L o v 4 KH <« All Control Panel ltems » Devices and Printers

Add a device Add a printer Remove device

~ Devices (13)

’-

ZACSICN

s

AMEBA_BLE_HID FilQ UTWS3 L FiiQ UTWS3 R GE15 RGB HID Keyboard HID-compliant
= MECHANICAL Device mouse
¥4 Game controller settings GAMING

Create shortcut KEVEOARD

) Remove device
Troubleshoot

\ Properties

Samsung S5D Steam Controller Synaptics WEDI USE Receiver WYY-PC
870 EVO 4TB Fingerprint
Reader - USB 052

~ Multimedia Devices (4)

AMEBA BLE HID  Model: Bluetooth LE Device 701d080bfed2
Category: Gamepad

”p

o

X Master 3

\""*-.../
ROG PG2790
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~ 4 KB All Control Panel ltems Devices and Printers

Addadevice  Addaprinter  Remove device =~ @

~ Devices (13)

AMEEA BLE HID #¥ Game Controllers .

# 6 axis 16 button device with h... properties

Seftings  Test

Test the game controller. If the contraller is not functioning properly, it may
need to be calibrated. To calibrate t, go to the Settings page

.. These settings help you configurs the game controllers installed on Axes
#F your computer Co—
— ]
Installed game controllers * Retalion
I Y Rotation
Controller Status [ 7 Gt
‘ | & ais 16 button device with hat switch oK +
X Avis /Y Axis
Samsung SSD | v
S70EVO 4TB Buttons Paint of View Hat
~ Multimedia Devic . . . . . . . .

Advanced. Propeties 'YX Y @
i ‘ OK

’i'?'— Category: Gamepad e Aoply

On Android, gamepad testing apps such as Andriod Gamepad Tester can also be used to view the gamepad input.
il UNIVERSAL MODE o b 38%

Connected Devices = AMEBA_BLE_HID

@@ G @ 6@ E)E)

.
L & RAXIS KEY DETAILS Triggers
X:1.00 LT: 0.000000
BT Last Key Pressed =
Z:1.00 I IDIGES RT: 0.000000
RZ:1.00

PS3/PS2 / XBOX / XBOX360 Controllers will not work on this App

To fix the controller input lag, connect the controller via USB OTG

Code Reference

By default, the board emulates a gamepad with an 8-direction hat switch (d-pad), 6 analog axes and 16 buttons. How the
inputs are interpreted is dependent on the host device, and the button ordering may differ between devices. Also, some

axes or buttons may be disabled or missing on certain host devices.
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BLE - HID Keyboard

Materials
e AmebaD [RTL8722DM/RTL8722CSM/RTL8722DM MINI] x 1

* BLE capable host device [Windows / Linux / MacOS / Android

Example

Introduction

In this example, the RTL8722 board emulates a HID keyboard connected using BLE.
Procedure

Open the example, “Files” -> “Examples” —-> “AmebaBLE” -> BLEHIDKeyboard.
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®@ BLEHIDKeyboard | Arduino

File Edit Sketch Tools Help
Mew Chrl+MN
QOpen... Ctrl+0
Open Recent »
Sketchbook >
Examples ;
Close Chrl+W
Save Ctrl+5
Save As... Ctrl+5Shift+5
Page Setup  Ctrl+Shift+P
Print Ctrl+P
Preferences  Ctrl+Comma
Quit Ctrl+
15 advdata.a
17 BLEH
1% BLE.1
20 BLE.
21 BLE.
22 BLE.
23 BLE.
24 BLE.
25 BLE.
26 BLE.ad

iy
Built-in Examples
01.Basics
02.Digital
03.Analog
4.Communicaticn
03.Control

06.5ensors
07.Display

08.5trings

0%.USE
10.5tarterkit_BasicKit
11.Arduincl5P

Examples for any board
Adafruit Circuit Playground
Arduino_LSMED51
Arduino_TensorFlowLite
Bridge

Ethernet

Firmata

LiquidCrystal

5D

Stepper

Temboo

RETIRED

Examples for RTL8720DN(BW16)
AmebaAnaleg
ArmebafudicCodec
ArnebaBLE
ArnebaFatfsSDNO
AmebaFlashMemory
AmebaGPIO
ArmebaGTimer
ArmnebaHttp
ArmebalRDevice
ArnebaMDNS
AmebaMOTTClient
AmebaPowerSave
AmebaRTC
AmebaSoftwareSerial
AmebasPI
ArnebaSys
ArmebaWatchdog
ArnebaWire
NTPClient

WiFi

CE_DEVICE):

BLEBatteryClient
BLEBatteryService
BLEBeacon
BLEHIDGamepad
BLEHIDKeybeard
BLEHIDMouse
BLEScan
BLEUartClient
BLEUartService
BLEWifiConfig
DHT_over BLEUart
PWM_over_BLEUart

) on COME
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Upload the code and press the reset button once the upload is finished.

Immediately after reset, the board will begin BLE advertising as “AMEBA_BLE_HID” . On your host device, go to

the Bluetooth settings menu, scan, and connect to the board.
You should ensure that the connection process is completed before proceeding.

On Windows, ensure that any driver installation is finished, and the board shows up in the Bluetooth menu under the

“Mouse, keyboard & pen” category.

Bluetooth & other devices

0
o

>
5

O ok

Q

Mos

H & B

ol

On Android, ensure that “Input device” is enabled for the board.
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5:27 B O %9V4U39%

& Device details Z QA ®

AMEBA_BLE_HID

X

Disconnect

Input device

©) Device's Bluetooth address: 70:1D:08:0B:FE:D2

After the Bluetooth connection process is completed, the board is ready to send mouse input to the host device. Connect

digital pin 8 to 3.3V to start sending input, and connect to GND to stop.

You should see the text “Hello World !” typed out and deleted repeatedly.
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oo COM12

Hello World || Send

15:14:06.511 ->
15:14:09.325 -» interface 0 is initialized

15:14:09.325 -» interface 1 is initialized

15:14:08.325 -

15:14:09.325 -» Initiazlizing WIFI ...

15:14:09.417 -» WIFI initialized

15:14:05.417 -> [BLE Device] Local BT addr: bE:4d:43:46:d1:60
15:14:08.783 -> [BLE Device] GAP adwv start

15:14:09.783 -> [BLE Device] GAP adv stopped: because connection created
15:15:27.1e0 -> [BLE Device] BT Connected

15:
15:
15:
15:
15:
15:

OOO000000000000000000000000000000000000000000000000# calibration_ok: [2:19:11]

—
[43)

:27.180 -» Sending keystrokes
:03.546 -> Sending keystrokes
:113.15%2 -> Sending keystrokes
:17.337 -» Sending keystrokes
149,469 ->» Sending keystrokes
:53.613 -> Sending keystrokes

[
R

Autoscroll Show timestamp Both ML &CR -~ | | 115200baud -~ Clear output

BLE - HID Mouse

Materials
¢ AmebaD [RTL8722DM/RTL8722CSM/RTL8722DM MINI] x 1

* BLE capable host device [Windows / Linux / MacOS / Android

Example

Introduction

In this example, the RTL8722 board emulates a HID mouse connected using BLE.
Procedure

Open the example, “Files” -> “Examples” -> “AmebaBLE” -> “BLEHIDMouse” .
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® BLEHIDMouse | Arduino

File Edit Sketch Tools Help
Mew Chrl+MN
QOpen... Ctrl+0
Open Recent »
Sketchbook >
Examples ;
Close Chrl+W
Save Ctrl+5
Save As... Ctrl+5Shift+5
Page Setup  Ctrl+Shift+P
Print Ctrl+P
Preferences  Ctrl+Comma
Quit Ctrl+
15 advdata.a
17 BLEH
1% BLE.1
20 BLE.
21 BLE.
22 BLE.
23 BLE.
24 BLE.
25 BLE.
26 BLE.ad

iy
Built-in Examples
01.Basics
02.Digital
03.Analog
4.Communicaticn
03.Control

06.5ensors
07.Display

08.5trings

0%.USE
10.5tarterkit_BasicKit
11.Arduincl5P

Examples for any board
Adafruit Circuit Playground
Arduino_LSMED51
Arduino_TensorFlowLite
Bridge

Ethernet

Firmata

LiquidCrystal

5D

Stepper

Temboo

RETIRED

Examples for RTL8720DN(BW16)
AmebaAnaleg
ArmebafudicCodec
ArnebaBLE
ArnebaFatfsSDNO
AmebaFlashMemory
AmebaGPIO
ArmebaGTimer
ArmnebaHttp
ArmebalRDevice
ArnebaMDNS
AmebaMOTTClient
AmebaPowerSave
AmebaRTC
AmebaSoftwareSerial
AmebasPI
ArnebaSys
ArmebaWatchdog
ArnebaWire
NTPClient

WiFi

CE_DEVICE):

BLEBatteryClient
BLEBatteryService
BLEBeacon
BLEHIDGamepad
BLEHIDKeyboard
BLEHIDMouse
BLEScan
BLEUartClient
BLEUartService
BLEWifiConfig
DHT_over BLEUart
PWM_over_BLEUart

) on COME
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Upload the code and press the reset button once the upload is finished.

Immediately after reset, the board will begin BLE advertising as “AMEBA_BLE_HID” . On your host device, go to

the Bluetooth settings menu, scan, and connect to the board.
You should ensure that the connection process is completed before proceeding.

On Windows, ensure that any driver installation is finished, and the board shows up in the Bluetooth menu under the

“Mouse, keyboard & pen” category.

Bluetooth & other devices

0
o

>
5

O ok

Q

Mos

H & B

ol

On Android, ensure that “Input device” is enabled for the board.
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5:27 B O %9V4U39%

& Device details Z QA ®

AMEBA_BLE_HID

X

Disconnect

Input device

©) Device's Bluetooth address: 70:1D:08:0B:FE:D2

After the Bluetooth connection process is completed, the board is ready to send mouse input to the host device. Connect

digital pin 8 to 3.3V to start sending input, and connect to GND to stop.

You should see the mouse cursor move around four points in a square, performing right and left clicks, and scrolling up

and down.

196

Chapter 1. Arduino SDK



AmebaDocs, 475 0.0.1

Code Reference

How the mouse input is interpreted is dependent on the host system. Some systems, such as mobile operating systems,

may not support all mouse button input functions.

Approximate UDP Receive Delay

Materials
¢ AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

* Windows computer connected to same network

Example
This example uses Ameba to receive UDP packets from a computer and calculates the UDP receive delay.
Ameba Preparation

Open the “CalculateUdpReceiveDelay” example in “File” -> “Examples” -> “AmebaWiFi” ->

“UDP_Calculation” -> “CalculateUdpReceiveDelay” .
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File Edit Sketch Tools Help

2@ UDP_CalculateReceiveDelay | Arduino

15 int keyIndex = 0;
17 unsigned int local

1% Jf/ L UDP instance

2 WiFiUDP Udp:

228 void setup() {

23 S/ Initialize =

24 Serial.begin (]

2 while (!Serial

26 : // wait

27 }

28

31 Serial.pri

3z // Connecty
3 status = W

£

Mew Ctrl+M
Open.. Ctrl+ O
Open Recent >
Sketchbook >
Examples K
Close Ctrl+W
Save Ctrl+5
Save As... Ctrl+Shift+5
Page Setup  Ctrl+Shift+P
Print Ctrl+P
Preferences  Ctrl+Comma
Quit Ctrl+Q

14 char pass[] = "myd

Built-in Examples
01.Basics

02.Digital
03.Analog
04.Communication
053.Control
06.5ensors
07.Display
08.5trings

09.USB
10.5tarterkit_Basickit
11 Arduinel5P

Examples for any board
Adafruit Circuit Playground
Bridge

Ethernet

Firmata

LiguidCrystal

sD

Stepper

Temboo

RETIRED

Examples for RTLBT22DM/RTLBT22CSM
Amebafnalog
ArmebaBLE
AmebaFlashMemory
AmebaGPIO
ArmebaGTirmer
AmebaHttp
AmebalRDevice
ArmebaMDNS
AmebaMOTTClient
ArmebaSoftwareSerial
Ameba5P|
AmebaSys
ArmebaWiFi
AmebaWire
INCOMPATIELE

BID

[name)

gsword

isten for UDP packets

*Ls over UDP

D: ™):

Index number (needed only for

pd for mative USE port only

ConnectWithWiFi
Firebase
HTTP_IFTTT_Post
ScanMetworks
SimnpleServerWiFi
SimpleWebServerWiFi
UDP_Calculation
WiFiAPMode
WiFiS5LClient
WiFilldpMtpClient
WiFiUdpSendReceiveString
WiFiWebClient
WiFiWeb5erver

UDP_CalculateReceiveDelay
UDP_CalculateReceiveTimeout

UDP_CalculateSendDelay

In the sample code, modify the highlighted section to enter the information required (ssid, password, key index) to connect

to your WiFi network.
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2@ UDP_CalculateReceveDelay | Arduino

File Edit Sketch Tocols Help

LIDP_CalculateReceiveDelay

1d )

8 |#include <WiFi.h>
9 #include <WiFiUdp.h>
10 #include <stdio.h>

12 int status = WL_IDLE STATUS:

1 char ssid[] = "mynetwork™; Jf wyour metwork SS5ID (name)

14 ¢char pass[] = "mypassword": Jf wour network password

15 int keyIndex = 0; Jf your network key Index number (nesded only for
16

17 wunsigned int localPort = 5001; // local port to listen for UDP packets

9 f/ L UDP instance to let us send and receive packets over UDP
WiFiUDF Udp:

ZE wvoid setup() {
fSfInitialize serial and wait for port to open:
Serial . .begin (115200);
while (!'Serial) {
; ff wait for serial port to connect. Heeded for native USE port only

while (status != WL _CONNECTED) ({
1t ("Attempting to connect to S5ID: ");
ntln(ssid):

Serial.p
31 Serial.pri

32 Sf Commect to WPA/WPAZ network. Change this line if using open or WEP net
status = WiFi.begin({ssid, pass): w7
L4 >

ComMB

Upload the code and press the reset button on Ameba once the upload is finished. Open the serial monitor in Arduino
IDE and take note of the IP address assigned to Ameba.
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22 COMBb

| Send
RTLBTZID[Driver]: auth alg = 2 A

RTL8T721D[Driver]:
CnfuthClient:algthm = 0, s=q = 2, status = 0, sas_msg len = 11

RTLEBT7Z21D[Driver]: auth success, start assoc

RTLET721D[Driver]: association success (res=4)

RTLEBT7Z21D[Driver]: ClientSendEAPOL[1522]: no use cache pmksa

RTLET7Z1D[Driver]: set palirwise key to hw: alg:4(WEP40-1 WEFPl04-5 TEIP-2 AES-4)
RTLEBTZ21D[Driver]: set group key to hw: alg:4 (WEP40-1 WEP104-5 TEIP-2 AES-4) keyid:2

Interface 0 IP address : 19%2.168.1.167
Connected to wifi

Autoscroll [_] Show timestamp Mewline w | 115200 baud - Clear output

Computer Preparation

On the computer, Cygwin will be required to compile the code to send the UDP packets. Cygwin can be downloaded

from https://www.cygwin.com/

Follow the instructions there to install it. Next, from the “CalculateUdpReceiveDelay” Arduino example, copy the code
from the bottom between “#if 0” and “#endif” , into a new text file, change the hostname to the IP address assigned

to Ameba, and rename the file to “UdpReceiveDelay.cpp” .
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B C\Downloaded\UdpReceiveDelay.cpp - Notepad++

File Edit Search View Encoding Language Settings Tecls Macre Run  Plugins  Window 7 X
cHHEERGE sk oy 2x|EE ST E@ERE®| 7
[=] UdpRecsiveDelay.cpp E3 |
1 #include <stdio.h> ~
2 #include <stdlib.h>
3 #include <string.h>
4 #$include <sys/socket.h>
5 #include <netinet/in.h>
& $include <arpa/inet.h>
7 #include <sys/time.h>
B #include <unistd.h>
9
10 #define BUFSIZE 1024
12 char *hostname = "172.25.24.243";
13 int portmo = S00L;
14
15 long base_current time = 07
16 long get current time with ms (void)
17 EH
18 gtruct timewval twv;
15
20 gettimeofday (&twv, NULL):
22 long millisecondsSinceEpoch =
23 (long) (tv.tv_sec) * 1000 +
Z4 (long) {tv.tv_usec) J 1000;
25
Ze [ if (base_current time == 0} {
27 base current time = millisecondsSinceEpoch;
28 return 0}
25 } else {
30 return millisecondsSinceEpoch - base_current time;
31 - }
32 L1 v
L4 >
length: 1,666 lines: &7 Ln:12 Col:1 5el:0|0 Windows (CRLF)  UTF-8 M5

Next, open a Cygwin terminal, change the working directory to the location of “UdpReceiveDelay.cpp” , and use the
command “g++ UdpReceiveDelay.cpp -o UdpDelay” to compile the code. A file named “UdpDelay.exe” will be created

in the same directory.
Running the Example

Reset the Ameba, wait for the WiFi to connect, and check that the IP address remains the same. On the computer, run
the UdpDelay.exe file, and the computer will begin to send packets to Ameba. Once 10000 packets have been received,
Ameba will calculate the average delay and print out the result to the serial monitor. It may take up to a few minutes for
10000 packets to be sent.

1.1. Ameba RTL8722DM 201



AmebaDocs, 47 0.0.1

22 COME

| Send

ETLE2721D[Driwver]: association success (res=4) ~

RETLE721D[Driver]: ClientSendEAPCL[1S22]: no use cache pmksa

ETLE2721D[Driver]: set pairwise key to hw: alg:4 (WEP40-1 WEPl04-5 TEIP-2 AES-4)

RTLE2721D[Driver]: set group key to hw: alg:4 (WEP40-1 WEPl04-5 TEIP-2 RAES-4) keyid:2

Interface O IP address : 192.168.1.1&7
Connected to wifi

data count: 10000 average delavy: 95.47 ms
data count: 20000 average delay: 193.9%9&6 ms
data count: 30000 average delay: 272.9%98 ms
W
Autoscroll [ Show timestamp Mewline ~ | 115200 baud - Clear output

Approximate UDP Receive Timeout

Materials
e AmebaD [RTL8722DM / RTL8722CSM / RTL8722DM MINI] x 1

* Windows computer connected to same network

Example

This example uses Ameba to receive UDP packets from a computer and calculates the allowed UDP receive timeout

setting.
Ameba P